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Introduction to Cyber security

Network Fundamentals (Prerequisites)

u  Evolution of Cyber security

Cyber security & Situational Awarenessu  

The Cyber security Skills Gapu  

Difference between Information Security & Cyber securityu  

Cyber security Objectivesu  

Cyber security Roles and Career Pathsu  

u Evolution of Cyber security

Cyber security & Situational Awarenessu 

The Cyber security Skills Gapu 

Difference between Information Security & Cyber securityu 

Cyber security Objectivesu 

Cyber security Roles and Career Pathsu 

Infrastructure Terminologyu 

Security-Focused Network Designu 

Network Topology & Architectureu 

OSI Layers & TCP/IP Modelu 

IPv4 & IPv6 Addressingu 

Essential Ports & Protocolsu 

Firewalls & Intrusion Prevention Systemsu 

VPNs and VPN Concentratorsu 

Intrusion Detection & Prevention Systemsu 

Proxy Servers & Load Balancersu 

Network Access Control (NAC) &u 

   Zero Trust Architecture

Secure Mail Gatewaysu 
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Security Operations Center (SOC)
u  SOC Overview

SOC Team Structureu  

Tier 1 Responsibilitiesu  

Tier 2 Responsibilitiesu  

Tier 3 Responsibilitiesu  

SOC Workflow and Escalation Pathu  

Alert Lifecycle Stagesu  

Incident Response Phasesu  

Types of Alerts Handled in SOCu  

Daily SOC Monitoring Activitiesu  

KPIs and Metrics for SOCu  

Log Collection Strategyu  

Log Parsing and Normalizationu  

Key SOC Log Sourcesu  

Firewall Logsu  

IDS/IPS Logsu  

DNS Logsu  

Endpoint Logs (Sysmon/EDR)u  

Active Directory Logsu  

Cloud Logs (CloudTrail, Azure Activity)u  

Use Case Design in SIEMu  

 Rule Writing – SPL (Splunk), AQL (Qradar)u  

MITRE ATT\&CK Mapping to Alertsu  

Threat Hunting Basicsu  

Alert Enrichment Techniquesu  

Alert Suppression & False Positive Handlingu  

Ticketing Systems (ServiceNow, JIRA) Integrationu  

Shift Handover Protocolsu  

 SIEM and EDR Focus
u  Introduction to SIEM

Overview of Splunk Architectureu  

Splunk Ingestion and Indexingu  

Writing SPL Queriesu  

Splunk Dashboards and Alertsu  

QRadar Architecture and Flow Collectionu  

QRadar Rule Creation using CREu  

Malware Analysis
u  Introduction to Malware Analysis

Malware Categoriesu  

     a. Virus

     b. Worm

     c. Trojan

     d. Ransomware

     e. Spyware

     f. Rootkit

     g. Fileless Malware

Malware Behavior and Infection Chainu  

Static Analysis Fundamentalsu  

File Header and Metadata Checku  

String Extraction (strings, FLOSS)u  

PE Header Inspectionu  

Hashing (MD5, SHA256) and Use Casesu  

Dynamic Analysis Overviewu  

Sandbox Analysis (Any.run, Cuckoo)u  

Tools for Monitoring Behavioru  

     a. ProcMon

     b. RegShot

     c.  Wireshark

     d. TCPView

Reverse Engineering Introductionu  

Disassemblers (Ghidra, IDA Free)u  

Debuggers (x64dbg, OllyDbg)u  

Packers and Obfuscationu  

IOC Extraction Processu  

Types of IOCsu  

File Hashesu  

Registry Keysu  

IPs and Domainsu  

Filenamesu  

AQL Querying in Qradaru  

Introduction to EDRu  

SentinelOne Architectureu  

SentinelOne Agent Capabilitiesu  

Remote Response Actions u  

    (Kill, Quarantine, Rollback)
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Email Security
u  Overview of Email-Based Threats

Anatomy of a Phishing Emailu  

Spear Phishing vs Generic Phishingu  

Business Email Compromise (BEC)u  

Malware Delivery via Emailu  

Spoofing and Lookalike Domainsu  

Email Header Componentsu  

SPF Record Validationu  

DKIM Signature Verificationu  

DMARC Policy Enforcementu  

Email Flow and Received Headersu  

Tools for Email Securityu  

     a. Microsoft Defender for O365

     b. Cisco ESA

     c. Proofpoint

     d. Mimecast

Email Sandbox Solutionsu  

SOC Response to Phishingu  

IOC Search in Mailboxesu  

Quarantining and Purging Emailsu  

User Awareness and Reporting Channelsu  

Threat Intelligence
u  Threat Intelligence Fundamentals

Intelligence Lifecycle Stagesu  

Strategic vs Tactical vs u  

     Operational vs Technical TI

IOC Formats (IP, Hash, URL, Domain)u  

TI Sources and Feedsu  

     a. VirusTotal

     b. AlienVault OTX

     c. Recorded Future

     d. Shodan

     e. URLScan.io

MITRE ATT&CK Overviewu  

IOC Enrichment in SIEMu  

Digital Forensics (Basic)
u  Introduction to Digital Forensics

Forensics in Incident Responseu  

Evidence Identificationu  

Disk Imaging with FTK Imageru  

File Recovery and Analysisu  

Windows Registry Artifact Locationsu  

Browser History and Cache Inspectionu  

Event Log Collectionu  

Timeline Analysis Basicsu  

Memory Analysis using Volatilityu  

Chain of Custody Requirementsu  

Legal Considerations for Evidenceu  

Role of Forensics in u  

     Root Cause Analysis

Cloud Security
u  Cloud Security Fundamentals

Shared Responsibility Modelu  

Cloud Infrastructure Threatsu  

Misconfigured Storage Buckets (e.g., S3)u  

Cloud Resource Exploitation u  

Unmonitored API Calls and Access Keysu  

Credential Theft from Repositoriesu  

Cloud Identity Attacksu  

Lateral Movement in Cloud Environmentsu  

Lack of Visibility and Loggingu  

Mobile Security – 
Threats Only

u  Cloud Security Fundamentals

Shared Responsibility Modelu  

Cloud Infrastructure Threatsu  

Misconfigured Storage Buckets (e.g., S3)u  

Cloud Resource Exploitation u  

Unmonitored API Calls and Access Keysu  

Credential Theft from Repositoriesu  

Cloud Identity Attacksu  

Lateral Movement in Cloud Environmentsu  

Lack of Visibility and Loggingu  
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