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Fundamentals of Testin g: 

1. Software Testing  

2. Quality  

3. Quality Assurance (SQA) 

4. Quality Control  

5. Verification   

6. Validation  

7. Static Testing  

8. Dynamic Testing  

9. Differences between QA and QC 

10. Differences between Verification and Validation  

11. Differences between Static Testing and Dynamic Testing  

12.  Testing principles  

13. Differences between error, bug and defect  

14. Differences between product and Project  

15.  Interview questions on Fundamentals of Testing  

What is Software Testing?  

Software testing:  is a process of evaluation a system to verify that is satisfies the 

customer requirements or identifies the deference b/w expected and actual results. 

Testing is very important activity in product development lifecycle as it 

measures the quality of product and helps in determining production readliness of an 

application. 

It checks whether all requirements are implemented correctly and defects non-

conformances if any, before development. 

Testing makes software predictable in nature, improves quality and reliability.  

Software testing is process of executing a program or system with intent of 

finding errors. Or, it involves any activity aimed at evaluating an attribute or 

capability of a program or system and determining that it meets its required results.  

Why software testing: It is important as it may cause mission failure, impact on 

operational performance and reliability if it is not done properly. If done poorly it 

leads to high maintenance cost and user dissatisfaction. 

V To discover defects 

V To avoid user detecting problems 

V To prove that the software has no faults 

V To ensure that product works as user expects 

V To learn about the reliability of the software 

V To find defects early, which helping in reduce the cost of defect fixing. 
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Why is Testing Important?  

It is the primary duty of a software vendor to ensure that software delivered does not 

ÈÁÖÅ ÁÎÙ ÄÅÆÅÃÔÓ ÁÎÄ ÔÈÁÔ ÔÈÅ ÃÕÓÔÏÍÅÒȭÓ ÄÁÙ ÔÏ ÄÁÙ ÏÐÅÒÁÔÉÏÎÓ ÄÏ ÎÏÔ ÇÅÔ ÁÆÆÅÃÔÅÄȢ 4ÈÉÓ ÃÁÎ 

be achieved by rigorously testing the software. 

To protect an organization from any trouble and in order to address various risks 

involved during a change to an organization, testing is important. Risks can be related to the 

ones affecting reputation or resources or could be the ones leading to legal issues. 

Objective of Testing: is to find defects in requirements, design and coding phases as early as 

possible. 

Objective of Tester: to find the defects as early as possible and make sure they get fixed. 

Testing Basics: 

What is Quality?  

Quality:  Quality means customer satisfaction through bug free, delivered product on time, 

with in the budget, meets the customer requirements and expectations and is Maintainable. 

Why Quality: Quality is the most important factor affecting an organization long-term 

performance.  

Qualities of a great Tester?  

V A great Tester should catch the majority of application defects. 

V Communicate defects clearly to the team to fix it 

Tester should have the following characteristics:  

V Good Communication skills 

V Detail orientation 

V Ability to follow directions  

V Ability to understanding of testing concepts 

V Ability to innovate 

Quality Assur ance: 

1. A Planned and Systematic pattern of actions necessary to provide adequate 

confidence that the product optimally fulfils customer  expectations 

V Prevention of the bug in the process 

V Process oriented activity 
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V Assures quality 

V It relates to process that produce products 

V Identifies weakness in process and improve them 

The function of software quality that assures that the standards, processes, and procedures 

are appropriate for the project and are correctly implemented (Or) 

An activity which establishes and evaluates the process that produces products 

Quality Control:  

The process of exercising a product to identify differences between expected and actual 

behaviour. 

¶ Finding the bugs 

¶ Product oriented activity 

¶ Ensures quality 

¶ Relates to specific product 

¶ Identif ies defects primarily for correcting defects  (Or) 

   An activity which verifies whether or not the product meets standards 

Question1:  Do we involve in Quality Assurance? 

If Answer is Yes what is our Role in Quality Assurance? 

Ans:   

¶ Produce the data for the Test Lead or Management to generate Metrics 

¶ Provide accurate data on regular basis to generate accurate metrics 

Note:  To understand this process you should know about Team architecture and Roles and 

Responsibilities 

  Ex: Roles and Responsibilities of Quality Assurance Manager in your project, Test Lead, 

Tester 

Difference between QA & QC: 

 Quality Assurance  Quality Control  

Focus on  QA aims to prevent defects with a focus on 
the process used to make the product. It is 
a proactive quality process.  

QC aims to identify defects in the 
finished product. Quality control, 
therefore, is a reactive process.  
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Goal  The goal of QA is to improve development 
and test processes so that defects do not 
arise when the product is being developed.  

The goal of QC is to identify defects 
after a product is developed and 
before it's released.  

Statistical 
Techniques   

Statistical Tools & Techniques can be 
applied in both QA & QC. When they are 
applied to processes (process inputs & 
operational parameters), they are called 
Statistical Process Control (SPC); & it 
becomes the part of QA.  

When statistical tools & techniques are 
applied to finished products (process 
outputs), they are called as Statistical 
Quality Control (SQC) & comes under 
QC.  

What   Prevention of quality problems through 
planned and systematic activities including 
documentation.  

The activities or techniques used to 
achieve and maintain the product 
quality, process and service.  

How  Establish a good quality management 
system and the assessment of its adequacy 
& conformance audit of the operation 
system & the review of the system itself.  

Finding & eliminating couses of quality 
problems through tools & equipment 
so that customer's requirements are 
continually met.  

What is verification?  

Verification includes systematic procedures of review, analysis, and testing, employed 

throughout the software development life cycle, beginning with the software requirements 

phase and continuing through the coding phase. 

Verification can be achieved by  

V Feasibility Review 

V Requirements Review 

V Design Review 

V Code Walkthrough 

V Code Inspection 

V Requirement Tracing 

What is Validation?  

V Is the process of checking the end product to assure that it meets requirements and 

expectations under operating conditions 

V Ȭ$ÏÎÅ ÂÙ ÅØÅÃÕÔÉÎÇ ÔÈÅ ÓÙÓÔem functions through a series of Tests that can be 

observed and evaluated for compliance with expected Results 

What is static Testing?  

V Static Testing is a form of testing (is also known as Dry Run Testing)  where the 

software is not actually used 
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V Syntax checking and manually reading the code to find errors are methods of static 

Testing. 

V This type of Testing is mostly used by the developers 

V Static Testing can be done before compilation 

V They do not necessarily involve either manual or automated execution of the product 

being tested 

V Examples include syntax checking, structured walkthroughs, and inspections. 

V An inspection of a program occurs against a source code listing in which each code 

line is read line by line and discussed 

What is dynamic Testing?  

Dynamic Testing involves working with the software, giving input values and checking the 

output is expected 

Dynamic Testing takes place only after compilation 

Dynamic testing techniques are time dependent and involve executing a specific sequence of 

instructions on paper or by the computer. 

Examples include structured walkthroughs, in which the program logic is simulated by 

walking through the code and verbally describing it. 

Boundary testing is a dynamic testing technique that requires the execution of test cases on 

the computer with a specific focus on the boundary values associated with the inputs or 

outputs of the program. 

Testing principles:  

Principle 1: Testing shows presence of defects  

Testing can show that defects are present, but cannot prove that there are no defects. 
Testing reduces the probability of undiscovered defects remaining in the software but, even 
if no defects are found, it is not a proof of correctness.  

Principle 2: Exhaustive testing is impossible   

Testing everything (all combinations of inputs and preconditions) is not feasible 
except for trivial cases. Instead of exhaustive testing, we use risks and priorities to focus 
testing efforts.  

Principle 3: Early Testing   

Testing activities should start as early as possible in the software or system 
development life cycle and should be focused on defined objectives.  

Principle 4: Defect clustering  
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A small number of modules contain most of the defects discovered during pre-
release testing or show the most operational failures.  

Principle 5: Pesticide  paradox  

If the same tests are repeated over and over again, eventually the same set of test 
cases will no longer find any new bugs. To overcome this 'pesticide paradox', the test cases 
need to be regularly reviewed and revised, and new and different tests need to be written to 
exercise different parts of the software or system to potentially find more defects.  

 Principle 6: Testing is context dependent   

Testing is done differently in different contexts. For example, safety critical software 
is tested differently from an e-commerce site.  

Principle 7: Absence -of-errors fallacy   

Finding and fixing defects does not help if the system built is unusable and does not 
fulfill the users' needs and expectations. 
Introduction of Defect:  

A defect is defined as a variance from the desirred product quality    (Or) 

Any situation where the system does not behave as indicated in the specification 

 

 

 

 

 

Á Error ɀ A human action that produces an incorrect result  

Á Fault ɀ A manifestation of an error within the software, also  known as a 

defect or bug  

Á Failure ɀ The departure of operational system behaviour from the user 

requirements  

Application:  

Software developed with respective to requirements of a specific customer is called as 

application. 

Product:  

Product is something that ÉÓ ÄÅÖÅÌÏÐÅÄ ÂÁÓÅÄ ÏÎ ÔÈÅ ÃÏÍÐÁÎÙȭÓ ÓÐÅÃÉÆÉÃÁÔÉÏÎÓ ÁÎÄ ÃÁÎ 

be used by multiple customers. 

A Program P is considered accurate with respect to a specification S, 
If and only if. 

For each valid input the output of P is in accordance with the Specification S 

Developer Error

  

Injects Fault within the software Fault causes software to fail 
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Software developed with respective to market needs is called as product. 

Usually the company will decide the requirements based on the generic requirements of so 

many customers in case of products 

Project:  

0ÒÏÊÅÃÔ ÉÓ ÓÏÍÅÔÈÉÎÇ ÔÈÁÔ ÉÓ ÄÅÖÅÌÏÐÅÄ ÂÁÓÅÄ ÏÎ ÔÈÅ ÐÁÒÔÉÃÕÌÁÒ ÃÕÓÔÏÍÅÒȭÓ 

requirements and for his usage only. 

Key Points:  

ü Software testing is a process of evaluating a system by identifying difference between 

expected and actual results 

ü 3ÏÆÔ×ÁÒÅ ÔÅÓÔÉÎÇ ÉÓ ÉÍÐÏÒÔÁÎÔ ÔÏ ÄÅÌÉÖÅÒ Á ÑÕÁÌÉÔÙ ÓÏÆÔ×ÁÒÅ ÐÒÏÄÕÃÔ ÔÈÁÔ ÓÁÔÉÓÆÉÅÓ ÕÓÅÒȭÓ 

requirements 

ü If done poorly, defects are found during operation which may lead to high maintance 

cost and customer dissatisfaction 

ü The goal of a software tester is to find bugs, find them as early as possible, and make 

sure that they get fixed. 

ü Develop master test plan so that resource and responsibilities are uderstood and 

assigned as early in the project as possible  

ü Verify that all project deliverables and components are complete. 

Interview Questions:  

1. Why we need Software Testing? 

2. What is Quality? 

3. What is Quality Assurance (SQA)? 

4. What is Quality Control? 

5. What is Verification? 

6. What is Validation? 

7. What is Static Testing? 

8. What is Dynamic Testing? 

9. Explain Differences between QA and QC 

10. Explain Differences between Verification and Validation 

11. Explain Differences between Static Testing and Dynamic Testing 

12. What is Defect / Error ? 
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 Testing Classifications:  

 Testing Classifications Software can be tested by running the programs and then 

verifying each step of its execution against expected result or by running examining the code 

against the stated requirements. These 2 distinct methods have led to the popularization of 2 

techniques viz. static testing & dynamic testing as given below. 

Static Testing:  

This is a non-execution based testing technique. It could be done during any phase in the 

software development life cycle but largley it comes during requirement, design and coding 

phase. The design, code, testpaln, test cases or any document may be inspected and reviewed 

against a stated requirement/ standards/ some guidelines/ checklists. Static Testing 

includes. 

V Informal Reviews Ą These reviews are generally done by a peer and occur on a need 

basis. 

V Walk-through Ą Semiformal review facilitated by the author of the product 

V Inspection Ą Formal reviews facilitated by a knowledge person who is not the author 

of the document. 

Advantages: 

V Capture defects early, so saves cost. 

V Checklist based approach 

V Highest probability of finding defects 

V Efficient way to education people regading the product 

V Independent of test environment setups 

Disadvantages: 

V Time Consuming 

V #ÁÎȭÔ ÔÅÓÔ ÄÁÔÁ ÄÅÐÅÎÄÅÎÃÅÓ 

V High skill levels required 

Dynamic Testing:  

This is an execution based testing technique. Here the program, module or the entire system 

is executed and the output is verified against the expected result. Dynamic execution of test is 

based on one of the following. 

 

 
Dynamic Testing Grey Box Testing 

Black Box Testing 

White Box Testing 
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White Box Testing:  

This testing technique takes into account the internal structure of system or component. 

#ÏÍÐÌÅÔÅ ÁÃÃÅÓÓ ÔÏ ÔÈÅ ÏÂÊÅÃÔȭÓ ÓÏÕÒÃÅ ÃÏÄÅ ÉÓ ÎÅÅÄÅÄ ÆÏÒ ×ÈÉÔÅ ÂÏØ-testing. This is known as 

Ȭ×ÈÉÔÅ ÂÏØȭ ÔÅÓÔÉÎÇ ÂÅÃÁÕÓÅ ÔÅÓÔÅÒ ÇÅÔÓ ÔÈÅ ÉÎÔÅÒÎÁÌ ×ÏÒËÉÎÇ ÏÆ ÔÈÅ ÃÏÄÅȢ 

White box testing helps to:  

V Archive high code coverage  

V Test program logic  

V Elimainate redundant code 

V Traverse complicated loop structures 

V Cover control structures and sub-routines 

V Evaluate diferent execution paths 

Unit testing and some part of integration testing fall under white box testing category. 

White box Testing Techniques:  

Statement Coverage: This ensures atleast one execution of each statement in the code 

Decision Coverage: This relates to testing of all branches of the code in the condition 

statements. Decision coverage is more effective than statement coverage. 100% decision 

coverage ensures 100% statement coverage but not vice versa. 

Data Flow Testing: In this approach, each data variable is tracked and its use is verified. 

This approach will uncover bugs like variables not used intialized, declared and not used, etc. 

This will also be useful for verifying calculations. 

Black Box Testing:  

Black box testing is a strategy in which testing is based solely on the requirements 

and specifications. Unlike its complement, white box testing, black box testing requires no 

knowledge of the internal paths, structure, or implementation of the software under test 

(SUT). 

The general black box testing process is:  

1. The requirements or specifications are analyzed. 

2. Valid inputs are chosen based on the specification to determine that the SUT 

processes them correctly. Invalid inputs must also be chosen to verify that the SUT 

detects them and handles them properly. 

3. Expected outputs for those inputs are determined. 

4. Tests are constructed with the selected inputs. 

5. The tests are run. 
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6. Actual outputs are compared with the expected outputs. 

7. A determination is made as to the proper functioning of the SUT  

A Testing method where the application under test is viewed as a blck box and the 

internal behaviour of the program is completely ignored. Testing occurs based upon the 

requirement specifications. 

V "ÌÁÃË ÂÏØ ÔÅÓÔÉÎÇ ÍÅÔÈÏÄ ×ÈÅÒÅ ÉÓ ÃÏÎÄÕÃÔÅÄ ÍÏÒÅ ÈÔÁÎ ÆÒÏÍ ÕÓÅÒȭÓ ÐÅÒÓÐÅÃÔÉÖÅ  

V It focuses on the features and not the implementation 

V Providers a big picture approach 

Grey Box Testing:  

V The Grey box testing is a combination of black box and white box testing.  

V It is not fully black box testing because the tester should have the knowledge of 
internal design of the code.  

V The application is also tested for its behavior and functionality which forms which is 
white box testing.  

V )Ô ÉÓ ÁÌÓÏ ÃÁÌÌÅÄ ÁÓ ɄÔÒÁÎÓÌÕÃÅÎÔ ÔÅÓÔÉÎÇȢ  

Advantages of Dynamic Testing:  

White Box Testing:  

V Logic of the system tested 

V Those parts which could have been omitted in black box testing are also getting 

covered 

V Redundant code eliminated 

V Cost effective when appropriate  techniques are used 

Black Box Testing:  

V Simulations actual system usage 

V Makes no assumptions about the system structure 

Disadvantages: 

White Box Testing:  

V Does not ensure that all user requirements are met 

V May not simulate real time situations 

V Programming knowledge is needed 

Black Box Testing:  

V May miss out logical errors 
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V Chances of redundant testing is there 

V #ÁÎȭÔ ÄÅÃÉÄÅ ×ÈÉÃÈ ÐÁÒÔ ÏÆ ÃÏÄÅ ÉÓ ÎÏÔ ÒÅÔÔÉÎÇ ÅØÅÃÕÔÅÄ 

TYPES OF SOFTWARE TESTING 

Testing could be classified at a high level as functional testing and Non-Funcational 

testing, chart below is a snapshot of the different types of testing. 

 

 

 

 

 

V Performance Testing 

V Security Testing 

V Usability Testing 

V Compatibility Testing 

Functional Testing:  

Functional Testing refers to verifying if the module performs its intended functions in 

ÁÃÃÏÒÄÁÎÃÅ ×ÉÔÈ ÔÈÅ ÓÐÅÃÉÆÉÃÁÔÉÏÎȢ 4ÈÅ ÐÕÒÐÏÓÅ ÉÓ ÔÏ ÅÎÓÕÒÅ ÔÈÁÔ ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎȭÓ ÂÅÈÁÖÉÏÕÒ 

is as expected. E.g. data entry, navigation, processing, retrivel and display based on 

requirements. 

Determines the extent to which a product meets expected functional requirements 

through validation of product features. This process can be as simple as a smoke test to 

ensure primary functional operation, or as detailed as checking a verify of scenarios and 

validating that all output meets specified expectations 

Performance  Testing:  

ü Why we need performance Testing? 
ü What is performance testing? 
ü Performance Testing types 

 
Why we need Performance Testing?  
Speed: Does the application respond quickly enough for the intended users? 
Scalability:  Will the application handle the expected user load and beyond?  

Dynamic Testing 

Non-Functional Testing Functional Testing 
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Stability:  Is the application stable under expected and unexpected user loads?  
Confidence: Are you sure that users will have a positive experience on go-live day? 
 
Factors influencing the Speed  
User Expectations  
ü Experience 
ü Psychology 
ü Usage  

System Constraints  
ü Hardware 
ü Network 
ü Software 

Costs 
ü Speed can be expensive 

 
Factors influencing the Scalability  
(Ï× ÍÁÎÙ ÕÓÅÒÓȣ 
ü "ÅÆÏÒÅ ÉÔ ÇÅÔÓ ȰÓÌÏ×ȱȩ 
ü Before it stops working? 
ü Will it sustain? 
ü Do I expect today? 
ü Do I expect before the next upgrade?  

How much data can it hold?  
ü Database capacity 
ü File Server capacity 
ü Back-up Server capacity 
ü Data growth rates 

 
Factors influencing the Stability  
What hapÐÅÎÓ ÉÆȣ 
ü There are more users than we expect? 
ü All the users do the same thing? 
ü A user gets disconnected? 
ü The web server goes down? 
ü We get too many orders for the same thing 

 
Factors influencing the Confidence  
)Æ ÙÏÕ ËÎÏ× ×ÈÁÔ ÔÈÅ ÐÅÒÆÏÒÍÁÎÃÅ ÉÓȣ 
ü You can assess risk. 
ü You can make informed decisions. 
ü You can plan for the future. 
ü You can sleep the night before go-live day. 
ü The peace of mind that it will work on go-live day alone justifies the cost of 

performance testing. 
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What is performance testing?  
ü Performance testing is the process of determining the speed or effectiveness of a 

computer, network, software program or device.  
ü Performance testing is a in general testing performed to determine how a system 

performs in terms of responsiveness and stability under a particular workload. It can 
also serve to investigate measure, validate or verify other quality attributes of the 
system, such as scalability, reliability and resource usage. 

 
Reliability:   
ü The quality of measurement indicating the degree to which the measure is consistent, 
ü  That is, repeated measurements would give the same results. 

 
Resource Usage: 
ü Usage of application and system resources like CPU usage, memory.. Etc... 

  
Factors that governs Performance testing  
Throughput  
ü Capability of a product to handle multiple transactions in a given period. 
ü Throughput represents the number of requests/business transactions processed by 

the product in a specified time duration. 
ü Throughput is the measurement of bandwidth consumed during the test. It shows 

how much data is flowing back and forth from your servers.  
ü Throughput is measured in units of Kilobytes per Second. 

Requests per Second 
ü RPS is the measurement of how many requests are being sent to the target server. 
ü  It includes requests for HTML pages, CSS style sheets, XML documents, JavaScript 

libraries, images and Flash/multimedia files.  
Concurrent Users  
ü A concurrent user is the most common way to express the load being applied during a 

test.  
ü This metric is measuring how many virtual users are active at any particular point in 

time.  
Concurrent Users  
ü How many Real/virtual users are active at any particular point in time.  

Error Rate  
ü Error Rate is the mathematical calculation that produces a percentage of problem 

requests to all requests.  
ü The percentage reflects how many responses HTTP status codes are indicating an 

error on the server, as well as any request that never gets a response. 
ü Normal codes are usually 200  
ü  A common error code is 500, which means the web server knows it has a problem 

with fulfilling that request.  
Response Time 
ü a generic system or functional unit takes to react to a given input 
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ü Response time is defined as the delay between the point of request and the response 
from the product. 

Performance testing types  
ü Load testing  
ü Stress testing 
ü Spike testing  
ü Endurance testing  

Load testing:  
ü Verifying the application behavior under customer expected configuration and 

customer expected load 
ü The objective is to identify performance bottlenecks before the software application 

goes live. 

 
Stress testing: 
ü  Verifying the application behavior under customer expected configuration and more 

than the customer expected load 
ü )ÎÃÒÅÁÓÉÎÇ ÔÈÅ ÌÏÁÄ ÓÅÑÕÅÎÔÉÁÌÌÙ ɉρππȟ ςππȟ σππ ȣ ÅÔÃȢȢ Ɋ 
ü  Involves testing an application under extreme workloads to see how it handles high 

traffic or data processing . 
ü The objective is to identify breaking point of an application 
ü  (To estimate the maximum peak load of the system) 

 
Spike testing:  
ü  Verifying the application behavior under customer expected configuration and more 

than the customer expected load 
ü )ÎÃÒÅÁÓÉÎÇ ÔÈÅ ÌÏÁÄ ÒÁÎÄÏÍÌÙ ɉρππȟ ρππππȟ ρπππȟ υπππȟ ρπππππ ȣ ÅÔÃȢȢȢɊ 
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ü  Involves testing an application under extreme workloads to see how it handles high 
traffic or data processing. 

ü The objective is to identify breaking point of an application 
ü  (To estimate the maximum peak load of the system) 

 
Endurance testing:  
ü Verify the application behavior under customer expected configuration and customer 

expected load over a long period of time. 
ü The objective is to identify memory leakages of an application 

 
Bullet Points:  
 
1) What is performance testing? 
2)  Performance counters 
           Through put 
           Response time 
           Error rate 
           Requests per second 
           Concurrent users 
3)  Types of performance testing 
           Load testing 
           Stress Testing 
           Spike Testing 
           Endurance testing 
 

Security Testing:  

Need of Security Testing:  

These days, websites are not only meant for 
publicity or marketing but these have also 
evolved into stronger tools to cater complete 
business needs. Web based Payroll systems, 
Shopping Malls, Banking, Stock Trade application 
are not only being used by organizations but are 
also being sold as products today.  
This means that online applications have gained 
the trust of customers and users regarding their 
vital feature named as SECURITY. If an online 
system cannot protect the transaction data, no 
one will ever think of using it.  
 
General Examples of security flaws in an application:  
1) A Student Management System iÓ ÉÎÓÅÃÕÒÅ ÉÆ Ȭ!ÄÍÉÓÓÉÏÎȭ ÂÒÁÎÃÈ ÃÁÎ ÅÄÉÔ ÔÈÅ ÄÁÔÁ ÏÆ 
Ȭ%ØÁÍȭ ÂÒÁÎÃÈ  
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ςɊ !Î %20 ÓÙÓÔÅÍ ÉÓ ÎÏÔ ÓÅÃÕÒÅ ÉÆ $%/ ɉÄÁÔÁ ÅÎÔÒÙ ÏÐÅÒÁÔÏÒɊ ÃÁÎ ÇÅÎÅÒÁÔÅ Ȭ2ÅÐÏÒÔÓȭ 
 σɊ !Î ÏÎÌÉÎÅ 3ÈÏÐÐÉÎÇ -ÁÌÌ ÈÁÓ ÎÏ ÓÅÃÕÒÉÔÙ ÉÆ ÃÕÓÔÏÍÅÒȭÓ #ÒÅÄÉÔ #ÁÒÄ $ÅÔÁÉÌ ÉÓ ÎÏÔ ÅÎÃÒÙÐÔÅÄ 
and can be viewed by anyone administering the website. 
 4) A custom software possess inadequate security if an SQL query retrieves actual 
passwords of its users  
 
 
Recent examples: 
In recent times, there have been numerous hacking incident causing major damages  

ü Hackers have stolen data from thousands of Citibank customers in the US, the bank 

has confirmed. 

ü Sony reports online security breach on various websites. 

ü Facebook breaches user privacy. 

ü %-#ȭÓ ÓÅÃÕÒÉÔÙ ÂÒÅÁÃÈ ÍÁÙ ÃÏÓÔ ÃÕÓÔÏÍÅÒÓ ΑρππÍȢ 

ü US defence firm Lockheed Martin hit by cyber-attack. 

ü CBI India website hacked. 

Wiki Leaks supporters hack Swedish govt website. 

Security Testing Definition:  
 
ü ȰSecurity means that authorized access is granted to protected data and unauthorized 

access is restrictedȱȢ  
ü Security testing is a process intended to reveal flaws in the security mechanisms of an 

information system that protect data and maintain functionality as intended.  
ü It is a type of non-functional testing. 
ü 3ÅÃÕÒÉÔÙ ÔÅÓÔÉÎÇ ÉÓ ÂÁÓÉÃÁÌÌÙ Á ÔÙÐÅ ÏÆ ÓÏÆÔ×ÁÒÅ ÔÅÓÔÉÎÇ ÔÈÁÔȭÓ done to check whether the 

application or the product is secured or not. It checks to see if the application is 
vulnerable to attacks, if anyone hack the system or login to the application without 
any authorization. 

ü It is a process to determine that an information system protects data and maintains 
functionality as intended. 

ü Software security is about making software behave in the presence of a malicious 
attack 

ü Typical security requirements may include specific elements of confidentiality, 
integrity, authentication, availability and authorization                                                         

1. Confidentiality: A security measure which protects against the disclosure of 

information to parties other than the intended recipient that is by no means the only 

way of ensuring the security. 
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2. Integrity: A measure intended to allow the receiver to determine that the information 
provided by a system is correct. Integrity schemes often use some of the same 
underlying technologies as confidentiality schemes, but they usually involve adding 
information to a communication, to form the basis of an algorithmic check, rather 
than the encoding all of the communication. 

3. Authentication: This might involve confirming the identity of a person, tracing the 
origins of an artifacÔȟ ÅÎÓÕÒÉÎÇ ÔÈÁÔ Á ÐÒÏÄÕÃÔ ÉÓ ×ÈÁÔ ÉÔȭÓ ÐÁÃËÁÇÉÎÇ ÁÎÄ ÌÁÂÅÌÉÎÇ 
claims to be, or assuring that a computer program is a trusted one. 

4. Authorization: The process of determining that a requester is allowed to receive a 
service or perform an operation. Access control is an example of authorization. 

5. Availability: Assuring information and communications services will be ready for use 
when expected. Information must be kept available to authorized persons when they 
need it. 

Why Security Testing  

ü For Finding Loopholes 

ü For Zeroing IN on Vulnerabilities 

ü For identifying Design Insecurities 

ü For identifying Implementation Insecurities 

ü For identifying Dependency Insecurities and Failures 

ü For Information Security 

ü For Internet Technology Security 

ü For Communication Security 

Security Testing Techniques:  

1) Access to Application:  

Whether it is a desktop application or a website, access security is implemented by 
Ȭ2ÏÌÅÓ ÁÎÄ 2ÉÇÈÔÓ -ÁÎÁÇÅÍÅÎÔȭȢ )Ô ÉÓ ÏÆÔen done implicitly while covering functionality, E.g. in 
a Hospital Management System a receptionist is least concerned about the laboratory tests as 
her job is to just register the patients and schedule their appointments with doctors. So, all 
the menus, forms and screen related to lab tests will not be available to the Role of 
Ȭ2ÅÃÅÐÔÉÏÎÉÓÔȭȢ (ÅÎÃÅȟ ÔÈÅ ÐÒÏÐÅÒ ÉÍÐÌÅÍÅÎÔÁÔÉÏÎ ÏÆ ÒÏÌÅÓ ÁÎÄ ÒÉÇÈÔÓ ×ÉÌÌ ÇÕÁÒÁÎÔÅÅ ÔÈÅ 
security of access.  

How to Test: In order to test this, thorough testing of all roles and rights should be 
performed. Tester should create several user accounts with different as well as multiple 
roles. Then he should use the application with the help of these accounts and should verify 
that every role has access to its own modules, screens, forms and menus only. If the tester 
finds any conflict, he should log a security issue so it can be fixed.  

http://en.wikipedia.org/wiki/Access_control
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2. Password cracking:  

4ÈÅ ÓÅÃÕÒÉÔÙ ÔÅÓÔÉÎÇ ÏÎ Á ×ÅÂ ÁÐÐÌÉÃÁÔÉÏÎ ÃÁÎ ÂÅ ÓÔÁÒÔÅÄ ×ÉÔÈ ȰÐÁÓÓ×ÏÒÄ ÃÒÁÃËÉÎÇȱȢ )Î 
order to log in to protected areas of the application, one can either guess a username/ 
password or use some password cracking tools for the same. Lists of common usernames 
and passwords are available in many open-source password cracker tools. If web application 
does not enforce a complex password it may not take very long to crack the username and 
password.  
If username or password is stored in cookies without encryption, attacker can use different 
methods to steal the cookie information.  

3. Data Protection:  

There are further three aspects of data security. First one is that a user should be able 
to view or utilize only the data, which he is supposed to use. This is also ensured by roles and 
rights E.g. a TSR (telesales representative) of a company can view the data of available stock, 
but cannot see how much raw material was purchased for production.  

Testing of this aspect is already explained above. The second aspect of data protection 
is related to how that data is stored in the DB. All the sensitive data must be encrypted to 
make it secure. Encryption should be strong especially for sensitive data like passwords of 
user accounts, credit card numbers or other business critical information. Third and last 
aspect is extension of this second aspect. Proper security measures must be adopted when 
flow of sensitive or business critical data occurs. Whether this data floats between different 
modules of same application or is transmitted to different applications, it must be encrypted 
to make it safe.  

How to Test Data Protection:  

The tester should queÒÙ ÔÈÅ ÄÁÔÁÂÁÓÅ ÆÏÒ ȬÐÁÓÓ×ÏÒÄÓȭ ÏÆ ÕÓÅÒ ÁÃÃÏÕÎÔȟ ÂÉÌÌÉÎÇ 
information of clients, other business critical and sensitive data and should verify that all 
such data is saved in encrypted form in the DB. Similarly, (s)he must verify that between 
different forms or screens, data is transmitted after proper encryption. Moreover, the tester 
should ensure that the encrypted data is properly decrypted at the destination. Special 
ÁÔÔÅÎÔÉÏÎ ÓÈÏÕÌÄ ÂÅ ÐÁÉÄ ÔÏ ÄÉÆÆÅÒÅÎÔ ȬÓÕÂÍÉÔȭ ÁÃÔÉÏÎÓȢ 4ÈÅ ÔÅÓÔÅÒ ÍÕÓÔ ÖÅÒÉÆÙ ÔÈÁÔ ×ÈÅÎ the 
information is being transmitted between client and server, it is not displayed in the address 
bar of web browser in understandable format. If any of these verifications fail, the 
application definitely has security flaws that need to be plugged immediately.  

4. URL manipulation through HTTP GET methods:  

The tester should check if the application passes important information in the query 
string. This happens when the application uses the HTTP GET method to pass information 
between the client and the server. The information is passed via different parameters in the 
query string. The tester can modify a parameter value in the query string to check if the 
server accepts it.  

Via HTTP GET request user information is passed to server for authentication or 
fetching data. Attacker can manipulate every input variable passed from this GET request to 
server in order to get the required information or to corrupt the data. In such conditions, any 
unusual behavior by application or web server is the doorway for the attacker to get into the 
application.  
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5. Brute -Force Attack:  
Brute Force Attack is mostly done by some software tools. Using a valid user ID, the 

software attempts to guess the associated password by trying to login again and again. A 
simple example of security against such attack is account suspension for a short period of 
ÔÉÍÅ ÁÓ ÁÌÌ ÔÈÅ ÍÁÉÌÉÎÇ ÁÐÐÌÉÃÁÔÉÏÎÓ ÌÉËÅ Ȭ9ÁÈÏÏȭ ÁÎÄ Ȭ(ÏÔÍÁÉÌȭ ÄÏȢ )Æȟ Á ÓÐÅÃÉÆÉÃ ÎÕÍÂÅÒ ÏÆ 
consecutive attempts (mostly 3) fail to login successfully, then that account is blocked for 
some time (30 minutes to 24 hours).  
 
How to test Brute -Force Attack:  

The tester must verify that some mechanism of account suspension is available and is 
working accurately. (S)He must attempt to login with invalid user IDs and Passwords 
alternatively to make sure that software application blocks the accounts that continuously 
attempt login with invalid information. If the application is doing so, it is secure against 
brute-force attack. Otherwise, this security vulnerability must be reported by the tester.  
Above security aspects except URL manipulation should be taken into account for both web 
and desktop applications while, the following points are related with web based applications 
only.  
 
6. SQL Injection and XSS (cross site scripting):  

If user input data is crafted in SQL queries to query the database, attacker can inject 
SQL statements or part of SQL statements as user inputs to extract vital information from 
database. Sometimes, even if attacker is not successful to crash the application, from the SQL 
query error shown on browser, attacker can get the information they are looking for. Special 
characters from user inputs should be handled/escaped properly in such cases.  

Conceptually speaking, the theme of both of these hacking attempts is similar, so 
these are discussed together. In this approach, malicious script is used by the hackers in 
order to manipulate a website. There are several ways to provide security blanket against 
such attempts. For all input fields of the website, field lengths should be defined small 
enough to restrict input of any script E.g. Last Name should have field length 30 instead of 
255. There may be some input fields where large data input is necessary. For such fields 
proper validation of input should be performed prior to saving that data in the application. 
Moreover, in such fields any HTML tags or script tag input must be prohibited. In order to 
provoke XSS attacks, the application should discard script redirects from unknown or 
untrusted applications.  
 
How to test SQL Injection and XSS:  

The tester must ensure that maximum lengths of all input fields are defined and 
implemented. (S)He should also ensure that the defined length of input fields does not 
accommodate any script input as well as tag input. Both these can be easily tested E.g. if 20 is 
ÔÈÅ ÍÁØÉÍÕÍ ÌÅÎÇÔÈ ÓÐÅÃÉÆÉÅÄ ÆÏÒ Ȭ.ÁÍÅȭ ÆÉÅÌÄȠ ÁÎÄ ÉÎÐÕÔ ÓÔÒÉÎÇ 
ȰЃÐЄÔÈÅÑÕÉÃËÂÒÏ×ÎÆÏØÊÕÍÐÓÏÖÅÒÔÈÅÌÁÚÙÄÏÇȱ ÃÁÎ ÖÅÒÉÆÙ ÂÏÔÈ ÔÈÅÓÅ ÃÏÎÓÔÒÁÉÎÔÓȢ )Ô ÓÈÏÕÌÄ 
also be verified by the tester that application does not support anonymous access methods. 
In case any of these vulnerabilities exists, the application is in danger.  
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PHISHING: 

Phishing is the act of 

attempting to acquire sensitive 

information such as usernames, 

passwords, and credit card details 

(and sometimes, indirectly, money) 

by masquerading as a trustworthy 

entity in an electronic 

communication. Communications 

purporting to be from popular 

social web sites, auction sites, 

banks, online payment processors 

or IT administrators are commonly 

used to lure unsuspecting public. 

Phishing emails may contain links 

to websites that are infected with malware. Phishing is typically carried out by email 

spoofing or instant messaging and it often directs users to enter details at a fake website 

whose look and feel are almost identical to the legitimate one. Phishing is example of social 

engineering techniques used to deceive users, and exploits the poor usability of current web 

security technologies. Attempts to deal with the growing number of reported phishing 

incidents include legislation, user training, public awareness, and technical security 

measures. 

In order to perform a useful security test of a web application, the security tester 

should have good knowledge of the HTTP protocol. It is important to have an understanding 

of how the client (browser) and the server communicate using HTTP. Additionally, the tester 

should at least know the basics of SQL injection and XSS. Hopefully, the number of security 

defects present in the web application will not be high. However, being able to accurately 

describe the security defects with all the required details to all concerned will definitely help 

The security testing on a web 

application can be kicked off by 

ȰÐÁÓÓ×ÏÒÄ ÃÒÁÃËÉÎÇȱȢ )Î ÏÒÄÅÒ ÔÏ ÌÏÇ 

in to the private areas of the 

application, one can either guess a 

username/ password or use some 

password cracker tool for the same. 

Lists of common usernames and 

passwords are available along with 

open source password crackers. If the 
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web application does not enforce a complex password (e.g. with alphabets, number and 

special characters, with at least a required number of characters), it may not take very long 

to crack the username and password. 

If username or password is stored in cookies without encrypting, attacker can use 

different methods to steal the cookies and then information stored in the cookies like 

username and password. 

Differences between HTTP and HTTPS: 

 

Hypertext Transfer Protocol  (HTTP) is a protocol used in networking. When you type any 

web address in your web browser, your browser acts as a client, and the computer having 

the requested information acts as a server. When client requests for any information from 

the server, it uses HTTP protocol to do so. The server responds back to the client after the 

request completes. The response comes in the form of web page which you see just after 

ÔÙÐÉÎÇ ÔÈÅ ×ÅÂ ÁÄÄÒÅÓÓ ÁÎÄ ÐÒÅÓÓ Ȱ%ÎÔÅÒȱȢ 

 

Hypertext Transfer Protocol Secure  (HTTPS) is a combination of two different protocols. 

It is more secure way to access the web. It is combination of Hypertext Transfer Protocol 

(HTTPS) and SSL/TLS protocol. It is more secure way to sending request to server from a 

client, also the communication is purely encrypted which means no one can know what you 

are looking for. This kind of communication is used for accessing those websites where 

security is required. Banking websites, payment gateway, emails (Gmail offers HTTPS by 

default in Chrome browser), and corporate sector websites are some great examples where 

HTTPS protocols are used. 

 

For HTTPS connection, public key trusted and signed certificate is required for the server. 

These certificate comes either free or it costs few dollars depends on the signing authority. 

There is one other method for distributing certificates. Site admin creates certificates and 

loads in the browser of users. Now when user requests information to the web server, his 

identity can be verified easily. 

 

 

http://backorifice.org/493/modified-chrome-will-always-encrypt-gmail/
http://backorifice.org/493/modified-chrome-will-always-encrypt-gmail/
http://backorifice.org/493/modified-chrome-will-always-encrypt-gmail/
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Here are some major differences between HTTP and HTTPS: 

HTTP HTTPS 

52, ÂÅÇÉÎÓ ×ÉÔÈ ȰÈÔÔÐȡȾȾȱ 52, ÂÅÇÉÎÓ ×ÉÔÈ ȰÈÔÔÐÓȡȾȾȱ 

It uses port 80 for communication It uses port 443 for communication 

Unsecured Secured 

Operates at Application Layer Operates at Transport Layer 

No encryption Encryption is present 

No certificates required Certificates required 

SUMMARY 

A security test should be avoided on a production system. 

The purpose of the security test is to discover the vulnerabilities of the web 

application so that the developers can then remove these vulnerabilities from the application 

and make the web application and data safe from unauthorized actions. 

Usability Testing:  

Usability ɀTesting the user friendliness of a product to determine the extent to which 

a product can be used by specified users to achieve specified goals with effectiveness (ability 

of user to perform work with system.),efficiency(speed and accuracy of use),and satisfaction 

in a specified context of use. This testing is clearly subjective. User interviews, surveys, video 

recording of user sessions, and other techniques can be used. Developers and testers are 

typically not appropriate as usability testers 

Compatibility Testing:   

Determines well a product works in conjunction with a verity of other products, on 

certain operating systems, across a board range of hardware and component configurations 

and when exposed to earlier versions of the product. 

Compatibility ɀTesting the ability of two or more systems to exchange information. In 
a situation where the developed software replaces in already working program, An 
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investigation should be conducted to assess possible compatibility problems between the 
new software and other programs or systems 

General Testing Methods   

Regression Testing:  

Regression Testing is retesting the application after the bug fixes just to make sure 

that the bug has been fixed and its impact on rest of application. The selective retesting of the 

software system that has been modified to ensure that any defects have been resolved and 

that no other previously working functions have failed as a result of the reparations.  

Regression tests are also used to verify that newly added features have not created 

problems with previous versions of the software. Regression test packages are made of 

subsets of the various types of test and takes place multiple times over the life of a system 

that represents a product. It occurs at all levels during the development life cycle to verify 

defect resolution and check for new defects. production system may be involved in 

regression testing when there is a significant chance that the system might be effected by the 

changes elsewhere, such as to adjacent applications or infrastructure. 

Retesting:  

Re-testing is the testing for a specific bug after it has been fixed.(one given by your 

definit ion). 

2. Re-testing can be one which is done for a bug which was raised by QA but could not be 

found or confirmed by Development and has been rejected. So QA does a re-test to make sure 

the bug still exists and again assigns it back to them. 

Re-testing is simply executing the test plan another time. The client may request a re-

test for any reason - most likely is that the testers did not properly execute the scripts, poor 

documentation of test results, or the client may not be comfortable with the results. I've 

performed re-tests when the developer inserted unauthorized code changes, or did not 

document changes.  

Regression testing is the execution of test cases "not impacted" by the specific project. I am 

currently working on testing of a system with poor system documentation (and no user 

documentation) so our regression testing must be extensive.  

QA gets a bug fix, and has to verify that the bug is fixed. You might want to check a few 

ÔÈÉÎÇÓ ÔÈÁÔ ÁÒÅ Á ȰÇÕÔ ÆÅÅÌȱ ÉÆ ÙÏÕ ×ÁÎÔ ÔÏ ÁÎÄ ÇÅÔ Á×ÁÙ ÂÙ ÃÁÌÌÉÎÇ ÉÔ Òetesting, but not the 

ÅÎÔÉÒÅ ÆÕÎÃÔÉÏÎ Ⱦ ÍÏÄÕÌÅ Ⱦ ÐÒÏÄÕÃÔȢ ɕ $ÅÖÅÌÏÐÍÅÎÔ ÒÅÆÕÓÅÓ Á ÂÕÇ ÏÎ ÔÈÅ ÂÁÓÉÓ ÏÆ ÉÔ ÂÅÉÎÇ Ȱ.ÏÎ 

2ÅÐÒÏÄÕÃÉÂÌÅȱȟ ÔÈÅÎ ÒÅÔÅÓÔÉÎÇȟ ÐÒÅÆÅÒÁÂÌÙ ÉÎ ÔÈÅ ÐÒÅÓÅÎÃÅ ÏÆ ÔÈÅ $ÅÖÅÌÏÐÅÒȟ ÉÓ ÎÅÅÄÅÄ 
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Smoke Testing: 

Smoke ɀTesting of application functionality made immediately after a build or 

issuance. A smoke test is scripted, shallow and wide test, usually designed to touch every 

part or the application in a cursory way without bothering with finer details. Pre and post 

build are issuance test results may be compare to detect build or issuance problem. A smoke 

test is similar to sanitary test but usually scripted and performed across a broader range 

rather than A narrower and detailed sanity test. 

It is performed only when the build is ready every file is compiled, linked and 

ÃÏÍÂÉÎÅÄ ÉÎÔÏ ÐÒÏÇÒÁÍ ÉÓ ÔÈÅÎ ÐÕÔ ÔÈÒÏÕÇÈ Á ȰÓÍÏËÅ ÔÅÓÔȱȟ Á ÒÅÌÁÔÉÖÅÌÙ ÓÉÍÐÌÅ ÃÈÅÃË ÔÏ ÓÅÅ 

×ÈÅÔÈÅÒ ÔÈÅ ÐÒÏÄÕÃÔ ȰÓÍÏËÅÓȱ ×ÈÅÎ ÉÓ ÒÕÎÓȢ 

Sanity Testing:  

Sanity ɀTesting conducted at the beginning of a level of test (or each iteration or 

build) to determine if the quality of the product being delivered is performing well enough to 

start execution of the detailed testing. An example of a sanity testing would be can you get 

end- to ɀend through the application ɉÄÏÅÓÎȭÔ ÍÅÁÎ ÒÅÓÕÌÔÓ ÁÒÅ ÁÃÃÕÒat) 

Exploratory Testing/ Adhoc Testing:  

 Exploratory testing is an approach of software testing where there is simultaneous 

exploring the application, preparing the test design and test execution.  

When performance this test there are no exact expected results, the tester decides 

what will be verified. 

It is done when requirements are incomplete or there is a lack of time. Ad-hoc testing 

is part of Exploratory testing where the test is run once, unless a defect is discovered.    

Different Types Of Testing F or Quick Reference:  

In the testing phase software undergoes various types of testing before it is shipped to 

the customer. 

1. Automation Testing:   

Determines how well a product functions through a series of automated tasks, using a 

variety of tools to simulate complex text data 

2. Acceptance Testing: 

Formal testing conducted to determine whether or not a system satisfies its 

acceptance criteria ɀ enables a customer to determine whether to accept the system 

or not. 
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3. Alpha Testing:  

Testing of software product or sysÔÅÍ ÃÏÎÄÕÃÔÅÄ ÁÔ ÔÈÅ ÄÅÖÅÌÏÐÅÒȭÓ ÓÉÔÅ ÂÙ ÔÈÅ 

customer. 

4. Automated Testing:  

That part of software testing that is assisted with software tool(s) that does not 

require operator input, analysis, or evaluation. 

5. Beta Testing:  

Testing Conducted at one or more customer site by the end user of a delivered 

software product system. 

6. Black box Testing:  

Functional Testing based on the requirements with no knowledge of the internal with 

no knowledge of the internal program structure or data. Also known as closed box 

testing. 

7. Bottom -Up Testing: 

An integration testing technique that tests the low level components first using test 

drivers for those components that have not yet been developed to call the low level 

components for test.  

8. Clear-Box Testing:  

Another team for White-Box Testing structural Testing is sometimes reoffered to 

clear-ÂÏØ ÔÅÓÔÉÎÇȠ ÓÉÎÃÅ Ȱ×ÈÉÔÅ ÂÏØÅÓȱ ÁÒÅ ÃÏÎÓÉÄÅÒÅÄ ÏÐÁÑÕÅ ÁÎÄ ÄÏ ÎÏÔ ÒÅÁÌÌÙ ÐÅÒÍÉÔ 

visibility into the code. This is also known as glass-box or open-box Testing  

9. Compatibility Testing:   

Determines well a product works in conjunction with a verity of other products, on 

certain operating systems, across a board range of hardware and component 

configurations and when exposed to earlier versions of the product. 

10. Database Testing: 

Most web sites f any complexity store and retrieve information from some type of 

database. Clients often want us to test the connection between their web site and 

database in order to verify data and display integrity. 

11. Dynamic Testing:  

Verification or Validation Testing performed which executes the system code. 

12. Functional Testing:  

Determines the extent to which a product meets expected functional requirements 

through validation of product features. This process can be as simple as a smoke test 

to ensure primary functional operation, or as detailed as checking a verify of scenarios 

and validating that all output meets specified expectations.  

13. Functional Localization Testing:  

Determines how well a product functions across a range of language, Localized 

versions are checked to determine whether particular language translations create 

failures specific to that language versions. 
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14. Heuristics Testing:  

Another term for fault-directed testing. 

15. Hybrid Testing:  

A combination of top-down testing combined with bottom- up testing of prioritized or 

available components. 

16. Integration Testing:  

An orderly progression of testing in which the software components or hardware 

components, or both are combined and tested until the entire system has been 

integrated. 

17. Interoperability Testing:  

Determines to a deeper extent than compatibility testing, how well a product works 

with a specific cross section of external components such as hardware, device drivers, 

second ɀparty software and even specific operating systems and factory delivered 

computer systems. 

18. Intrusive Testing:  

Testing that collects timing and processing information during program execution 

that may change the behavior of the software from its behavior in a real environment. 

19. Install Testing:  

Determines how well and how easily a product installs on a variety of platform 

configurations. 

20. Load Testing:  

Determines how well a product functions when it is in competition for system 

resources. The competition for system resources. The competition most commonly 

comes from active processes, CPU utilization, I/O activity, and Network traffic or 

memory allocation. 

21. Manual Testing:  

That part of software testing that requires operator input, analysis, or evaluation. 

22. Mutation Testing:  

Amethod to determine test set thoroughness by measuring the extent to which a test 

set can discriminate the program from slight variants of the program. 

23. Mundane Testing:  

A test that include many simple and repetitive steps, it can be called as Manual 

Testing 

24. Operational Testing:  

Testing performed by the end user on software in its normal operating environment. 

25. Path coverage Testing:  

A test method satisfying coverage criteria that each logical path through the program 

is tested. Paths through the program often are grouped into finite set of classes. One 

path from each class is tested. 
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26. Performance testing:  

Determines how quickly a product executes a verify of events. This type of testing 

ÓÏÍÅÔÉÍÅÓ ÉÎÃÌÕÄÅÓ ÒÅÐÏÒÔÓ ÏÎ ÒÅÓÐÏÎÓÅ ÔÉÍÅ ÔÏ Á ÕÓÅÒȭÓ ÃÏÍÍÁÎÄȟ ÓÙÓÔÅÍ 

throughput or latency. Although the word performance has various meanings, Eg: 

Speed 

27. Qualification Testing:  

Formal Testing usually conducted by the developer for the customer. To demonstrate 

that the software meets its specified requirements. 

28. Random Testing:  

An essentially black-box testing approach in which a program is tested by randomly 

choosing a subset of all possible input values. The distribution may be arbitrary or 

distribution of inputs in the application environment. 

29. Regression Testing:  

Selective re-testing to detect faults introduced during modification of a system or 

system component to verify that modifications have not caused unintended adverse 

effects, or to verify that a modified system or system compent still meets its 

requirements. 

30. Smoke Testing: 

It is performed only when the build is ready every file is compiled, linked and 

ÃÏÍÂÉÎÅÄ ÉÎÔÏ ÐÒÏÇÒÁÍ ÉÓ ÔÈÅÎ ÐÕÔ ÔÈÒÏÕÇÈ Á ȰÓÍÏËÅ ÔÅÓÔȱȟ Á ÒÅÌÁÔÉÖÅÌÙ ÓÉÍÐÌÅ ÃÈÅÃË 

ÔÏ ÓÅÅ ×ÈÅÔÈÅÒ ÔÈÅ ÐÒÏÄÕÃÔ ȰÓÍÏËÅÓȱ ×ÈÅÎ ÉÓ ÒÕÎÓȢ 

31. Statement Coverage Testing:  

A test method satisfying coverage criteria that requires each statement be executed at 

least once. 

32. Static Testing:  

Verification performed without  ÅØÅÃÕÔÉÎÇ ÔÈÅ ÓÙÓÔÅÍȭÓ ÃÏÄÅȢ !ÌÓÏ ÃÁÌÌÅÄ ÓÔÁÔÉÃ 

analysis. 

33. Stress Testing: 

Determines, to a deeper extent than load testing, how well a product functions when a 

load is placed on the system resources that exceeds their capacity, Either stress 

testing can also determine the capacity of a system by increasing the load placed on 

the resources until a failure or other unacceptable product behavior occurs. Stress 

Testing can also involve placing loads on the system for extended periods. 

34. System Testing: 

The process of testing an integrated hardware and software system to verify that the 

system meets ist specified requirements. 

35. System Integration Testing:  

Determine though isolation, which component of a product is the roadblock in the 

development process. This testing is beneficial to products that come together though 

a series of builds where each step in the development process has the potential to 
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intoducea problem. System integration testing is also used in systems composed of 

hardware and software. In essence, system integration testing is intended to exercise 

the whole system in real world scenarios and, again through isolation, determine 

which components is responsible for a certain defect. 

36. Top-Down Testing:  

An integration testing technique that test the high-level components first using stubs 

for lower-level called components that have not yet been integrated and that 

stimulate the required actions of those components.  

37. Unit Testing:            

The testing done to show whether a unit (the smallest piece of software that can be 

independently compiled or assembled, Loaded, and tested) satisfies its functional 

specification or its implementation structure matches the intended design structure.  

38. White box Te sting:  

Testing approaches that examine the program structure and derive test data from the 

program logic. 

39. Web site Testing:  

Compatibility Testing: Compatibility Testing tests your web site across a wide variety 

browser/operating system combinations. This testing typically exposes problems 

with plug-ins. ActiveX controls, java applets 
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Levels of Testing:  

1. Different  levels  of testing.  
2. Important  factors  on testing  levels. 
V Factors influencing test scope 
V Why test at different  levels? 

3. Test levels and software  ÌÉÆÅ Ȥ ÃÙÃÌÅ models. 
Ȱ6ȱ -ÏÄÅÌ 

 
Decomposition  tree  of ATM 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Different  Levels of testing  

What  is a level  of test? 
V Defined by a given environment 
V Environment is a collection of people, hardware, software, interfaces, data etc. 

 
Levels of Testing:   

V Unit Testing 

V Integration Testing 

V System Testing 

ATM SYSTEM 

TERMINAL I/O BANK 

COMMUNICATION 

MANAGE 

SESSIONS 

VALIDATE CARD CLOSE SESSION MANAGE 

TRANSACTION 

PIN ENTRY 

SCREEN 

DRIVER 
KEY 

SENSOR 
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V Acceptance Testing 

V Regression testing 

Unit  Testing  

ü A unit  is smallest testable piece of software 
V can be compiled, linked, loaded 
V e.g functions/procedures, classes, interfaces 
V normally done by programmer 
V Test cases written  after coding 

 
Disadvantage 

V Test cases Ȥ 
ritten  to suit ÐÒÏÇÒÁÍÍÅÒȭÓ implementation (not necessarily specification) 

ü Better  to use Ȱ"ÕÄÄÙ 4ÅÓÔÉÎÇȱ 
 
Buddy  Testing  
ü Team approach  to coding  and testing  
ü One programmer  codes the other  tests and vice versa 

 Test cases Ȥ written  by tester (before coding starts). Better than single worker 
approach 
V Objectivity  
V Cross ɀ training  
V Models program  specification  requirement  

 
Normally  in  programmers  IDE (comfort  zone) 
ü Find  unit  bugs 
V Wrong implementation of functional specs 

ü ATM Example 
V Testing function procedures e.g. the ValidatePIN() procedure 

Integration  Testing  

ü Test for correct interaction between system units 
ü Systems built by merging existing libraries 
ü modules coded by different  people 
ü Mainly tests the interfaces among units 
ü Bottom up integration testing 
V Use of drivers 

ü Top down  integration  testing  
V Use of stubs 

ü Who does integration  testing  and when  is it  done? 
V Done by developers/testers 
V Test cases written  when detailed specification is ready 
V Test continuous throughout project 
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ü Where  is it  done? 
V done on ÐÒÏÇÒÁÍÍÅÒȭÓ workbench 

ü Why is it  done? 
V Discover inconsistencies in the combination of units. 
 

ü Stubs and Drivers  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

System Testing  

Objective  
ü The objective of Functional System Test is to validate that the complete application 

meets business and functional requirements (e.g., testing all the functions of a trade 
order management application) 

Scope 
ü Focuses on validating that application functionality supports application 

requirements 
ü Organize by business event and supporting business processes 
ü Includes testing different data scenarios that are driven by different business needs or 

requirements 

ATM SYSTEM 

TERMINAL I/O 
BANK 

COMMUNICATION 

MANAGE 

SESSIONS 

VALIDATE CARD CLOSE 

SESSION 

MANAGE 

TRANSACTION 

VALID PIN  

SCREEN 

DRIVER 

KEY 

SENSOR 

GET DIGIT 
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ü Most interfaces between applications are either stubbed-off or simulated to facilitate 
component based testing  

ü Opportunities to interfaces with other systems (external system test) prior to the 
start of Integrated System Test are done on a case by case basis 

ü Test of overall interaction of components 
ü Find disparities between implementation and specification  
ü Usually where most resources go to 
ü Involves ɀ load, performance, reliability  and security testing 

 
ü Who performs  system testing  and when  is it  done? 
V Done by the test team 
V Test cases written  when high level design spec is ready 

ü Where  is it  done? 
V Done on a system test machine  
V Usually in a simulated environment e.g. vmware 

ü System vs. Integration  testing  
V What vs. How 
V Requirement ÓÐÅÃ ȤЄ what 
V detailed design ÓÐÅÃ ȤЄ ÈÏ× 
V System testing functional not structural  

 

Example: System - Integration  Testing  

Objective  
ü The objectives of Technical Integrated System Test are: 
V To validate that the suite of applications can process targeted average and peak 

transaction volumes 
V To verify that response times between applications fall within defined target 

ranges (e.g., information requested from system A by system B is provided in a 
timely manner)  

V To validate that service level agreements (SLAs) are met in a production-like 
configuration 

Scope 
ü Focuses on validating that application functionality meets technical performance 

targets across all systems  
ü Occurs across the application suite (not individual applications) 
ü Includes stress / volume and response time tests 
ü Includes testing on supported system platforms 

Validation Source  
ü Interface specifications from Design phase  

 
Resources 
ü Test Planning: performed by designers 
ü Test Execution: performed by Integrated System Test resources 
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Deliverab les 
ü Integrated System Test Detailed Plan (Technical) ɀ including objectives and scope, 

regression testing approach, risks, environment requirements, metrics, entry/exit 
criteria, test resources and work plan 

ü Integrated System Test Cases, Test Scripts and Test Data 
ü Configured Integrated System Test Environment 
ü Executed Integrated System Tests/ Actual Results 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

User Acceptance Testing  

ü Demonstrates satisfaction of user 
ü Users are essential part of process  
ü Usually merged with  System Testing 
ü Done by test team and customer 
ü Done in simulated environment/real  envi

ronment 
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Objective  
ü The objective of User Acceptance Test (UAT) is to validate that the integrated suite of 

applications meets business/user requirements and supports business processes. 
Scope 
ü Focuses on validating the business/user requirements are properly implemented and 

support business needs and the business processes employed by users 
ü Users (re)validate results of integrated system test 
ü Users validate other quality requirements of application are met (e.g., system 

usability, reference data / report integrity and system performance) 
 
Validation Source  
ü Business/user requirements from Define phase  

 
Resources 
ü Test Planning: performed by Business Analysts and users 
ü Test Execution: performed by User Acceptance Testing resources 

 
Deliverables  
ü User Acceptance Test Detailed Plan ɀ including objectives and scope, regression 

testing approach, risks, environment requirements, metrics, entry/exit criteria, test 
resources and work plan 

ü User Acceptance Test Cases, Test Scripts and Test Data 
ü Configured User Acceptance Test Environment 
ü Executed User Acceptance Tests/ Actual Results 
ü Updated Defect Log 
ü User Acceptance Test Team Management & Reports 
ü Defect Management & Reports 
ü Defect Fixes 
ü Sign-off on User Acceptance Test Entry/Exit Criteria 

 
 Factors influencing  test  scope 
ü Size of project 
ü Complexity of project 
ü Budget for project 
ü Time scope for project 
ü Number of staff 

 
Why test  at different  levels  
ü Software development naturally  split  to phases 
ü Easily track bugs 
ü Ensures a working  subsystem/ component/  library  
ü Software reuse more practical Contents 
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The Ȱ6ȱ ÍÏÄÅÌ and test  levels : 
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SOFTEWARE TESTING LIFE CYCLE: 

Fundamentals of Knowledge Transition  

Agenda of the Session: 

ü Knowledge Transition Concepts     

ü Learning Objectives       

ü Sources of knowledge transition     

ü Methodology of Knowledge Transition    

ü Transition Planning       

ü Knowledge Acquisition     

ü Reverse Knowledge Transition     

=================================================================  

Introduction:  This module provides a detailed description about the various activities 

involved in Knowledge Transition and Requirements Analysis Phase. 

Introduction to Knowledge Transition and Requirement Analysis  

V Knowledge Transition and Requirements Analysis are major activities in the initial 

stage of the testing life cycle and are critical to the success of a project.  

V Knowledge Transition (KT) is the process of the project team gaining information on 

the application, business process and testing processes from the client/SME at the 

beginning of a project.  

V As testers, it is important that the knowledge on the product/service/application is 

gathered and assimilated by the tester just after the project kicks off. Requirement 

Analysis is an activity that commences after the successful completion of the 

knowledge transition phase. It typically includes two activities: 

o Eliciting requirements:  The task of communicating with customers and users 

to determine what their requirements are. This is sometimes also called 

requirements gathering 

o Analyzing requirements:  Determining whether the stated requirements are 

unclear, incomplete, ambiguous, or contradictory, and then resolving these 

issues 

V It is important to identify all the stakeholders, take into account all their needs and 

ensure they understand the implications of the new systems. 

V Testers need a solid understanding of the product or application so that they can 

devise better and more complete test plans, designs, procedures and cases. 

V Test team involvement at these phases can eliminate ambiguities about the desired 

behavior of the application later in the project life cycle.  
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V Also, early involvement allows the test team to learn over time, which aspects of the 

application are the most critical to the end user and which are the highest risk 

elements. 

V This knowledge enables testers to focus on the most important parts of the 

application first, avoiding over-testing of rarely used areas and under-testing of the 

more important ones. 

V Testers involved from the beginning of the development life cycle, can help recognize 

omissions, discrepancies, ambiguities, and other problems that may affect the project 

requirements, testability, correctness and other qualities. 

Knowledge Transition Concepts  

Sources of Knowledge Transition 

This section details the sources of knowledge transition. The major sources include 

client/business team and the onsite team deployed by the organization. 

KT from Customer / Onsite: As the name suggests KT from Customer/Onsite is transfer of 

ËÎÏ×ÌÅÄÇÅ ÏÎ ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎȾÐÒÏÄÕÃÔ ÆÒÏÍ ÃÌÉÅÎÔ ÏÒ ÔÈÅ ÏÒÇÁÎÉÚÁÔÉÏÎȭÓ ÏÎÓÉÔÅ ÔÅÁÍ ÔÏ ÔÈÅ 

offshore project team. Since it is an initial session, the existing documents related to the 

system and business may be provided. The channel of transition varies from project to 

project. 

Generally there are two approaches to this transition. A brief note on each of them is 

mentioned below. 

V Big Bang Approach - Knowledge Transition for the first time during the start of an 

engagement ɀ Application, Project / Program.  

Big Bang approach of KT is applicable to a start of a new project. The customer 

after entering into a business with an IT sector for the first time provides a high level 

KT on what the application is, to the project team. This helps the developers and 

testers to understand the objective of the project. It also provides a brief outline about 

the application and business. 

V Incremental Approach ɀ KT for other applications or incrementally during the future 

releases / enhancements.  

In general any application/product that is in use may undergo enhancements 

at later stage due to the changing customer needs. The transition during each 

enhancement phase includes additional features or modifications to the existing 

features to be made to an existing application/project. This transition, pertaining to 

other related applications that are provided incrementally during the future releases 

/ enhancements is classified as incremental knowledge transition. 
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Internal KT:  The knowledge transition that happens within the project team, without the 

involvement of the client is usually referred to as Internal KT.  This can happen within a 

project when there are new resources, replacing someone or during ramp ups. This includes 

application/product/domain related sessions.   

Methodology of Knowledge Transition  

Various methods can be adopted to achieve knowledge transfer effectively. Some of 

these are outlined below. System information will also be gathered through informal 

discussions. 

V Conference Calls - A formal presentation/lecture by an SME may be arranged to give a 

detail view of the application to understand efficiently about the system. The various 

channels of transfer includes, conference calls (Audio and Video), Web Ex sessions, 

Live Meeting etc.  

V Query-Responses - While engaged in normal day-to-day work, queries raised by 

testers will have to be clarified by business/project team. Valuable system related 

information is shared through this process. 

V Self Study ɀ This involves the study of available documents that can be retrieved, 

viewed and interpreted by oneself without the aid of others.  

V Shadowing Day to Day activities - A less-experienced performer pairs with a veteran 

performer on-job to facilitate knowledge transfer. Knowledge Transfer takes place on 

the actual job site with task accomplishment as a part of the process. It also involves 

learning skills and applying knowledge hands-on and on-job following or as a part of a 

defined structured learning process. 

Knowledge Transition from Other Internal Systems ɀ Some internal sources like the 

Community of Practice, Knowledge Repositories, and Content Management System etc also 

serve as a channel for knowledge transition.   

Transition Planning  

This is the first phase within Transition. The objective is to ensure readiness of the 

project team as well as the client to begin the KT ɀ both from a resource and infrastructure 

perspective. Plans for on-boarding team members with requisite skills, reviews of 

existing/pre -developed knowledge transition plans, and fine tuning Knowledge 

Assessment/Knowledge Transition plans follow. 

The Knowledge Transfer Plan is a complete, stand-alone document that provides a 

brief overview of the transition goals, any assumptions that the plan is based on, and any 

risks that have been identified that could severely limit your ability to complete the 

transition on schedule.  
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The following is a synopsis of the information contained in the plan.  

V Scope (in-scope and out of scope)  

V Transitioning Strategy  

V Applications services taking into account each functional area with business line  

V Transition Schedule  

V KT Calendar  

V Receivables and Deliverables during each phase  

V Hardware Software requirements  

V Escalation Process  

V Status Reporting  

V Progress Review/Team Meetings  

V Team Meetings  

V Milestones  

V Resource Management Plan  

V Training Process 

V Risk and Mitigation Strategy  

Knowledge Acquisition  

During this phase, the testing team (primarily onsite resources) interacts with the client 

SMEs (subject matter expert) to gain understanding of the following: 

V Business process flows 

V Application functionality  

V QA processes 

V QA tools usage 

Knowledge Acquisition happens through class room sessions, documentation sharing 

and self study and hands-on training on the application. Generally there is a daily plan for the 

class room and other knowledge sharing sessions scheduled between the SMEs and the 

incumbent testing team. Knowledge is typically acquired by the onsite team from the client 

SMEs and is passed on to the offshore team on daily basis. KT effort variation, schedule 

variation and effectiveness are continually monitored during this phase  

Reverse Knowledge Transition  

Reverse knowledge transition is simply the flow of knowledge in a direction opposite 

of the standard hierarchical top down approach. It is an important part of the transition 

phase as it helps in evaluating the effectiveness of knowledge transition. The knowledge 

acquired by the incumbent team during KT is captured in various application and process 

understanding documents.  
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The knowledge level of the transition team is validated in the following ways:  

V Understanding documents ɀ Reviewed by SMEs for completeness and clarity 

V Application Walkthrough ɀ Transition team walks through the application navigation 

to the client SMEs 

V Feedback from SMEsɀ The knowledge level of the transition team is rated on several 

parameters by the client SMEs and the overall score needs to be above the 

predetermined threshold for the KT to be signed off 

 

Fundamentals o f Test Strategizing and Test Planning  

Introduction:  

About Module:  This module will provide an introduction to Test Planning and Test 

Strategizing. 

Module Objectives:  After completing this Session, you will be able to: 

V Explain Test Strategizing in Testing cycle  

V Explain why Test Strategizing is required 

V List the key factors to understand before Test Strategizing 

V List the components of Test Strategy 

Á Objectives & Critical success factors 

Á Scope of testing 

Á Testing Approach 

Á Types and levels of testing 

Á Test Data strategy 

Á Test Milestones 

Á Test Deliverables 

Á Test criteria - Entry/exit criteria  

Á Defect Management methodology 

Á Roles and Responsibilities 

Á Assumptions and Dependencies 

Á Risks and Issues Identification and Management 

Á Managing exceptional situations  - Suspension and Resumption criteria 

V Explain the need for Test Planning 

V List the components of Test planning 

Á Description of the system/project 

Á Understanding of the Test Requirements 

Á Testing Scope 
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Á Number of iterations for the types and levels of testing 

Á Testing Schedule 

Á Run plan creation 

Á Resource planning ɀ hardware, software, staffing 

Á Roles & responsibility 

Á Assumptions and Dependencies 

Á Risks ɀ Mitigation and contingency plan 

Á Metrics and statistics 

V List the benefits of Test Planning 

Session 1: Test Strategizing 

Test Strategizing in Testing Cycle  

Software Projects are of different nature having business requirements focusing on 

one application, multiple applications, database validation, xml validation etc. 

All Projects cannot follow the same approach for testing. Hence it is necessary to 

decide the appropriate methodology to run the project.  

The Testing Strategy defines the overall approach to testing and describes how the 

testing process will ensure that the solution has the appropriate level of quality and 

reliability . 

Why is Test Strategizing Required?  

Test Strategy is required for almost all projects to carry over the testing in a defined 

and structured approach. The significance of the Testing Strategy is to define the overall 

context for the entire testing process. The process is different depending on the specific 

characteristics of the project. In many aspects, this is the most important part of the testing 

process, since all future testing decisions will be made within the context of the strategy. 

Key Factors to Understand before Test Strategizing  

V Business needs 

Á The business need for the evolution of the application /system needs to be 
understood in detail before we define the testing process for it 

V Internal / external interfaces involved 

Á The internal / external interfaces of the application and the nature of data flow 
across these need to be taken into consideration while strategizing for testing 

V Key stake holders of the project and their individual objectives from the project 

V Primary end goal of the system / need for the application 
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V Nature of the application ɀ Architecture, special skills required to use and test 

Á The testing strategy will change depending on the architecture of the application. 
The skill set required for the testers to test certain applications would be unique 

V Development methodology adopted for the application 

V Implementation methodology of the application 

V Infrastructural availability to host the application 

Components of Test Strategy  

Major components of Test Strategy are:  

V Objectives & Critical success factors 

V Scope of testing 

V Testing Approach 

V Types and levels of testing 

V Test Data strategy 

V Test Milestones 

V Test Deliverables 

V Test criteria - Entry/exit criteria  

V Defect Management methodology 

V Roles and Responsibilities 

V Assumptions and Dependencies 

V Risks and Issues Identification and Management 

V Managing exceptional situations - Suspension and Resumption criteria 

Test Strategy and its Components ɀ An Example 

In order to explain the Test Strategy and its components, let us consider the below set 

of requirements of Leave Management System 

V For availing compensatory off, the employee should have worked for a minimum of 6 

hours on a holiday, as per the working hours logged in the timesheet system 

V Sick leave cannot be combined with any other type of leave other than loss of pay. 

Vacation leave can be combined with compensatory off.  

V All types of leave can be approved or rejected by the manager.  

V User can cancel or modify the applied leave before approval by the manager.  

V If employee has availed loss of pay during a month, the salary of the employee for that 

month will be calculated based on the number of days the employee was on loss of 

pay.  

V User is not allowed to avail any kind of leave during the serving of notice period. 
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System requirements:  

V There are 25000 employees in the organization currently and the growth rate is 

expected to be at 25% over the next two years. 

V System should be able to perform at the peak load of 2000 users with 250 concurrent 

users 

V System should be accessible to all employees over the company intranet 

V System should be accessible to all employees over internet after sufficient 

authentication 

V System should be accessible in browsers IE 6 and above, Netscape 7 and above. 

V System should be enabled for multilingual usage - English, German and French 

V Leave accrual should be computed at the end of every month during off business 

hours 

V Information to payroll system should be processed and ported on the last but one 

working day of every month 

V Employee information from employee master database can be obtained 

asynchronously through MSMQ messages 

V Working hours information from timesheet system can be obtained real time from 

replicated DB. 

Below is the test strategy created for the above set of requirements? The example 

presented here is not to get into the details of all the components of a test strategy document, 

but to highlight the essential aspects of a test strategy.  

Scope: Would include the applications/modules at high level, including the types of testing 

(manual, automation, performance) and levels of testing (system, system integration) as 

follows. 

V System / functional testing of:  

Á All screens of Leave application and approval 

Á Leave accrual batch process 

Á Reports 

V System integration testing  

Á Interfaces to Payroll system and Timesheet system 

Á MSMQ message validation of employee database interface 

The above two would address the functional requirements of the system  

V Test automation  

o Automation of critical test cases of leave application & approval and leave 

accrual process 
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o Test automation is identified to ensure faster, error free verification in the 

following situations: 

Á Multiple rounds of regression testing will be carried out ɀ after system 

testing, system integration testing and during UAT.  

Á There are future requirements identified for the system which would result 

in many enhancements for the system. 

Á For browser compatibility testing, the same set of test cases would be 

executed for the various browsers in scope 

o The system will be used concurrently by 250 users for which stress testing 

should be performed 

V Performance testing  

o Load testing and stress testing of leave application 

o Load testing of leave accrual process 

Á The projected no. of users is 50000 (25000 + 50% growth for 2 years), so 

the system should be load tested for appropriate volume. 

Á The system will be used concurrently by 250 users for which stress testing 

should be performed 

V Browser compatibility testing  

o For browsers IE 6.0, 7.0, Netscape 7.0, 8.0 and 9.0 

Out of scope: This would include items which will not be tested by the testing team, either 
due to other stakeholders taking responsibility for it or due to request from customer during 
estimation. Mentioning out of scope aids the project managers to ensure that this work, if 
necessary for the project, is taken up by other teams.  

V Usability testing of web interface 
V Multilingual testing ɀ Testing of the application for German and French 

Test Approach: This would depict the overall approach and the flow of the various types of 
testing that will be conducted. 

This can include the following aspect s for the described leave management system:  

System Test Approach: 

V Approved use case documents and UI prototypes would be used as the basis for 
writing system test cases. The test cases would be signed off by the business analysts. 

V As per development plan, application would be delivered in 2 phases: Phase 1 ɀ Leave 
application and Approval workflow, Phase 2 ɀ Leave accrual and other interfaces 

V System testing would be carried out in phase 1 and 2. System integration testing 
would be carried out in phase 2, which includes interfaces with external systems 

Regression Test Approach:  

V Test cases for regression testing would be identified based on the following aspects: 

o Business critical test cases ɀ identified by business analysts 
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o Functionality of phase 1 which will be affected by phase 2 

V In addition, regression testing for related functionality in case of defect fixes will also 
be carried out 

V The porting routines and MSMQ messaging to connect to the external applications 
should be available in the system integration testing environment 

V One final round of regression testing would be carried out after system integration 
testing to avoid any defect leakage 

V Automation scripts for identified critical test cases would be created after round 1 of 
system testing and these would be used during regression testing 

V Automation scripts of the existing leave accrual process will be analyzed and changes 
made to fit the current requirements 

Non functional Testing Approach:  

V Performance testing will be carried out only after the completion of system testing 

V Response time on the web interface for leave application and approval will be 

checked with a concurrent load of 50 users (normal scenario) and 250 users (peak 

usage scenario). Response time target would be < 3 seconds for normal usage and < 5 

seconds for peak usage 

V All the system and system integration test cases will be carried out using IE 6.0. The 

identified critical test cases for regression will be executed with each of the following 

browsers: IE7.0, NS 7.0. NS 8.0 and NS 9.0 

Browser Compatibility Testing Approach:  

V Browser compatibility testing will be carried out in parallel to round 2 of system 

testing since identifying defects on compatibility should be completed before 

regression testing.  

Test approach as given above, ensures the following:  

V Stakeholders able to validate the approach and correct it if they foresee an issue in the 

approach 

o System integration testing will be carried out during phase 2 on the SIT 
environment with interfaces - If the environment management team cannot be 
ready with the interfaces deployed on the SIT environment for phase 2, they 
can suggest testing of non-interface related functionality of phase 2 in the ST 
environment instead of SIT environment 

o Only regression test cases will be executed in all versions of netscape navigator 
ɀ Development team can suggest additional UI based functionality which they 
know might behave differently in NS browsers 

V All stakeholders know what is expected from them and the associated dependency 



QUALITY THOUGHT                                                       MANUAL TESTING  
 

QUALITY THOUGHT            *         www. facebook.com/qthought           *      www.qualitythought.in      
PH NO: 9963486280, 040-4002 5423                        51                     Email Id: info@qualitythought.in  

o Sign off of test cases by business analysts & identification of business critical 
functionality by business analysts ɀ ensures BAs are aware of the 
accountability. 

V All stakeholders are aware of the risks in the approach and is able to take suitable 
mitigation at their end 

o Performance testing will be carried out only after system testing ɀ 
Development team understands that if a serious error is uncovered in 
performance during the second cycle the project may not be delivered on time. 
So they ensure adequate architecture and design reviews are done from 
performance perspective. 

V Testing team has clarity on the sequence of the testing activities to create the test plan 

o Testing team understands the sequence of system, system integration, 
regression, performance, compatibility testing and what needs to be tested in 
each of these. Test plan schedule and other dependencies like environment can 
be derived based on this. 

Milestones  

V Important stages during the delivery of the project are decided and documented, such 
as Requirement analysis completion, test plan sign off, test case sign off, test 
completion etc 

Test data 

V Types of test data, how and who will identify and create the test data 

o For leave management system, test data requirements would be identified as 
follows: 

o Master data for employee will be loaded from the employee database before test 
design. This will not be refreshed during the various cycles of testing 

o Transaction data on leave details of employees will be ported from the existing 
leave management system. This data will be refreshed for every cycle of testing 

o For load testing, data of ~100000 leave transactions (assuming 2 per employee) 
should be provided to the testing team on the test environment 

Environment setup:  

V Would contain details on which and how many test environments would be used, 
what access level is required for testers in each of these environments, what type of 
test data is required and who will provide it: 

o Environment E1 will be used for system testing and also for developing 
automation scripts 

o Environment E2 will be used for system integration testing since porting 
routines and access to payroll system and timesheet system are available in this 
environment. This environment will also be used for regression testing 
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o System integration test cases for interface with employee database will be 
executed at onsite since interaction with systems support for MSMQ is essential 
to test this 

o Leave application and leave accrual data from the existing leave management 
system in production to be provided in the identified system test environment 

Test Deliverables:  

V Deliverables during each phase of testing such as 

o Test plan, test cases, test data, test summary report etc. for manual testing  

o Feasibility document, proof of concept, test scripts etc. for test automation 

Test criteria:  

V Each phase of testing (test design, test execution etc.), level of testing (system, system 
integration etc.) and type of testing (performance, compatibility etc.) requires certain 
criteria as prerequisite and to determine completion by the various stake holders. The 
test criteria remove the ambiguity in terms of when a testing activity can start and 
when it is considered complete. 

o Entry criteria for system testing: All unit test cases and component integration 
test cases should be executed and logs made available 

o Test completion or exit criteria for system testing: No severity 1 or 2 defects 
which are open and resolution in place for the rest 

o Suspension criteria:  Encountering defects which prevents further testing 

o Resumption criteria: When new version is released after defect fixes and 
assurance provided 

V Critical success factors 

o These are critical factors that determine the success of the project 

V Defect Management methodology 

o Definition of a defect 

o Definition of severity and priority of a defect 

o Defect life cycle ɀ definition of status and workflow 

V Roles and responsibility: 

Successful testing of application requires many activities to be performed by various 
stake holders. Stake holders can be internal to testing such as the test manager, test 
lead etc. There are many external stakeholders who are involved such as: 

V Customer IT organization stakeholders: 

o Infrastructure support who satisfy the environment related requirements 

o Database administrators who facilitate data loading in the various 
environments 
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o Release management team who deploys the build to be tested in the various 
environments 

V Customer business stakeholders:  

o Customer SME: Facilitate requirement understanding, clarify business 
requirement related queries, support UAT 

o Customer business user: Carries out UAT  

V Development organization stakeholders: 

o Development manager: coordinating build deployment, test execution 
schedule, defect fix schedule etc. 

o Developer: Defect triaging, defect fixing etc. 

 

The roles played by various stakeholders and the activities they would be responsible 
for is determined.  

For instance for leave management system, following roles would be identified:  

V Testing related roles ɀ test analyst, test lead, test manager 

V Development lead ɀ involved in clarification of design, participation in defect triage 
meetings, root cause analysis for defects etc. 

V Business analyst ɀ involved in reviewing and signing off test cases, identifying test 
cases for regression testing, co-ordinate for UAT etc. 

V Business users ɀ creating UAT test cases and carrying out UAT 

V Systems support engineer ɀ involved in helping out the testing team with test 
environment setup. 

V Database administrator ɀ involved in providing test data from the existing production 
systems, providing adequate data for volume etc. 

V Program manager ɀ involved in resolving issues in timely manner for testing team to 
proceed with their testing activities, co-ordinate with other development and 
business stakeholders in testing related activities 

V Other factors influencing Testing 

o Assumptions and Dependencies considered for testing 

o Risks ɀ Identification, Mitigation and contingency plan 

o Handling exceptional situations - Suspension and Resumption criteria 
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Test Planning  

Learning Objectives  

V List the need for Test Planning 

V State the difference between Test strategizing and Test planning 

V List the benefits of Test Planning 

V List the pre-requisites to Test Planning 

V List the components of Test planning 

o Description of the system/project 

o Understanding of the Test Requirements 

o Testing Scope 

o Number of iterations for the types and levels of testing 

o Testing Schedule 

o Run plan creation 

o Resource planning ɀ hardware, software, staffing 

o Roles & responsibility 

o Assumptions and Dependencies 

o Risks ɀ Mitigation and contingency plan 

o Communication plan 

o Metrics and statistics 

Need for Test Planning  

V The quality of the testing effort is directly proportional to the quality of the test 
planning.  

V Test plan contains the critical information used to execute the project for the defined 
strategy  

V A proper plan on how to execute the test approach determined helps in avoiding 
confusions and surprises during the execution of the project 

V Once a plan is defined and agreed upon by the stake holders, the project team can 
refer to this any time during the course of the project 
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How Test Planning Works? 

 

Components of a Test Plan 

V Major components of a Test Plan include:  

V Description of the system/project 

V Understanding of the Test Requirements 

V Testing Scope 

V Number of iterations for the types and levels of testing 

V Testing Schedule 

V Run plan creation 

V Resource planning ɀ hardware, software, staffing 

V Roles & responsibility 

V Assumptions and Dependencies 

V Risks ɀ Mitigation and contingency plan 

V Communication plan 

V Metrics and statistics 

 

The essential elements of test plan for the leave management system are:  

Description of the system/project:  

Includes description of the application, functionalities and interfaces 
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Scope: 

Would include the applications/modules along with features at high level, pertaining to the 
type of testing the plan addresses, as follows: 

V Leave application: 

o Login for employees in intranet 

o Login for employees in internet 

o Applying for all types of leave along with necessary verification 

o Modifying leave application before approval 

o Cancelling leave application before approval 

o Leave application submission verifications on leave balance and eligibility 
depending on the type of leave 

o Viewing of the available leave balance by employee 

V Leave approval 

o Approval by manager for submitted leave 

o Rejection by manager for submitted leave 

o Modification of rejected leave by employee 

V Leave accrual batch process: 

o Accrual for applicable types of leave 

o Accrual for employees who have joined during the years 

o Leave balance calculation considering accrual and leave transaction records 

o Audit and error notifications 

V Inter face to timesheet system 

o Availability of working hour information for compensatory leave 

o Eligibility reconciliation based on compensatory leave availed 

V Interface to payroll ɀ batch process 

o Porting of loss of pay information to payroll system 

o Audit and error notifications 

V Interface to employee database 

o Validation of message received from employee database  

o Date of joining 

o Resignation notice period 

V Reports 

o Leave balance report and leave transaction report for employee 
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o Batch report on leave transactions for finance 

Test execution cycles:  Plan for the number and scope of test execution cycles 

For LMS this plan would appear as follows:  

V Cycles of testing will be carried out for system testing:  

o Smoke testing 

o Cycle 1: Execution of all test cases 

o Cycle 2: Defect re-testing for cycle 1 defects and execution of all test cases 

o Cycle 3: Execution of regression testing based on all defect fixes 

V Cycles of testing will be carried out for system integration testing:  

o Smoke testing 

o Cycle 1: Execution of all test cases 

o Cycle 2: Defect re-testing for cycle 1 defects and execution of all test cases 

o Cycle 3: Execution of regression testing based on all defect fixes 

V Cycles of regression testing:  

o Smoke testing 

o Cycle 1: Execution of all regression test cases 

o Cycle 2: Will be carried out if there were any defects identified in Cycle 1, in 
which case all regression test cases will be executed again 

V Schedule: 

o The overall effort for testing project is estimated using standard estimation 
techniques like Test Case Point (TCP) estimation. 

o Based on the effort estimation and resource planning, schedule is planned. 

o Detailed schedule of activities, start date and end date. This would also 
consider dependencies 

For Example: 

Activity  Start date  End date 

Test case preparation 4/2/2011  4/20/2011  

Test case review and signoff 4/21/2011  4/25/2011  

Test environment setup 4/21/2011  4/25/2011  

Cycle 1- test execution 4/26/2011  5/10/2011  
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V Resource Planning:  

Hardware and software: Includes OS, hardware, applications, testing tools and any 
connectivity requirements. 

For Example:  

Activity  Start date  End date 
Test case preparation 4/2/2011  4/20/2011  
Test case review and signoff 4/21/2011  4/25/2011  
Test environment setup 4/21/2011  4/25/2011  
Cycle 1- test execution 4/26/2011  5/10/2011  

Staffing:  

V Identificatio n of person performing the identified roles in test strategy 

Roles and Responsibilities:  

V The roles of the various stakeholders would be defined in test strategy. In test plan 

Assumptions and Dependencies:  

V Assumptions made and dependencies identified during the test planning.  

Risks ɀ Identification, Mitigation and Contingency Plan  

V Risks related to test planning such as availability of the right environment, availability 
of the build with the required functionality etc. along with mitigation and contingency 
plans.  

Communication Plan  

V Plan that determines how, when and what to report to various stake holders of the 
project during the course of testing 

Metrics and Statistics  

V Factors to be measured (measures and metrics) and reported to the stake holders 
during the course of testing, along with the frequency of reporting 

Benefits of Test Planning  

V Helps in better estimation of the project in terms of efforts, size and schedule 

V Clearly defines the items to be tested  

V Estimate the risks involved in the project (technical and procedural) and identify 
mitigation steps if possible 

V Identify test deliverables and organize the testing efforts 

V Identify the roles and responsibilities of each resource involved in the project to 
ensure successful testing. 
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Requirements Gatheri ng 

On the successful completion of reverse knowledge transition, the project team starts 

gathering requirements. Requirements are a description of how a system should behave or a 

description of system properties or attributes. Requirement gathering involves the task of 

communicating with customers and users to determine what their requirements are. Testers 

should interact closely with multiple work-groups, often with conflicting goals, to arrive at a 

bona fide requirements list. Some of the common issues faced during requirements gathering 

are mentioned below. 

¶ Ambiguous understanding of business processes  

¶ Inconsistency within a single business process by multiple users  

¶ Insufficient input from stakeholders  

¶ Conflicting stakeholder interests  

¶ Changes in requirements after project has begun  

Currently, organizations have started to use tools that are better equipped to handle 

the complex and multilayered process of requirements gathering. Some of the tools used are: 

¶ Prototypes  

¶ Use cases  

¶ Data flow diagrams  

Prototypes:  

 0ÒÏÔÏÔÙÐÅÓ ÁÒÅ Ȱ-ÏÃËÕÐÓȱ ÏÆ ÁÎ ÁÐÐÌÉÃÁÔÉÏÎȢ 4ÈÅÙ ÈÅÌÐ ÕÓÅÒÓ ÇÅÔ ÁÎ ÉÄÅÁ ÏÆ ×ÈÁÔ 

the system will look like, and make it easier to make design decisions without waiting for the 

system to be built. Often the end users may not be able to provide a complete set of 

application objectives, detailed input, processing, or output requirements in the initial stage. 

After the user evaluation, another prototype will be built based on feedback from users, and 

again the cycle returns to customer evaluation. The cycle starts by listening to the user, 

followed by building or revising a mock-up, and letting the user test the mock-up, then back. 

Major improvements in communication between users and developers were often seen with 

the introduction of prototypes.  Early views of applications lead to fewer changes later and 

hence reduced overall costs considerably.  
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Use Cases: 

 A use case is a set of scenarios that describes an interaction between a user and a 

system. Use cases capture who (actor) does what (interaction) with the system, for what 

purpose (goal), without dealing with system internals. A complete set of use cases specifies 

all the different ways to use the system, and therefore defines all behavior required of the 

system, bounding the scope of the system. 

 

 

 

Example: 

 

 

Data flow Diagrams:  

 A data flow diagram (DFD) is a graphical representation of the "flow" of data 

through an information system. DFDs can also be used for the visualization of data 

processing. It shows how the system is divided into sub-systems (processes), each of which 

deals with one or more of the data flows to or from an external agent, and which together 

provide all of the functionality of the system as a whole. It also identifies internal data stores 
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that must be present in order for the system to do its job, and shows the flow of data 

between the various parts of the system. 

 

 

 

 

Example: 

 

 

Requirement Analysis  

Learning Objectives  

After completing this chapter, you will be able to: 

V Explain the types of requirements 

V Analyze the requirement specifications 

V Prioritize the requirements 



QUALITY THOUGHT                                                       MANUAL TESTING  
 

QUALITY THOUGHT            *         www. facebook.com/qthought           *      www.qualitythought.in      
PH NO: 9963486280, 040-4002 5423                        62                     Email Id: info@qualitythought.in  

V Understand clarification management 

V Analyze requirement defects 

V Understand requirements change management 

V Understand the concept of requirements coverage 

V Understand the difference between Application Development and Maintenance in this 

phase 

Requirement Analysis and Verification  

Requirements Analysis is the process of understanding the customer needs and expectations 

from a proposed system or application and is a well defined stage in the Software 

Development Life Cycle model. Requirements are a description of how a system should 

behave or a description of system properties or attributes. It can alternatively be a statement 

ÏÆ Ȭ×ÈÁÔȭ ÁÎ ÁÐÐÌÉÃÁÔÉÏÎ ÉÓ ÅØÐÅÃÔÅÄ ÔÏ ÄÏȢ 'ÉÖÅÎ ÔÈÅ ÍÕÌÔÉÐÌÅ ÌÅÖÅÌÓ ÏÆ ÉÎÔÅÒÁÃÔÉÏÎ between 

users, business processes and devices in global corporations today, there are simultaneous 

and complex requirements from a single application, from various levels within an 

organization and outside as well. The Requirements Analysis Process covers the complex 

task of eliciting and documenting the requirements of all these users, modeling and analyzing 

these requirements and documenting them as a basis for system design. A streamlined 

process is a prerequisite to successful projects that align with tÈÅ ÃÌÉÅÎÔȭÓ ÂÕÓÉÎÅÓÓ ÇÏÁÌÓ ÁÎÄ 

ÍÅÅÔ ÔÈÅ ÐÒÏÊÅÃÔȭÓ ÒÅÑÕÉÒÅÍÅÎÔ ÓÐÅÃÉÆÉÃÁÔÉÏÎÓȢ 

Requirement Types and Documents  

A requirement can be defined as a high level statement of the system. It is a statement 

that identifies a necessary attribute, capability, characteristic, or quality of a system in order 

to have value and utility to a user.  It can also be expressed as below: 

¶ Statement of the business need from the client to the developer/tester 

¶ A specification of what has to be built  

¶ Requirements can state either the business need or how the system should behave 

Mainly based on the functionality of the system it is classified as Functional and Non- 

functional requirements. 
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Functional Requirements:  

In general, this describes the functions that the system needs to execute, statements of 

services the system should provide, how the system should react to particular inputs and 

how the system should behave in particular situations. It depends on the type of software, 

expected users and the type of system where the software is used. It can be further 

categorized as Business Requirements, User Requirements, Functional Specifications, System 

Requirements and Business Rules. 

V Business Requirements ɀ Business requirements represent high-level objectives of 

the organization or customer who requests the system. They describe why the 

organization is implementing the systemɂthe objectives the organization hopes to 

achieve, the business objectives, scope of the project, business constraints and current 

business process. They are usually expressed in terms of broad outcomes the business 

requires, rather than specific functions the system may perform.  

Example ɀ ATM should allow the withdrawal of given amount from the account with a 

cap on maximum amount and number of withdrawals. 

V User Requirements ɀ User requirements describe the user goals, tasks or activities 

that the users must be able to perform with the product and the flow of the system. It 

Functional 
Requirements

Business 
requirements

User requirements

Functional 
specifications

System 
requirements

Business rules

Non-Functional 
Requirements

Quality attributes

Interoperability
Requirements

Constraints
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conveys how the system should interact with the end user or to another system to 

achieve a specific business goal. Common users are client managers, client QA team 

and system end users. They are usually represented in the form of tables and 

diagrams. 

Example ɀ The system shall complete a standard withdrawal from a personal account, 

from login to cash, in less than two minutes for a first-time user. 

V Functional Specifications ɀ These specify what has to be done by identifying the 

necessary task, action or activity that must be accomplished. They describe the 

existing process, new process, use cases, process flow and reporting requirements. 

They are also referred to as behavioral requirements. 

Example ɀ The system shall provide users with the ability to select whether or not to 

produce a hardcopy transaction receipt before completing a transaction. 

V System Requirements ɀ System requirements describe the top-level requirements 

for a product that contains multiple subsystems. It is a structured document having 

detailed description about the system. It is used by the system end users, software 

developers and system architects. 

Example: 

a. The ATM shall communicate to the Bank via the Internet.  

b. The ATM shall issue a printed receipt to the customer at the end of a successful 

session. 

V Business Rules ɀ These are constraints to be considered on the aspect of a business 

while developing a product. It includes corporate policies, industry standards and 

computational algorithms. It typically has existence on the outside of the boundaries 

of any specific software system. It requires that specific functionality be implemented 

to ensure that the system enforces or complies with those rules. It is also used to 

control internal system processing based on specific combinations of data values, 

system states, conditions, or other user-defined criteria.  
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Example: 

a. Limit is $1000 a day (24 hour window) 

b. No more than three withdrawals per day (24 hour window) 

Non-Functional Requirements:  

In general, this refers to the constraints on the services offered by the system such as time 

constraints, constraints on the development process, standards, etc. It defines the system 

properties and constraints e.g. reliability, response time, storage requirements, scalability, 

usability, security. It can be further categorized as Quality Attributes, organizational, external 

requirements. 

¶ Quality Attributes ɀ These ÄÅÓÃÒÉÂÅ ÔÈÅ ÓÙÓÔÅÍȭÓ ÃÈÁÒÁÃÔÅÒÉÓÔÉÃÓ ÉÎ ÖÁÒÉÏÕÓ 

dimensions that are important either to users or to developers and maintainers. 

Quality attributes of a system include availability, performance, usability, portability, 

integrity, efficiency, robustness, and many others. These characteristics are referred 

to as quality factors or quality of service requirements 

Example ɀ All displays shall be in white 14 point Arial text on black background. 

It must be able to perform in adverse conditions like high/low temperature etc 

¶ Interoperability  Requirements - These specify the interfaces between the system 

application and other applications, interface between the system application and 

other hardware or devices like printers, bar code readers, interface to human users, 

communication interfaces to exchange information  

Example:  

a. User Interfaces:   The customer user interface should be intuitive, such that 99.9% 

of all new ATM users are able to complete their banking transactions without any 

assistance 

b. Hardware Interfaces:  The hardware should have following specifications:  

Ability to read the ATM card  

Ability to count the currency notes  
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Touch screen for convenience  

Keypad (in case touchpad fails)  

Continuous power supply  

!ÂÉÌÉÔÙ ÔÏ ÃÏÎÎÅÃÔ ÔÏ ÂÁÎËȭÓ network  

Ability to take input from user and validate user  

¶ Constraints ɀ These are requirements prescribing stipulations or limitations on how 

the system can be built. It usually refers to design and implementation constraints, 

which are restrictions imposed on the choices available to the developer for some 

legitimate reason. Some of the common constraints on the application are reliability, 

performance, security, usability and safety. Constraints may be user constraint or 

system constraint.  

Example - The cabin door will always be locked, which will open only when user 

swipes his/her ATM card in the slot and is validated as genuine. 

Analysis of Requirement Specifications  

Testers use requirement documents and interactions with users/clients to develop the initial 

versions of the system and acceptance tests based on functional requirements, quality 

requirements, and the specification of the system behavior.  A requirement can be 

considered testable if it is possible to design a procedure in which the functionality being 

tested can be executed, the expected output is known, and the output can be 

programmatically or visually verified. 

Following is the checklist that can be used by testers during the requirements phase to verify 

the quality of requirements. Using this checklist is a first step towards trapping requirements 

-ÒÅÌÁÔÅÄ ÄÅÆÅÃÔÓ ÁÓ ÅÁÒÌÙ ÁÓ ÐÏÓÓÉÂÌÅȟ ÓÏ ÔÈÅÙ ÄÏÎȭÔ ÐÒÏÐÁÇÁÔÅ ÔÏ ÓÕÂÓÅÑÕÅÎÔ ÐÈÁÓÅÓȟ ×ÈÅÒÅ 

they would be more difficult and expensive to find and correct. All stakeholders responsible 

for requirements should verify that requirements possess the following attributes: 

Á #ÏÒÒÅÃÔÎÅÓÓ ɉ$Ï ÔÈÅ ÒÅÑÕÉÒÅÍÅÎÔÓ ÒÅÆÌÅÃÔ ÔÈÅ ÕÓÅÒȭÓ ÎÅÅÄÓȩ !ÒÅ ÔÈÅÙ ÓÔÁÔÅÄ ×ÉÔÈÏÕÔ 

error?); 
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Á Completeness (Have all functional and quality requirements described in the problem 

statement been included?); 

Á Consistency (Do any requirements contradict with each other?); 

Á Clarity (It is very important to identify and clarify any ambiguous requirements); 

Á Relevance (Is the requirement pertinent to the problem area? Requirements should 

not be superfluous); 

Á Redundancy (A requirement may be repeated; if it is a duplicate it should be combined 

with an equivalent one); 

Á Feasibility (Can the requirements be implemented given the conditions under which 

the project will progress?) 

Á Testability (Can each requirement be covered successfully with one or more test 

cases? Can tests determine if the requirement has been satisfied?); 

Prioritization of Requirements  

Prioritization allows everyone to understand the relative value to stakeholders of the 

requirement. When customer expectations are high, timelines are short, and resources are 

limited, you want to make sure the product contains the most essential functions. 

Prioritization helps the project team to focus on critical business areas, which need to be 

tested earlier in the testing cycle. It helps testers to detect defects early in the testing life 

cycle. It helps conflicts, plan for staged deliveries, and make the necessary trade-off 

decisions. 

Clarification Management  

A requirement can be tested and clarified by asking the stakeholders detailed 

ÑÕÅÓÔÉÏÎÓȢ -ÏÒÅ ÔÈÁÎ ÊÕÓÔ ÕÎÄÅÒÓÔÁÎÄÉÎÇ ÔÈÅ ȰÉÎÐÕÔÓ ÁÎÄ ÏÕÔÐÕÔÓȱ ÏÆ ÔÈÅ ÓÏÆÔ×ÁÒÅȟ ÔÅÓÔÅÒÓ 

need deeper knowledge that can come only from understanding the thought process used 

during the specification of product or application functionality. Such understanding not only 

increases the quality and depth of the test procedures developed, but also allows testers to 

provide feedback regarding the requirements. Clarifications that were posted should be 

tracked and can be used as a knowledge repository for the project. 

4ÅÓÔÅÒÓ ÓÈÏÕÌÄ ÌÉÓÔ ÁÌÌ ÔÈÅ ÃÌÁÒÉÆÉÃÁÔÉÏÎÓ ×ÉÔÈ ÁÎ Ȱ/ÐÅÎȱ ÓÔÁÔÕÓ ÁÎÄ ÓÈÏÕÌÄ ÁÓÓÉÇÎ ÔÏ ÔÈÅ 

corresponding stakeholder.  The stakeholder should revert back with answers to the 
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ÃÌÁÒÉÆÉÃÁÔÉÏÎÓ ×ÉÔÈ ÓÔÁÔÕÓ ÁÓ Ȱ#ÌÏÓÅÄȱ or if waiting for more information should change the 

ÓÔÁÔÕÓ ÁÓ Ȱ)Î 0ÒÏÇÒÅÓÓȱȢ 4ÅÓÔÅÒȟ ÉÆ ÎÏÔ ÃÌÁÒÉÆÉÅÄ ×ÉÔÈ ÔÈÅ ÁÎÓ×ÅÒ ÓÈÏÕÌÄ ÐÒÏÖÉÄÅ ÁÄÄÉÔÉÏÎÁÌ 

ÉÎÆÏÒÍÁÔÉÏÎ ÁÎÄ ÃÈÁÎÇÅ ÔÈÅ ÓÔÁÔÕÓ ÔÏ Ȱ2Å /ÐÅÎȱȢ 

Requirement Defects  

The beginning of the software life cycle is critical for ensuring high quality in the software 

being developed. Defects injected in the early phases can persist and be very difficult to 

remove in later phases. Since many requirements documents are written using a natural 

language representation, there are very often occurrences of ambiguous, contradictory, 

unclear, redundant and imprecise requirements. Some of the common 

requirements/specification defects are: 

¶ Functional Description Defects  ɀ The overall description of what the product does 

and how it should behave is incomplete and or ambiguous. 

¶ Feature Defects ɀ Features refer to functional aspects of the software that map to 

functional requirements as described by the users and clients. Features also map to 

quality requirements such as performance and reliability. Feature defects are due to 

feature descriptions that are missing, incorrect, incomplete or superfluous. 

¶ Feature Interaction Defects  ɀ These are due to an incorrect description of how the 

features should interact. For example, suppose one feature of a software system 

supports adding a new customer to a customer database. This feature interacts with 

another feature that categorizes the new customer.  The classification feature impacts 

on where the storage algorithm places the new customer in the database, and also 

affects another feature that periodically supports sending advertising information to 

customers in a specific category. When testing, we certainly want to focus on the 

interactions between these features. 

¶ Interface Description Defe cts ɀ These are defects that occur in the description of 

how the target software is to interface with external software, hardware and users. 
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Requirements Change Management  

Requirements generally change with time. Once defined and approved, requirements 

should fall under change control. For many projects, requirements are altered before the 

system is complete. This is partly due to the complexity of computer software and the fact 

that users don't know what they want before they see it. This characteristic of requirements 

has led to requirements management studies and practices. Process and workflow, 

authorization and assignment controls who, what, when and where change happens, and 

communicates the impact of that change across the lifecycle to all involved. 

Requirements management is the process of managing changing requirements during 

the requirements engineering process and through system development and release.  Often 

requirements are incomplete and inconsistent and ofcourse new requirements emerge 

during the process as the business needs change and a better understanding of the system is 

developed. Different viewpoints, which also have to be considered as the project evolves, 

have different requirements and these are sometimes in conflict with those that were stated 

at the beginning of the project. 

Regardless of the type of requirement you are working with, managing change to the 

set or any of the individual parts can and should be handled in a uniform fashion ɀ one that 

automatically communicates the intent to change; controls the acceptance or approval of 

change; enables the analysis of the impact of the change; tracks the actual changes made and 

communicates the implemented change to all impacted or interested stakeholders. 

Requirements Coverage  

The coverage of requirements is a fundamental need throughout the software life 

cycle.  Requirements coverage views focus on the localization of the requirements in the rest 

of the system. These views show if and where a certain requirement is covered in the system. 

This can be coverage in, for example, the system architecture, in the detailed design, or in the 

test cases. Be it during design, coding or testing, the ability to ensure that the software meets 

the expected requirements is something that every customer aspires for. As the software 

matures and goes into several iterations of enhancements and bug fixes, it becomes more 

and more daunting to ensure requirement coverage in the software. Some tools offer the 

capability of mapping requirements to the other project artifacts, such as, use cases, test 
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cases and design documents. Some projects prefer to follow simple spreadsheet based 

traceability matrix of requirements to various other artifacts. 

KT & Requirements Analysis Phase ɀ Application Development Vs Mainte nance 

In this phase, for application development, the knowledge transition approach 

adopted is Big Bang. Other activities include Requirements Gathering, Analysis of all the 

requirement specifications and preparation of system understanding document to evaluate 

the application/business understanding. Similarly, for application maintenance projects, the 

incremental approach of knowledge transition is adopted. The activities include performing 

an impact analysis on the change requests received, analyzing the related requirements, and 

updating the existing knowledge base\ Glossary 

 

Requirement: A high level statement of the system 

Stakeholder: Any group or individual who can affect or who is affected 

directly/indirectly by achievement of a firm's objectives 

KT ɀ Knowledge Transition 

DFD ɀ Data Flow diagram 

RTM: Requirement Traceability Matrix 

QC ɀ Quality Center 

Testability: Testability can be referred to as the degree to which the characteristics 

that provide for testing exist, and economically feasible tests can be devised for 

determining whether the developed software will satisfy the requirements. 

Traceability:  Defines a relationship between two or more requirements. 
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Test Case Design Process 

1. Identifying the Test conditions  

V High Level Test Conditions -->Test Scenario's 

V Low Level Test Conditions -->Test Cases 

2. Why we need to create Test Scenario's and Test cases? (Or) What are the Benefits 

of creating the Test cases? 

V )Æ ×Å ÄÏÃÕÍÅÎÔ ÔÅÓÔ ÃÁÓÅÓ ÅÆÆÅÃÔÉÖÅÌÙ ÔÈÅÎ ÉÔ ÈÅÌÐÓ ÉÎ Ȱ2ÅÕÓÁÂÉÌÉÔÙȱ 

o While retesting the defects 

o While doing Regression if any changes happens 

V Test cases are Reusable and Repeatable 

V Test Case is a document which clearly describes what to be tested and how to be 

tested. 

o What is the purpose of the test? 

o How to Test it? 

o What is the expected outcome? 

V It saves Test Case execution Time 

V Test Case design is a verification activity which helps to judge quality of 

requirements at earlier stages of the project to prevent The defects. 

V It increases collaboration between dev/QA/BA team. 

3.  Explain Test Case design process in the project?  

Step 1: We involve in KT process to understand project context, Modules, Business 

purpose and end user expectations 

Step 2: We involve in Requirements Gathering, Requirement Analysis, Query 

discussions to understand the requirements which are allocated by Test Lead 

according work Allocation Tracker 

Step 3: Once after getting resolution to all the Queries we start identifying Test 

Scenario's based on the Test Approach mentioned in the "Test Plan" 
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    Test Scenario: A high level Test condition which explains what needs to be 

tested. 

     Ex: To Test Search Functionality 

   Note: Even Dev and BA also proposes Test scenario's in BRD document and FRS 

document  

Test Scenario's provides an high level idea on what we have to test. In our project we 

are documenting Test Scenario's in   "Scenario Selection sheet" 

Scenario selection sheet components:  

Á Scenario ID 

Á Scenario Desc  

Á Associated Requirement 

Á Scenario Priority 

Step 4: Send list of Test scenarios to BA and Dev review. Add/modify Test scenario's 

if they propose any changes. Get signoff on Test Scenario's. 

Step 5: Now Breakdown Test scenario's into detailed Test cases 

5.1 One Test scenario can be breakdown into N number of Test   cases based on 

the complexity of the requirement 

          5.2 While writing the test cases cover both positive and  Negative Test cases 

          5.3 Make sure each Test case is properly reviewed 

         5.4 Make sure we have created Test cases for all the requirements 

5.5 We can write test cases in Test case template (Excl) or Test Management 

tools like HP QC/JIRA/MTM/OTM/IBM RTM/Rally 

Test Case: A detailed description of what conditions need to be tested and how to be 

tested with step by step approach. 
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What are the important sections of Test case Template?  

Á T ID 

Á T Description 

Á Priority of the Test Case 

Á Pre-condition of the Test case 

Á Test Steps 

Á Input Test data  

Á Expected Result 

   Step 6: Make sure Test cases are properly reviewed and signed off by BA and Dev 

3ÁÍÐÌÅ 4ÅÓÔ 3ÃÅÎÁÒÉÏȭÓȡ 

S ID S Desc Module/Req  Screen Name Priority  

Scenario 1 To test updates in DB Profile Landing Page H 

Scenario 2 To test search functionality Search Landing Page H 

Scenario 3 

To display of UI components in Landing 

Page Profile Landing Page H 

Scenario 4 

To Test Company profile correctly loaded 

from DB Profile Landing Page H 

Scenario 5 

To Test updates are correctly working for 

Account Manager Profile Landing Page H 

Scenario 6 

To Test updates are correctly working for 

Marketing Manager Profile Landing Page H 

Scenario 7 

To Test updates are correctly working for 

Technical Manager Profile Landing Page H 
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Sample Test Case: 
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Test Execution ɀ An Introduction and Planning for Test Execution  

Introduction  

Test Execution is followed by the Test Design phase in the testing life cycle and verifies if the 

given system or application behaves as expected.  

For Example, in a Car manufacturing company, though every manufactured spare part is 

tested against its specifications, the car has to be tested as a single unit once all the parts are 

assembled. Testing the car for functionalities after assembling all the parts is very critical, as 

that will ensure the reliability and the stability of the product developed.  
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Test Execution Phase involves:   

V Initial Planning for Test Execution 

V Build Verification Process 

V Test Case Execution 

V Test Log Creation 

V Defect Reporting and Tracking 

V Defect Triaging 

V Updating Traceability Matrix 

V Re Testing of Defects 

V Regression Testing 

V Test Execution Status reporting 

Test Execution is the process of executing a series of test cases as defined in the test plan and 

Test design phases, to validate if the application meets the requirements. 

The application is tested and the defects are reported to the development team. The fixes 

provided by the development team are retested and ensured that they do not recur; the fix 

does not introduce any new defects. 

Testing can be manually performed or it can be automated using software tools. Some of the 

automation tools are Quick Test Professional (QTP), Win runner, Rational Robot, etc. 

Planning for T est Execution  

Before testing the application, it is always recommended to ensure that the pre-requisites 

and the necessary information for Test execution are obtained. The below activities help us 

to be prepared before executing the test cases. 

Test Cases 

The Test Cases are prepared by the testing team and signed off by the customer by the end of 

the Test Design phase. The test cases for each and every level and type of testing are 

identified and approved by the by the customer. 

Test Cycles 

The number of rounds the testing will be conducted and the scope of testing at each level 

need to be identified in the Test Execution plan and agreed upon by all the stake holders.  

Test Lab Set Up 

The methodology for deploying the build in the respective test environment need to be 

devised and approved by the development, testing teams and the customer.Test Lab set up 
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also includes creation of a test suite with the test cases which need to be executed in a 

specific sequence. 

The below activities are also taken care during the Test Lab Set up: 

ï Creation of cycles for each level of testing 

ï Identification of Smoke/Build verification test cases 

ï Identification of Test Suite(collection of test cases) per cycle 

ï Frequency of Build delivery per cycle  

Task Allocation / Run Plan  

For effective test execution, allocation of the test cases to be executed need to be done based 

on the skill set and the availability of the testers.  

The following factors need to be considered while creating a run plan and allocating the test 

cases to testers for execution: 

¶ Interdependency of test cases in terms of functionality and period specificity 

¶ Knowledge levels of the testers - Highly complex test cases are allocated to expert 

testers to make the execution quick and efficient. 

 

Risks and Mitigation Pr ocess 

The potential risks that are identified for Test execution during the course of the project are 

revalidated and the availability of the mitigation and contingency plan for each of these risks 

need to be ensured. 
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Escalation Process 

The escalation process if an unforeseen event occurs during test execution need to be 

defined and agreed upon by the stake holders. 

This is to speed up the process if a task is not completed in the specified time frame. 

Escalation is also done if there is a delay in the fixes of defects which delays the testing 

process. 

Build Management  

For every cycle of test execution, the development team shares a controlled version of 

software (Build) which needs to be deployed in the respective test environment and tested. 

Each build is associated with a version number and a release notes attached to it. 

The release notes of the build primarily include information on the features of the software 

incorporated in the build and the deployment details. Frequency of build delivery to the 

project team is as per the Test plan and in consensus with the stake holders of the project. 

The files/DB files/Batch Programs used to generate a build are controlled by a configuration 

tool / team assigned for it. Build Manager is responsible for communicating to the stake 

holders on the release of the build to test with release notes (In Some Projects, Program 

Manager). The version of the build is incremented for every change in the build. 
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The units of software developed is integrated, compiled and built as a single unit by the 

developers. The Build Manager will add the release notes to this version of the software build 

and release it for testing. 

The Testing team runs the identified Smoke and Sanity test cases on the build, once it is 

ready. If the smoke/sanity test cases pass with the desired results, build will be accepted and 

the testing team will proceed with the Test Execution.  

If the smoke/sanity test fails with critical defects that the team is not able to proceed with 

testing, the build will be rejected. 

Release notes includes details on 

V Version of the build 

V Features included / not included in the build 

V Defects that are fixed / not addressed in the build 

Testers need to test only those features that are mentioned clearly in the release notes. 

Test Case Execution and Reporting  

Test Case Execution and Logging results 

Test Case Execution is process of determining whether the application or system is behaving 

as desired or not.  
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Before the test execution starts, Test cases are assigned to the individual testers in the Test 

Execution / Run plan, depending on the dependencies of the test cases and the availability of 

the test cases. The tester identifies the set of test cases that are assigned to the individual in 

the run plan and executes one by one in sequence. 

The tester looks for the prerequisite in each test case and ensures that the prerequisite is 

fulfilled before executing the test case. The tester uses the Test data identified for the 

variances of the test case during the test execution to ensure it works for all possible 

conditions. 

The tester executes the test case step by step as indicated in the Steps To Execute section of a 

test case. After executing the test case, the actual behavior of the application is logged in the 

Ȱ!ÃÔÕÁÌ ÒÅÓÕÌÔȱ ÓÅÃÔÉÏÎ of the test case 

)Æ ÔÈÅ ÁÃÔÕÁÌ ÒÅÓÕÌÔ ÉÓ ÔÈÅ ÓÁÍÅ ÁÓ ÔÈÅ Ȱ%ØÐÅÃÔÅÄ ÒÅÓÕÌÔȱȟ ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎ ÂÅÈÁÖÅÓ ÁÓ ÄÅÓÉÒÅÄ 

ÁÎÄ ÈÅÎÃÅ ÔÈÅ ÔÅÓÔ ÃÁÓÅ ÉÓ ÍÁÒËÅÄ ÁÓ Ȱ0ÁÓÓȱ 

)Æ ÔÈÅ ÁÃÔÕÁÌ ÒÅÓÕÌÔ ÉÓ ÔÈÅ ÎÏÔ ÓÁÍÅ ÁÓ ÔÈÅ Ȱ%ØÐÅÃÔÅÄ ÒÅÓÕÌÔȱȟ ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎ ÉÓ ÎÏÔ ÂÅÈÁÖÉÎÇ ÁÓ 

desÉÒÅÄ ÁÎÄ ÈÅÎÃÅ ÔÈÅ ÔÅÓÔ ÃÁÓÅ ÉÓ ÍÁÒËÅÄ ÁÓ Ȱ&ÁÉÌȱȢ 7ÈÉÌÅ ÌÏÇÇÉÎÇ ÔÈÅ Ȱ!ÃÔÕÁÌ ÒÅÓÕÌÔȱ ÔÈÅ ÔÅÓÔ 

step in which the test case failed and the behavior of the application, needs to be mentioned 

clearly. This will help the following 

Å Other testers in the team to understand the impact of failure of this test case on 

the test cases that they would execute 

Å Development team to identify the exact issue and addressing it 

Å Retrospection of the cause to introduce this defect 

Test results are logged with the proof of execution like screenshots with timestamp. 
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Each test case is executed step by step. After executing the test step, the actual behavior of 

ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎ ÉÓ ÌÏÇÇÅÄ ÉÎ ÔÈÅ Ȱ!ÃÔÕÁÌ ÒÅÓÕÌÔȱ ÓÅÃÔÉÏÎ ÏÆ ÔÈÅ ÃÏÒÒÅÓÐÏÎÄÉÎÇ ÔÅÓÔ ÓÔÅÐȢ )Æ ÔÈÅ 

actual result is the same aÓ ÔÈÅ Ȱ%ØÐÅÃÔÅÄ ÒÅÓÕÌÔȱȟ ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎ ÂÅÈÁÖÅÓ ÁÓ ÄÅÓÉÒÅÄ ÁÎÄ 

ÈÅÎÃÅ ÔÈÅ ÔÅÓÔ ÓÔÅÐ ÉÓ ÍÁÒËÅÄ ÁÓ Ȱ0ÁÓÓȱȢ )Æ ÔÈÅ ÁÃÔÕÁÌ ÒÅÓÕÌÔ ÉÓ ÔÈÅ ÎÏÔ ÓÁÍÅ ÁÓ ÔÈÅ Ȱ%ØÐÅÃÔÅÄ 

ÒÅÓÕÌÔȱȟ ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎ ÉÓ ÎÏÔ ÂÅÈÁÖÉÎÇ ÁÓ ÄÅÓÉÒÅÄ ÁÎÄ ÈÅÎÃÅ ÔÈÅ ÔÅÓÔ ÓÔÅÐ ÉÓ ÍÁÒËÅÄ ÁÓ Ȱ&ÁÉÌȱȢ 

If a particular test step fails, a defect needs to be logged in the defect log and it is 

recommended to execute the consecutive test steps if possible. 

Example 

)Î ÔÈÅ ,ÅÁÖÅ -ÁÎÁÇÅÍÅÎÔ ÓÙÓÔÅÍȟ 7ÈÉÌÅ ÁÐÐÌÙÉÎÇ ÌÅÁÖÅȟ ÉÆ ÔÈÅ Ȱ4ÙÐÅ ÏÆ ,ÅÁÖÅȱ ÃÏÍÂÏ ÂÏØ 

does not have the label name as expected, a defect needs to be raised and the testing can be 

continued for the consecutive test steps of the same test case. 

This may not be possible in all cases, and then the tester may proceed to execute the next test 

case. 

Example 

In the Leave Management system, while ÁÐÐÌÙÉÎÇ ÌÅÁÖÅȟ ÉÆ ÔÈÅ Ȱ&ÒÏÍȱ ÁÎÄ Ȱ4Ïȱ ÄÁÔÅÓ ÁÒÅ ÎÏÔ 

editable. 

 A test case is considered to be pass only if all the test steps in that particular test case pass. 
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The actual result of a test case and the details of execution are logged in a document called 

Test Log/ Test Management tool, irrespective of the behavior of the application. Test log 

sheet is a copy of test case document with additional details like Actual results, Pass/Fail, 

Defect ID and the name of the tester who executed it.  

Test Log is a chronological record of the all the information about the test case execution 

Details of test cases executed 

Order of execution 

Information on who executed those test cases(Tester) 

Status of the each step of the test cases (PASS/FAIL) 

This can be created manually or using test management tool 

Test Log (Manual process with excel) can be logged by: 

Actual Result  

!ÆÔÅÒ ÅØÅÃÕÔÉÎÇ ÔÈÅ ÔÅÓÔ ÃÁÓÅȟ ÔÈÅ ÁÃÔÕÁÌ ÂÅÈÁÖÉÏÒ ÏÆ ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎ ÉÓ ÌÏÇÇÅÄ ÉÎ ÔÈÅ Ȱ!ÃÔÕÁÌ 

ÒÅÓÕÌÔȱ ÓÅÃÔÉÏÎ of the test case. 

7ÈÉÌÅ ÌÏÇÇÉÎÇ ÔÈÅ Ȱ!ÃÔÕÁÌ ÒÅÓÕÌÔȱ ÔÈÅ ÔÅÓÔ ÓÔÅÐ ÉÎ ×ÈÉÃÈ ÔÈÅ ÔÅÓÔ ÃÁÓÅ ÆÁÉÌÅÄ ÁÎÄ ÔÈÅ ÂÅÈÁÖÉÏÒ ÏÆ 

the application, needs to be mentioned clearly. 

Pass 

)Æ ÔÈÅ ÁÃÔÕÁÌ ÒÅÓÕÌÔ ÉÓ ÔÈÅ ÓÁÍÅ ÁÓ ÔÈÅ Ȱ%ØÐÅÃÔÅÄ ÒÅÓÕÌÔȱȟ ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎ ÂÅÈÁÖÅÓ ÁÓ Äesired 

ÁÎÄ ÈÅÎÃÅ ÔÈÅ ÔÅÓÔ ÃÁÓÅ ÉÓ ÍÁÒËÅÄ ÁÓ Ȱ0ÁÓÓȱȢ 

Fail  

)Æ ÔÈÅ ÁÃÔÕÁÌ ÒÅÓÕÌÔ ÉÓ ÎÏÔ ÓÁÍÅ ÁÓ ÔÈÅ Ȱ%ØÐÅÃÔÅÄ ÒÅÓÕÌÔȱȟ ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎ ÉÓ ÎÏÔ ÂÅÈÁÖÉÎÇ ÁÓ 

ÄÅÓÉÒÅÄ ÁÎÄ ÈÅÎÃÅ ÔÈÅ ÔÅÓÔ ÃÁÓÅ ÉÓ ÍÁÒËÅÄ ÁÓ Ȱ&ÁÉÌȱȢ 

Test log using the Test management tool is possible by clicking the execute button for each 

and every step of the test case and Tester has to mark fail or pass depends on the result in 

the system or application. 

This will help the following 

Other testers in the team to understand the impact of failure of this test case on the test cases 

that they would execute 

Development team to identify the exact issue and addressing it 
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Retrospection of the cause to introduce this defect 

System Testing 

During System Testing, the test cases identified to test within the scope of the system are 

executed. Dependencies on other groups may be very minimal. 

System Integration Testing  

During System Integration Testing, Test cases identified to validate the data flow across 

systems are executed. There may be dependencies in executing test cases, associated with 

various entities like business teams, other vendors, external interfaces, and other application 

availability. Care needs to be taken to ensure optimum utilization of time and resources 

during execution ɀ reducing the delays and overlap could be a challenge. In those cases, the 

responsibilities need to be clearly defined and the test execution run plan needs to be shared 

with the stake holders. 

Test Case Run Status 

The run status has to be updated for every test case. 

Sample Test Case Run statuses are explained below: 

)ÎÉÔÉÁÌÌÙȟ ÁÌÌ ÔÈÅ ÔÅÓÔ ÃÁÓÅÓ ×ÉÌÌ ÈÁÖÅ Ȱ.Ï 2ÕÎȱ ÓÔÁÔÕÓȢ )Æ Á ÔÅÓÔ ÃÁÓÅ ÃÁÎÎÏÔ ÂÅ ÅØÅÃÕÔÅÄ ÄÕÅ ÔÏ 

ÁÎÙ ÒÅÁÓÏÎ ÌÉËÅ Á ÄÅÐÅÎÄÅÎÃÙ ÔÅÓÔ ÃÁÓÅ ÆÁÉÌÅÄ ÔÈÅ ÓÔÁÔÕÓ ÉÓ ÃÈÁÎÇÅÄ ÔÏ Ȱ"ÌÏÃËÅÄȱȢ %ØÁÍÐÌÅȡ 

Addition of billing details gets blocked if the login screen of the billing system fails. 

 4ÈÅ ÓÔÁÔÕÓ ÏÆ ÔÈÅ ÔÅÓÔ ÃÁÓÅ ÉÓ ÃÈÁÎÇÅÄ ÔÏ Ȱ.ÏÔ #ÏÍÐÌÅÔÅÄȱ ×ÈÅÎ Á ÆÅ× ÏÆ ÔÈÅ ÔÅÓÔ ÓÔÅÐÓ ÏÆ Á 

test case are executed. Example: If there are 10 steps in test cases and tester is able to test 

onÌÙ υ ÓÔÅÐÓ ÄÕÅ ÔÏ ÓÏÍÅ ÅÎÖÉÒÏÎÍÅÎÔÁÌ ÉÓÓÕÅÓȟ ÔÈÅÎ ÉÔ ÉÓ ÓÁÉÄ ÔÏ ÂÅ Ȱ.ÏÔ #ÏÍÐÌÅÔÅÄȱȢ 

If the actual results of all the test steps are the same as the expected results, then the status 

ÏÆ ÔÈÅ ÔÅÓÔ ÃÁÓÅ ÉÓ ÃÈÁÎÇÅÄ ÔÏ Ȱ0ÁÓÓȱȢ 

If the actual results of any of the test steps are different from the expected results, then the 

ÓÔÁÔÕÓ ÏÆ ÔÈÅ ÔÅÓÔ ÃÁÓÅ ÉÓ ÃÈÁÎÇÅÄ ÔÏ Ȱ&ÁÉÌȱȢ 

 

ωNot yet 
executed

No Run

ωIf Dependency 
test case failed

Blocked
ωTest Case 
Execution is in 
progress

Not Completed

ωApplication 
works as 
expected

Pass

ωApplication 
does not 
behave as 
expected

Fail
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Defect Logging 

Testers raise defects when the expected result and the actual behavior of the application do 

not match. The defect methodology defined for every testing project would be different. 

The testers need to follow the one defined in the Test Plan of that particular project. The 

defect logging can be done in a simple excel document or any defect management / test 

management tool adopted by the team. 

Key Elements of a Defect includes: 

Defect Id 

A unique Id is assigned to each defect raised during testing. Usually, a naming convention 

decided by the testing team is followed. Defect ID will be auto generated when the Test 

management tool is used. 

Example: 1001 

Defect Description  

A textual description provided to describe the defect to the other stakeholders of the project. 

%ØÁÍÐÌÅȡ 4ÙÐÅ ÏÆ ÌÅÁÖÅ ÃÏÍÂÏ ÂÏØ ÃÏÎÓÉÓÔÓ ÏÆ σ ÌÅÁÖÅÓ ÉÎÓÔÅÁÄ ÏÆ υ ÌÅÁÖÅ ÔÙÐÅÓ ÉÎ Ȭ!ÐÐÌÙ 

ÌÅÁÖÅȭ ÓÃÒÅÅÎȢ 

Steps to Reproduce the Defect 

The list of steps to be followed to reproduce the defect. 

1. Login into Leave Management System. 

2. #ÌÉÃË Ȭ!ÐÐÌÙ ,ÅÁÖÅȭ ÆÒÏÍ 3ÔÁÔÕÓ -ÅÎÕȟ 'Ï ÔÏ !ÐÐÌÙ ,ÅÁÖÅ ÓÃÒÅÅÎ ÉÓ ÄÉÓÐÌÁÙÅÄȢ 

3. Check the type of Leave combo box. 

4. 6ÅÒÉÆÙ ÔÈÅ ÖÁÌÕÅÓ ÏÆ ȬÔÙÐÅ ÏÆ ÌÅÁÖÅȭȢ 

5. Vacation Leave, Sick Leave, Personal Leave are present but maternity leave and loss of 

pay are not present in the combo box. 

Test Case Id 

The Id of the test case executed to find the defect is provided for reference. The Test data 

used to reproduce the defect may also be provided here for reference. 

Example: Test Case Id: TC_App_Leave_03 
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Assigned to 

Each defect will be assigned to a developer to fix, the name of the developer is provided here. 

This is usually assigned during the defect triage meeting. 

Example: Enter the name of development module lead for Leave Management System (Say 

John Peter). 

Module Name 

The module of the application in which the defect was found is mentioned here. 

Example: Module Name: Leave Application 

Severity  

The Impact of the defect in the software is called Severity. Every project will define the 

severity levels of defects in the Test Plan based on the business need and the nature of 

business. 

Severity of a defect is generally set by the Testing team while logging defects 

A few samples of the Severity levels of a defect are 

 

Example: 

a. Showstopper ɀ Login screen of LMS is not working or gets crashed 

b. High ɀ Applying of leave in LMS is not working as expected 

ɆEntire system or key 
business process is 
unusable or does not 
meet the needs of the 
business, many users 
affected and no work-
around is available; or, 
ɆCorruption or loss of 
data that is not 
immediately 
recoverable and 
prevents the business 
from continuing.

Showstopper

ωPart of the system or 
key business process is 
unusable or does not 
meet the needs of the 
business, few users 
affected but a work-
around is available; or 

ωCorruption or loss of 
data that is 
immediately 
recoverable and allows 
the business to 
continue.

High

ɆA non-critical incident, 
affecting a single user 
and the ability to 
provide the best 
service but there is a 
workaround.

Medium

ɆCosmetic errors, 
documentation 
anomalies, requests 
for information or 
advice required.

Low
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c. Medium ɀ Applying of leave is happening but only one or two database fields are 

getting saved in the database 

d. Low ɀ Text Box width and length is not present as expected 

Priority  

Å Priority of a defect is generally determined by the delivery manager of the project as 

defined in the Test Plan based on the following: 

Å Severity of the defect 

Å Capacity management of the development team 

Å Time required to fix a defect 

Å Impact of fixing a defect on the other defects ɀ sometimes, fixing one defect may 

rectify many of the related defects 

Å Each of these priority levels will have a time associated with it, to enable the developers 

to fix within that time  

Å For Example, Critical defect may have a target resolution time of 2-6 hrs, less 

critical defects can have the target resolution time anywhere between 8-48 hrs. 

Screenshot of the defect  

Though the details of the defect are documented, there may be cases where the defect is not 

repeatable. A clear screenshot of the defect with the relevant area highlighted will help the 

development team and the business to understand the defect better. 

It is always better to highlight the area where the defect had occurred in the screen shot. 

Example: jpg file should be attached by highlighting the defect in red color 

Defect Status 

The status of a defect would change from stage to stage during the defect life cycle. 

Note: The defect life cycle is defined in the Test Plan for a project. 
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Defect Status is New when the tester created a new defect and it will be analyzed by 

stakeholders during defect triage meeting held every day to discuss whether the defect is 

valid or invalid, When to Fix, Whom to Fix. 

)Æ ÉÔ ÉÓ ÁÃÃÅÐÔÅÄ ÁÓ ÖÁÌÉÄ ÄÅÆÅÃÔȟ ÓÔÁÔÕÓ ÓÈÏÕÌÄ ÂÅ ÃÈÁÎÇÅÄ ÔÏ Ȱ/ÐÅÎȱ ÏÒ ÉÔ ÓÈÏÕÌÄ ÂÅ Ȱ2ÅÊÅÃÔÅÄ Ⱦ 

#ÁÎÃÅÌÌÅÄȱȢ )Æ ÔÈÅ ÄÅÌÉÖÅÒÙ ÔÅÁÍ ÄÅÃÉÄÅÓ ÔÏ ÆÉØ ÔÈÅ ÄÅÆÅÃÔ ÉÎ ÔÈÅ ÌÁÔÅÒ ÒÅÌÅÁÓÅÓȟ ÔÈÅ ÓÔÁÔÕÓ ÏÆ ÔÈÅ 

ÄÅÆÅÃÔ ÉÓ ÃÈÁÎÇÅÄ ÔÏ Ȱ$ÅÆÅÒÒÅÄȱȢ 4ÈÅ ÓÔÁÔÕÓ ÏÆ ÔÈÅ ÄÅÆÅÃÔ ÉÓ ÃÈÁÎÇÅÄ ÔÏ Ȱ&ÉØÅÄȱ ÁÆÔÅÒ ÔÈÅ 

development has resolved the same. If fixed defect is again found during retesting, it should 

ÂÅ ÍÁÄÅ ÁÓ Ȱ2Å-ÏÐÅÎȱ ÏÒ ÉÔ ×ÉÌÌ ÂÅ ÃÌÏÓÅÄȢ 

Test data used to identify the defect  

This will help the other stake holders to  

¶ Reproduce the defect 

¶ Identify if the issue is with choosing the test data 

¶ Version of the build in which the defect is identified 

¶ Test Environment details in which the defect occurred 

Best Practices while logging a defect  

» Clear description of the defect ɀ as is in the application 
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» Appropriate tone of the language 

» Screenshot(s) with  

» Clear marking of the defect area 

» Call outs 

» Timestamp  

» Sequence of screen shots for each step if required 

» Highlight if there are any similar / related defects earlier in the remarks 

» Mention the other areas/features of testing affected due to this defect in the remarks 

» Even if the defect is observed once and is not reproducible, log it and the development 

team and the business will decide to consider it as a defect or just an observation 

» In the above case, log the defect with more details on when the defect occurred and when 

it is not reproducible  

Updating Traceability Matrix  

The traceability matrix created during the Requirements Analysis and/ or the Test Design 

phase is updated with the defect details. The defect id is mapped against the corresponding 

failed test case id. 

This will help in tracking which are the requirements that are misinterpreted / 

misunderstood by the teams. Only the defect id is mapped here and the details of the defects 

are obtained from the defect log. 

Re-Testing of Defects 

Defects that are fixed by the development team are re-tested by the testing team to ensure 

that the application behaves as desired after the fix. The status of the defect is changed to 

Ȱ2Å-/ÐÅÎȱ ÁÎÄ ÉÓ ÁÓÓÉÇÎÅÄ ÔÏ ÔÈÅ ÄÅÖÅÌÏÐÅÒ ÉÆ ÔÈÅ ÁÐÐÌÉÃÁÔÉÏÎ ÄÏÅÓ ÎÏÔ ÂÅÈÁÖÅ ÁÓ ÄÅÓÉÒÅÄȟ 

even after the fix. 

/ÔÈÅÒ×ÉÓÅȟ ÔÈÅ ÄÅÆÅÃÔ ÓÔÁÔÕÓ ÉÓ ÃÈÁÎÇÅÄ ÔÏ ȱ#ÌÏÓÅȱ ÁÎÄ ÔÈÅ ÔÅÓÔ ÌÏÇ ÉÓ ÕÐÄÁÔÅÄ ÁÐÐÒÏÐÒÉÁÔÅÌÙȢ 

In some cases, fixing of a defect would introduce new defects in the same module or any 

other related module of the application. Hence the related modules also need to be retested. 

Regression Testing  

If the application under test is a maintenance application, the enhancement to the application 

may introduce defects in the existing functionality of the application. Regression testing of 

the application needs to be performed in this case.  
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There will generally be a set of regression test cases identified or automated test suite 

already available. 

Best Practices during Test Execution  

Below are a few best practices that can be followed during Test Execution. 

Á Identify the business critical/ error prone areas and focus on those. These can be 

identified from/using:  

» Knowledge of the application 

» Business knowledge 

» Programming knowledge 

» End user experiences 

Á Test the application as an end user 

Á Try and relate to similar scenarios while testing 

Á Collaborate with other testers/leads/SMEs in the project to understand 

» Implications of the defects on other modules 

» Behavior of the defect if tested with other credentials 

» Behavior of the defect in various environments ɀ Entire test 

environment/hardware/software  

Test Execution Reports  

The status of the Test Execution needs to be communicated to the stakeholders of the project 

in the agreed frequency as per the Test Plan. Test Execution Reports gives detailed 

information on the stability of the system after Test Execution and it gives the overview of 

test case execution status, defect status(Open or closed), Metrics calculation, etc. 

The frequency and the details included in the Test Execution reports may vary as below: 

» Daily Execution Report ɀ End of Day  

» Weekly Execution Report ɀ End of every week during Test Execution 

» Test Summary Report (No / No Go Decision) ɀ End of Execution  

Á These reports will be circulated to the stakeholders including: 
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» Onsite Test Manager  

»  Test Leads  

»  Dev Manager  

» Program Manager  

» Onsite Dev Managers  

» Dev Module Leads 

» Customer 

Á Data for reports can be prepared manually or taken from the tool if a test management 

tool is used 

Below is some of the key information which will be shared with the stakeholders during test 

execution: 

» % of test cases executed 

» No. of test cases passed Vs No. of test cases executed 

» No. of test cases failed Vs. No. of test cases executed 

» Defect report 

Å By Status 

Å By Severity 

Å By Priority  

Å By Module 

Å By age of the defects 

End of Test Report  

Á At the end of every test cycle, the testing team will share the end of test report with 

the stake holders 

Á This will help the other stake holders of the project to understand 

» The status of test execution 

» Summary of defects found grouped by 
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Å Severity 

Å Status 

Å Age of defects 

Å Modules of the application in which the defects occur 

» Summary of the modules that are impacted due to the fixes made to the defects 

» Changes introduced in the business due to the defects found by the testing 

team (if any) 

» Stability of the application 

» Risks involved in moving to the next cycles of testing or UAT with the current 

state of the application 

Data for reports can be prepared manually or taken from the tool if a test management tool is 

used. 

Summary  

V Test Execution helps to assess the stability of the application or system 

V The Test Execution involves the below activities:  

o Initial Planning for Test Execution 

o Build Verification Process 

o Test Case Execution 

o Test Log Creation 

o Defect Reporting and Tracking 

o Defect Triaging 

o Updating Traceability Matrix 

o Re Testing of Defects 

o Regression Testing 

o Test Execution Status reporting 

V The following needs to be taken care of before the Test Execution 
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o Test Cases Review and Sign Off 

o Test Cycles 

o Test Lab set up 

Á Creation of Cycles for each level of testing 

Á Identification of Smoke/Build verification test cases 

Á Identification of Test Suite(collection of test cases) per cycle 

o Frequency of build delivery per cycle  

o Task allocation / Run plan 

o Risks and Mitigation Process 

o Escalation Process 

V Configuring of Test Environment can include setting up of the following: 

o Software required(Ex. Tools like Eclipse, Crystal Reports) 

o Hardware required(Ex. Special interfaces like Handheld Device, Touch Screen) 

o Server to host the application in the desired configuration 

o Database setup/Server Setup  to run the application 

o Appropriate level of access for test team to access Database, server and 

application 

o Appropriate level of access to external application if the testing scope covers 

for the same 

o Application to be tested 

o Test management tool set up 

o Access to the remote desktops and the connectivity to them 

o #ÏÎÔÁÃÔ $ÅÔÁÉÌÓ ÏÆ ÔÈÅ ÃÕÓÔÏÍÅÒȭÓ ÈÅÌÐÄÅÓË ÓÈÏÕÌÄ ÂÅ ÁÖÁÉÌÁÂÌÅ ÄÕÒÉÎÇ Ôhe 

testing if the environment is down 

o Environment availability ɀ All the environments may not be available full time 

during test execution. There may be exceptions like 
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Á An application will be running only during US business hours 

Á An application will be down for maintenance during US public holidays 

V Test Management Tool is a software used to plan and execute testing activities like 

capturing requirements and test cases, managing defects, collecting metrics and 

analyzing the reports 

V The test environment should be as close to the production environment in terms of 

o Database(DB) set up 

o Levels of users defined and the no. of users defined for each level 

o Volume of data in the database 

o Type of data 

V The Appropriate roles identified as test data for testing need to be created and 

obtained from the customer for all the instances of test environments 

V There are two types of test data ɀ Primary and Secondary 

V Every build is associated with a version and a release note 

V Release notes contains the details of the features of the application in this release and 

also the details of the defects that are fixed 

V Build verification test is done once a new build is received. The build is rejected for 

testing by the testing team if the build verification fails. Otherwise the testing of the 

application continues 

V Test case steps have to be executed and results should be logged in test log 

V A defect is logged against the failed test cases and it has to be retested once it is fixed 

V Execution Report have to be prepared with the decision of go/no go to UAT 

V Test Management Tool should be finalized and used for execution right from the 

beginning of test execution cycle till the preparation of execution report 
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SOFTWARE DEVELOPMENT LIFE CYCLE (SDLC): 

 
The Software Development life cycle (SDLC) model is:  

1. An approach to have a sequence of steps to system or Software product 
2. To execute the process from start to finish without revisiting any previous step 

 

Why we need SDLC: 

¶ To Execute projects with proven frame work 
¶ To define and focus roles and responsibilities  
¶ To enforce planning and control 
¶ To have consistency among deliverables 
¶ To Increase productivity by executing the project in systematic manner  
¶ To reduce the rework effort during project 

 

SDLC Activities or Phases: 

Project Initiation Phase: 

 This is 1st Phase in the project life cycle, as it involves starting up a new project. 

A project is started by defining its:  

¶ Objectives 

¶ Scope 

¶ Purpose 

¶ Deliverables 

Also in this phase we hire the project team, setup the project office and review the project, to 

gain approval to begin the next phase. The Purpose of the Initiation phase is to start the 

project. 

Concepts Development Phase: 

 The Concept Development Phase may begin after the approval of the completion of 

the initiation project status review and the approval to proceed to the Concept Development 

Phase. 

The focus of the phase is two-fold: 

1. Evaluate feasibility of alternative and 

2. Clearly define and approve project scope, including the system, all deliverables and all 

required activities. 

 Planning:  

 Project Planning ɀ $ÅÔÅÒÍÉÎÅÓ ÔÈÅ ÐÒÏÊÅÃÔȭÓ ÇÏÁÌÓ ÁÎÄ ÒÅÓÕÌÔÓ ÉÎ Á ÈÉÇÈ-level view of 

the potential project. Proper Comprehensive project planning is essential to a successful IT 
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project, and incomplete project planning and analysis are frequently root causes o project 

failure. 

 The purpose o the planning phase is to plan all project processes and activities 

required to ensure project success and to create a comprehensive set of plans, known as the 

project Management Plan (PMP), to manage the project from this phase until project 

termination. 

Requirement Analysis:  

 The Requirement Analysis Phase begins when the previous phase objectives have 

been achieved. Documentation related to user requirements from the Concept Development 

Phase and the planning phase shall be used as the basis for further user needs analysis and 

the development of detailed requirements. 

 The Purpose of the Requirements Analysis Phase is to transform the needs and high 

level requirements specified in earlier phases into unambiguous (measurable and lestable), 

traceable, complete, consistent and stakeholder ɀ approved requirements. 

Design:  

 During the Design Phase the system is designed ti satisfy the requirements identified 

in the previous phases. The Requirements Identified in the Requirements Analysis Phase are 

transformation into a system design document that accurately describes the design of the 

system and that can be used as an input to system development in the next phase. 

The purpose of the design phase is to transform the requirements into complete and detailed 

system design specifications. Once the design is approved, the Development Team begins the 

Development Phase. 

Development:   

The Development phase features a key step in the project System construction. The 

previous phases lay the foundation for system development the following phases ensure that 

the product functions as required. 

 To complete the development phase successfully, two elements are required. 

1. A complete set of design specifications 

2. Proper processes standards and tools. 

The purpose of the development phase is to convert the system design prototyped in the 

design phase into a working information system that addresses all documented system 

requirements. At the end of this phase, the working system will enter the test phase. 

Testing:  

 The test phase focuses on an empirical investigation in which the results describe the 

quality of the system testing cannot confirm a system functions property under all conditions 

but can establish that it fails under specific conditions. 

In the test phase, testing of the system proves that the system meets all requirements, 

including those for performance and security. 
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The purpose of the test phase is to guarantee that the system successfully built and tested in 

the development phase meets all requirements and design parameters. After being tested 

and accepted the system moves to the implementation phase.    

Implementation:  

The Implementation Phase has one key activity:  Developing the new system in its target 

environment. Supporting actions include training end users and preparing to turn the system 

over to maintenance personnel. The purpose of the implementation phase is to deploy and 

enable operations of the new information system in the production environment. 

Operation  and maintenance   

            $ÕÒÉÎÇ ÔÈÅ ÏÐÅÒÁÔÉÏÎÓ ÁÎÄ ÍÁÉÎÔÅÎÁÎÃÅ ÐÈÁÓÅȟ ÔÈÅ ÉÎÆÏÒÍÁÔÉÏÎ ÓÙÓÔÅÍȭÓ ÁÖÁÉÌÁÂÉÌÉÔÙ 

and Performance in executing the work for which it was designed is maintained. System 

ÏÐÅÒÁÔÉÏÎÓ ÃÏÎÔÉÎÕÅ ÕÎÔÉÌ ÔÈÅ ÓÙÓÔÅÍȭÓ ÔÅÒÍÉÎÁÔÉÏÎ ÄÁÔÅȟ when the next phase, disposition, 

begins. The purpose of the operations and maintenance phase is to ensure the information 

system is fully functional and performs optimally until the system reaches its end of life.  

Waterfall methodology:  

Before we actually dig into the beauty of agile, lets udnerstand what is water fall in 

reality: Water fall never says we should not go back to second phase, once we are done with 

it and we are in 3rd phase. If that is so, there is no bugfix in water fall, because development 

comes before testing and you can not develop if you get a bug. 

What is waterfall then?  

Water fall says that, one can not visit the 2nd phase unless he / she is actually on 

second phase. Say, a tester can not start testing unless the project is moved from dev phase 

to testing phase. Basically one can not feel anything early. 

History:  

Winston Royce said in 1970 that: sneak peak testing. This means, a tester should feel 

the testing in a project even before we start with testing phase. 

Waterfall Model main features:  

V Whole process of software development is devided into separate phases  

V Derives from its name, giving cascading effect from one phase to another phase 

V Each ohase has well defined starting and ending point with identifiable deliveries to 

the next phase. 

V Most commonly used model  
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Block Diagram:  

 

Waterfall Model Disadvantages:  

V No working software is produced until late during the life cycle.  
V High amounts of risk and uncertainty.  
V Poor model for complex and object-oriented projects.  
V Poor model for long and ongoing projects. Works well for smaller projects where 

requirements are very well understood. 
V Poor model where requirements are at a moderate to high risk of changing. 
V Rework would be more. 
V No early software 
V No early customer feedback 
V Testing is going to start after coding(No paraalel testing)ĄDefect fixing cost is 

relatively high 
 

Waterfall vs. Agile:  

Waterfall Agile 

Heavy documentation Effective documentation 

Dedicated teams Multi functional teams 

Defined contracts of work Flexible scope of work 

Manged by separate teams Self manageble 

Every phase might not contain a delivery All phases are going to have live product as 
end result. 
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V Model: 

The V-Model for Testing provides a structured development framework, emphasizing 
building quality in  from the initial requirements stage through the final testing stage.  

 

  

V-Model Desription:  

V Development effort begins on the left-hand side of the V-Model with analysis and 
design activities 

V Project is specified top down, making decisions and adding more detail at each new 
specification stage 

V During each analysis or design stage on the left, a test plan is developed, which 
documents the test cases and expected results required to test the implementation of 
the specification in the corresponding testing activity on the right side 

V When the design is complete, the build process begins 
V Once development is complete, the application moves through the testing activities on 

the right hand side of the V 
V Testing done on the right side of then V-Model tests that the related specification on 

the left side is properly implemented  
V During the earlier stages of testing, the focus is on individual components 
V As testing progresses, the focus in on functionality and achievement of the business 

case 
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The V Model demonstrates the relationships between each phase of development life 
cycle and its associated phase of testing .The V Model Illustrates how testing activities can 
be integrated into each phase of the software development Life cycle. 
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Iterative Development Mode l 

 

V Multiple cycles take place here; Cycles are divided up into smaller, more easily 
managed iterations. Each iteration passes through the requirements, design, coding, 
testing and Implementation phases. 

V Easier to test and debug during a smaller iteration.  
V More flexible ɀ less costly to change scope and requirements.  
V A working version of software is produced during the first iteration, so you have 

working software early on during the software life cycle.  
V Iterative or Incremental Development Processes 

 

 

 

 

 

Prototyping,

Rapid Application 
Development (RAD), 

Rational Unified
Process(RUP)

Agiledevelopment
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Agile Methodology:  

Why Agile process is Important:  

          !ÇÉÌÅ ÉÓ Á ÓÏÆÔ×ÁÒÅ ÄÅÖÅÌÏÐÍÅÎÔ ÐÒÏÃÅÓÓȢ )Î ÔÏÄÁÙȭÓ ÒÁÐÉÄ ×ÏÒÌÄȟ 0ÒÏÊÅÃÔ ÓÔÁËÅ ÈÏÌÄÅÒÓ 

×ÁÎÔ ÉÍÍÅÄÉÁÔÅ ÒÅÔÕÒÎ ÏÎ ÔÈÅÉÒ ÉÎÖÅÓÔÍÅÎÔȢ 4ÈÅÙ ÄÏÎȭÔ ×ÁÎÔ ÔÏ ×ÁÉÔ ÌÏÎÇÅÒ ÔÏ ÇÅÔ ÔÈÅ ÆÕÌÌ 

features produÃÔȢ !Ó Á ÒÅÓÕÌÔȟ ÎÏ× Á ÄÁÙȭÓ ÎÅ× ÓÏÆÔ×ÁÒÅ ÄÅÖÅÌÏÐÍÅÎÔ ÁÎÄ ÔÅÓÔÉÎÇ ÆÒÁÍÅ×ÏÒËÓ 

are catching momentum Agile approach. 

In Agile projects are divided in top small features that are in turn developed and 

tested in specific time ɀ frames called as sprint (small cycles).The main idea being ɀ features 

should be developed and tested in specified small time-frames.  

Introduction of Agile process:  

V Agile methods break tasks into small increments with minimal planning, and do not 
directly involve long-term planning.  

V Iterations are short time frames ("time boxes") that typically last from one to four 
weeks.  

V Each iteration involves a team working through a full software development cycle 
including planning, requirements analysis, design, coding, unit testing, and acceptance 
testing when a working product is demonstrated to stakeholders.  

V Team composition in an agile project is usually cross-functional and self-organizing.  
V Team members normally take responsibility for tasks that deliver the functionality an 

iteration requi res.  
V They decide individually how to meet an iteration's requirements.. 
V Most agile implementations use a routine and formal daily face-to-face 

communication among team members.  
 

Principles of agile methods:  

V Customer satisfaction by rapid, continuous delivery of useful software  
V Working software is delivered frequently (weeks rather than months)  
V Working software is the principal measure of progress  
V Even late changes in requirements are welcomed  
V Close, daily cooperation between business people and developers  
V Face-to-face conversation is the best form of communication (co-location)  
V Projects are built around motivated individuals, who should be trusted  
V Continuous attention to technical excellence and good design  
V Simplicity  
V Self-organizing teams  
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Pract ical Implementations of Agile Methods:   

V Agile Modeling 

V Agile unified Process 

V Essential Unified Process (EssUP) 

V Extreme Programming(XP) 

V Feature Driven Development (FDD) 

V Open Unified Process Scrum 

V Linear development 

V SCRUM 

Scrum Characteristics:  

Scrum ÉÓ Á ȰÐÒÏÃÅÓÓ ÓËÅÌÅÔÏÎȱ ×ÈÉÃÈ ÃÏÎÔÁÉÎÓ ÓÅÔÓ ÏÆ ÐÒÁÃÔÉÃÅÓ ÁÎÄ ÐÒÅÄÅÆÉÎÅÄ ÒÏÌÅÓȢ 

Scrum is an iterative, incremental framework for projects and product or application 

development. Scrum has become more and more popular software development and testing 

framework among organizations in the recent past. Many small to large sized it organizations 

have started to embrace scrum framework, as this can create excellent quality products in 

shorter and more quantifiable timeframes than any other traditional software development 

methodologies. This framework can save companies both time and money. 

The main roles in Scrum are:  

The name scrum is inspired from rugby game where team work is main key for the success. 

An agile project management framework and development process where a team of 5 to 10 

people produce increments of products every 14 to 30 days iteration based upon the priority 

of work set by the customer. 

V Products is designed and built iteratively and incrementally using the product 

development life cycle in 2 to 4 weeks duration. 

V At the end of iterations, product is delivered based upon the business value of the 

features as prioritized by the customers. 

V Customer reviews the product and provides feedback to the team. 

4ÈÅ ȰProduct Ownerȱȟ ×ÈÏ ÒÅÐÒÅÓÅÎÔÓ ÔÈÅ ÓÔÁËÅÈÏÌÄÅÒÓ Ánd the business  

V Product owner is the one who decides on priorities of the requirements 

V Product owner is not the person who allocates tasks to team members 

V Product owner may / may not be client-but maintains characteristics 

V Prodcut owner will not give technical suggetions to team members  but decides on 

busuiness 

4ÈÅ ȰScrum Masterȱȟ ×ÈÏ ÍÁÉÎÔÁÉÎÓ ÔÈÅ ÐÒÏÃÅÓÓÅÓ ɉÔÙÐÉÃÁÌÌÙ ÉÎ ÌÉÅÕ ÏÆ Á ÐÒÏÊÅÃÔ ÍÁÎÁÇÅÒɊ 
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V Scrum master is the one who acts as bridge between business and team, means acts as 

bridge between product o×ÎÅÒ ÁÎÄ ÔÅÁÍ ɉÄÅÖȟ ÔÅÓÔ ÅÔÃȣɊ 

V Scrum master should be in a position to help any team member to accomplish their 

tasks by removing impediments in their way. 

V Scrum master should help everyone in the team, from the beginning to the release of 

every scrum. 

V Scrum master should not allocate tasks but helps in understanding business priorities. 

V Scrum master coordinates with QA and UAT team in getting signoffs for the releases. 

V Organizes the scrum calls / stand-up calls. 

4ÈÅ ȰTeamȱȟ Á ÃÒÏÓÓ-functional group of about 7 people who do the actual analysis, design, 

implementation, testing, etc.  

V Here, the cross-functional means, there is no separate tag like tester/developer or 

business user, rather every one is part of every group. 

V The above statement clarifies that, every one should be having exposure into multiple 

domains and technology.  

V Team members in agile are self organized and self manageble. 

4ÈÅ Ȱ-ÁÎÁÇÅÍÅÎÔȱ ÆÏÌËÓ ÁÒÅ ÓÏÍÅÏÎÅ ×ÈÏ ÉÓ ÎÏÔ ÒÅÓÐÏÎÓÉÂÌÅ ÆÏÒ ÁÎÙ ÄÅÌÉÖÅÒÉÅÓ ÏÒ ÓÏÍÅÏÎÅ 

who is not part of the group but someone who is interested in the project. 

V In Agile team, management doesnot invlove in the allocation of the tasks or priority 

defination of any activities. 

V Management is not allowed to speak in scrum calls. 

Stand-up Calls 

   Agile beleives that, people can speak hours to gether in meetings but the output is valuable 

of 15mins worth a day, hence all meetings in agile methodology are stand up meetings, 

×ÈÅÒÅ ÐÅÏÐÌÅ ÓÈÏÕÌÄ ÓÔÁÎÄ ÁÎÄ ÓÐÅÁËȟ ÈÅÎÃÅ ÔÈÅÙ ×ÏÎȭÔ ÓÐÅÁË ÍÏÒÅ ÔÈÁÎ ρυÍÉÎÓ-which is 

actually required for the project. 

Note: Stand up call generally happens every day at the morning. 

Generally, in a call below things are discussed:  

V What did you do yesterday? 

V What are you going to do today? 

V Are there any obstacles in your way? 

V Strictly, no resolutions in the meetings ɀ resolutions offline. 

  Terminologies used in Agile  

V Stories 
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V Iterations 

V Complexity points 

V Iteration Velocity  

V Product Backlog / Iteration Backlog 

V Scrum / Daily Stand Up Meeting 

V Iteration Planning Meeting (IPM) 

V Iteration Review Meeting 

V Showcase and Retrospective Meeting 

V Burn Up and Burn-Down Chart 

The Scrum Framework  

 

SCRUM PROCESS: 

V Stpe1:  In Agile methodology all requirements are divided into stories. 

V Step 2:  Agile methodology Works in Iterations. Iteration means time line fixed to 

deliver the Stories without defects. In general Iteration durations are 1 week, 2 weeks 

or 1month 

V Step 3: Business Analysts will send stories to the team in the starting day of iteration. 

V Step 4: When Iteration starts Developers start working on coding at the same time 

Testers work on designing of test cases. When the Stories are ready for testing Testers 

will execute all the test cases. 

V Step 5: Scrum Master Coordinates the Agile project and in Scrum meetings with all 

ÔÅÁÍÓ ɉ"!ȭÓȟ -ÏÄÅÌÅÒÓȟ $ÅÖÅÌÏÐÅÒÓȟ 4ÅÓÔÉÎÇ ÔÅÁÍɊ ÄÉÓÃÕss about the status on the 

story 

V Step 5: By the end of iteration all the stories testing should be completed without any 

defects 
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V Step 6: Product Owners i.e. Customers will test the product. 

V Success criteria for Iteration: 1.No critical defects by end of the Iteration, No high 

defects by end of the iteration 

What testers can expect:  

V New features are added to the software in each of the Iteration.  

V Test Teams should expect to run one or more complete test cycle in each iteration of 
the project, including regression testing previously delivered features as well as the 
current feature. 

V Testers, Business Analysts, and Developers will work together as an integrated team 
to define, build, and test software. Testing spans the iteration (time) and spans across 
the team (roles). 

V Requirements and code continue to change during test cycles. 

V Environments and test data must be ready earlier and more closely managed. 

How testers will benefit from an agile approach  

V More features are fully completed earlier in the project, removing the need for a long, 
high-pressure testing cycle right before the product moves to production.  

V Business Analysts and Testers have more opportunity to provide and receive 
feedback on the software earlier in the project, leading to fewer major changes late in 
the effort.   

V More Developer testing reduces the number of "common" defects that the testers 
need to worry about and reduces the amount of time spent managing large amounts 
of defects.   

V The defect report/fix cycle is dramatically shortened. 

V An Agile approach can more easily accept changes in customer requests. 

Challenges for testers:  

V Tests must be able to run quickly and repeatedly. Iterations last 2-6 weeks. Each 
iteration should include one to many full testing cycles.  This is a huge challenge for 
efforts that rely on mostly manual testing. 

V Test case creation should begin concurrently with the elaboration of the feature. 

V Test execution must start as soon as features are ready, requiring environments and 
data to be set up during the first iteration.  

V Performance Testing may need to occur earlier than traditional waterfall efforts.  

V Requirements and code are changed during test cycles, requiring more flexible test 
schedules, and more regression testing.  
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V Integrating with non-agile projects, can present a timing challenge, as other projects 
might not have their side of integration points built early enough to do extensive 
testing. 

V Managing test data and environments on shorter time frames. 

 

Checkpoints  

V Agile Development is a part of which software Development model?  

V What is Velocity?  

V A user story is developed by a?  

Burn Down Chart  

V The purpose of the burn down chart is to have a visual representation of the amount 

of work left to complete in the current iteration.  

V It gives a simple view of the sprint progress. 

V Ideally should burn down to zero to the end of the Sprint 

V The outstanding work (or backlog) is often on the vertical axis, with time along the 

horizontal 

 

V The problem is that burn down charts lack two essential pieces of information.  

V First, how much work was actually accomplished during a given iteration (as opposed 

to how much work remains to be completed)   

V Second how much total work the project contains (or if you prefer how much scope 

has increased each iteration).  
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Extreme Programming  (XP)  

   One of the most well-known agile development life cycle models. The    methodology 

claims to be more human friendly than traditional development methods. Some 

characteristics of XP are: 

V  It promotes the generation of business stories to define the functionality. 

V It demands an on-site customer for continual feedback and to define and carry out 

functional acceptance testing. 

V It promotes pair programming and shared code ownership amongst the     developers. 

V It states that component test scripts shall be written before the code is written and 

that those tests should be automated. 

V It states that integration and testing of the code shall happen several times a day. 

V It states that we always implement the simplest solution to meet today's problems. 

Differe nces b/w XP & Scrum 

V Scrum teams typically work in iterations (called sprints) that are from two weeks to 

one month long while XP one or two weeks long. 

V Scrum teams do not allow changes into their sprints. XP teams are much more 

amenable to change within their iterations. 

V Extreme Programming teams work in a strict priority order . Features to be developed 

are prioritized by the customer and the team is required to work on them in that 

order. By contrast, the Scrum product owner prioritizes the product backlog but the 

team determines the sequence in which they will develop the backlog items.  
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Problems with agile methods  

V Agile says avoid documentation, and it is difficult to have a project which is document 

free. 

V It can be difficult to keep the interest of Customers who are involved in the process. 

V Team members may be unsuited to the intense involvement that characterizes agile 

methods. 

V Prioritizing changes can be difficult where there are multiple stakeholders. 

V Maintaining simplicity requires extra work. 

V Requirement will not be freeze, which causes more rework. 

How to overcome the challenges  

V Agile allows documentation but one should try to avoid it, meas ɀ one should not have 

lengthy documentation for any requirements. 

V Follow better documentation approaches such as-specification by example, which 

says there is no separate document for requirements and separate for testing / uat. 

Rather have one document which can be used by all. 

V Requirements should be priorotized always in a way that, one should get output 

always for every release as a live product. 

V Say, there is a coffee vending machine project, one should not prepare a draft plan and 

say that this is the output of my first sprint as iam in planning phase. 

V But, the expectation from agile is, one should come up with a coffee vending machine 

itself, may be out of 10, only 2 options are in working condition which gives some use 

to client. 

Best Practices / Lesson Learnt  

V Iteration Tracker 

V Stand Up meetings 

V Defect Query Log 

V Retrospective 

V Defect Removal Efficiency Sheet(DRE) 

V Withdrawn Defects Analysis Report 

V Maintain proper backup plan for every resource in the team 

V Automate whatever and where ever 

V Continuous integration ɀ there are tools available in market 

V Script less automation ɀ for the use of business users 

V Specification by example ɀ best documentation approach 
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Differences you felt in V -model and Agile Model?  

V-Model  Agile Model  

1.Verification and validation Quick moving process 

2.Requirements are freezed Requirements change dynamically so 
they are not freezed. 

3. )ÔȭÓ ÖÅÒÙ ÒÉÇÉÄ ÁÎÄ ÌÅÁÓÔ ÆÌÅØÉÂÌÅ ÁÎÙ ÃÈÁÎÇÅÓ 
happen mid way, not only the requirements 
documents but also the test documentation 
needs to be updated. 

Business requirements are designed in 
the form of iterations, which makes the 
requirements update process to be 
flexible. 

4.The execution of operation ,maintenance 
repair and disposal of the system are not 
covered by the v-Model 

Ex3ecution, Repair and Maintenance are 
covered in Agile model. 

5. Involve more documentation. Document 
involves details of operations performed in 
before stage. 

 Less documentation because there is 
frequent communication between team 
members of different  stage 

When to go for agile methodology?  

V When the requirements change dynamically. 

V Continues monitoring of project by client. 

When not to go for agile methodology?  

V When there are dependencies. 

V When there is communication barrier between team members or client this makes no 

quick response from them. 

V &ÏÒ ÐÒÏÊÅÃÔÓ ×ÈÅÒÅ ÒÅÑÕÉÒÅÍÅÎÔÓ ÄÏÅÓÎȭÔ ÃÈÁÎÇÅ ÄÙÎÁÍÉÃÁÌÌÙȢ 

Highlights:  

V Several surveys say, agile methodology will be used in 90+% of the projects by all 

software industries. 

V The purest form of agile will yeild the better results, means: 

o Agile + best practices + Scrum -> Scragile 

o Agile - best practices + Scrum  ->  Fragile 

Interview Ques tions  

1. What is SDLC? Can you explain me in detail? Why do we need SDLC? 

2. Define various SDLC phases? 

3. Describe below models with life cycle, Advantageous, disadvantageous? 
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V Waterfall Model  

V V Model 

V Prototype Model 

V Iterative Model 

V Spiral Model 

V RAD Model 

4. Can you explain waterfall model in Manual Testing? 

5. Can you explain V Model in Manual Testing with your real Time experience? 

6. Explain the difference between Waterfall and V Model? 

7. Explain differences between V Model and Agile Methodology? 

8. Explain the SCRUM Framework process in your Project?  

9. Explain Verification Validation Model with each level of Testing? 

10. What are the different agile methodologies Implementations? Explain the difference 

between agile methodology and Scrum Frame work? 

11. For which type of projects SCRUM Framework is suitable? 

12. What are the agile methodologies Principles? 

13. How testers will benefit from an agile approach? 

14. What are the challenges for testers in agile methodology? 

15. For which type of Projects Agile Methodology is not suitable? 

16. How you decide Iteration Backlog in your Project? 

17. What is Iteration Planning Meeting, Retrospective Document in Agile Methodology? 

18. List few differences between Agile, V model in terms of 

a. Documents preparation 

b. Testing Life Cycle 

19. How you are able to complete all the activities in Testing in short life cycle? 

20. What are the roles and responsibilities of SCRUM Master? 
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APPLICATION LIFECYCLE MANAGEMENT:  

 
HP (Hewlett Packard) Application Life cycle Management formerly known as Quality 

Center is a Test Management tool to manage entire Quality Assurance and testing process for 
an organization. Quality Center is a upgraded version of Test Director built by the same 
vendor Mercury (Now acquired by HP in 2007).Test Director Version 8.2 onwards is known 
as Quality Center. The current version of HP ALM is 11.5.  
 
Application Life Cycle Management versions:  
 

1) Test Director 

2)  8.0 - First Version QC 

3)  8.2 - SP1 

4)  9.0 - In 2006 

5)  9.2 - In 2007 

6) 9.5 - In 2008 

7) 10.0 - In 2009 

8) 11.0 - In 2010 

9) 11.5 - ALM 

Quality Centre is a web-based test management tool. It gives us a centralized control over 
the entire testing life cycle. It gives an easy interface to manage and organize activities like 
Requirements coverage, Test Case Management, Test Execution Reporting, Defect 
Management, and Test Automation. All these activities are provided from a single tool, which 
is web-based and can be accessed from anywhere. Hence, making the task of the testers and 
managers easy. 
 
Application life Cycle management can be divided into two pa rts:  
- Site Administrator Bin 
- Application lifecycle Management Bin 
Site Administration Bin:  Site administration bin is used for all the administrative activities. 
Password for site admin is defined during the installation so make sure that remember the 
password during installation.  
 
We generally do the following activities in Site Administration Bin:  
- Creating the projects 
- Assigning users to the projects 
- Creating specific roles 
- Configuring the mail servers 
- Verifying licensing information 
- Information about database 
 
Application Life Cycle Management Bin: This part of Quality Centre gives functionality of 

http://www.softwaretestinghelp.com/category/software-testing-tools/
http://www.softwaretestinghelp.com/what-is-actual-testing-process-in-practical-or-company-environment/
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everything that as a tester or test manager need to do in our day to day activity apart from 
execution. This is the most common interface used by the customers or users.  
 
We generally do the following activities in ALM BIN:  
 
Creating Releases and Cycles 
Defining requirements 
Creating test cases 
Executing test cases 
Raising defects 
Traceability, 
Integration with functional and Regression test tools (QTP and load runner)  
 
Application Life Cycle Management Login process:  
How to start Quality Center:  
Step 1: To start Application Life Cycle Management type the address http://<QC  [server 
Name] [local host]>[<:port number >]/qcbin    in Qc explorer. 
Ex: http://localhost:8080/qcbin  
3ÔÅÐ ςȡ #ÌÉÃË Ȱ!ÐÐÌÉÃÁÔÉÏÎ ÌÉÆÅ ÃÙÃÌÅ ÍÁÎÁÇÅÍÅÎÔȱ ÉÃÏÎ  
Step 3: Enter the user name and password then Authenticate button gets activated. click on 
it. The Domain and project fields get activated. Depending on your login credentials you have 
access to certain projects. 

 
3ÔÅÐ τȡ #ÈÏÏÓÅ ÔÈÅ $ÏÍÁÉÎ ÁÎÄ ÐÒÏÊÅÃÔ ÁÓ ÒÅÑÕÉÒÅÄ ÁÎÄ ÃÌÉÃË Ȱ,ÏÇÉÎȱ ÂÕÔÔÏÎȢ /ÎÃÅ ÌÏÇÇÅÄ ÉÎÔÏ 
Application Life Cycle Management window it displays the modules in which we are working. 
Step 5: The user domain, project and user information is displayed on the upper  
Right hand corner .Also notice the side bar it contains the below components. 

V Dashboard 
V Management 
V Requirements 
V Testing 
V Defects 

http://localhost:8080/qcbin
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/hp-quality-center-2.jpg
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Application  Life  Cycle Management  testing  process: 

Application Life Cycle Management flow  
 

 
 
Release Management Module: 
Releases: The Releases module enables us to define releases and cycles for managing the 
testing process.  
Release: Release is nothing but a significant change or changes that are going live at a given 
time. 
Cycles: Cycles are the different sets of testing efforts that are performed to facilitate the 
release. 

 
Observations:  
ü Each release comes with a predefined set of requirements that are expected to be 

done by a certain time. 
ü The phases are nothing but cycles. Each release will have different cycles within it. 
ü Both cycles and Releases have start and end dates defined. 

 

Steps to create a new release/cycle in ALM:  

Step #1: Login to Application Life Cycle Management into with valid user name and 
password, then select the domain and project which we required. 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/HP-Quality-Center.png
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-release-cycle.jpg
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Step #2: 'Ï ÔÏ ÔÈÅ ÓÉÄÅ ÂÁÒ ÏÐÔÉÏÎÓ Ȱ-ÁÎÁÇÅÍÅÎÔ-Є2ÅÌÅÁÓÅÓȱȢ 
Step #3: Create Release folder: We can create a new release folder or directly create a release 
ÈÅÒÅȢ 4Ï ÃÒÅÁÔÅ Á ÎÅ× ÆÏÌÄÅÒȟ ÃÈÏÏÓÅ ÔÈÅ Ȱ.Å× 2ÅÌÅÁÓÅ &ÏÌÄÅÒȱ ÆÒÏÍ ÔÈÅ ÍÅÎÕ ÏÒ ÒÉÇÈÔ ÃÌÉÃË 
ÏÎ ÔÈÅ Ȱ2ÅÌÅÁÓÅÓȱ ÒÏÏÔ ÆÏÌÄÅÒ ÁÎÄ ÃÈÏÏÓÅ Ȱ.Å× 2ÅÌÅÁÓÅ &ÏÌÄÅÒȱȢ  Enter the name and Click OK. 
The folder gets added to the hierarchical structure under Releases. 

 
 
Enter the folder name:  

 
Step #4: Create Release: 5ÎÄÅÒ ÔÈÅ ÎÅ×ÌÙ ÃÒÅÁÔÅÄ ÆÏÌÄÅÒȟ ×Å ÃÁÎ ÁÄÄ Á Ȭ.Å× 2ÅÌÅÁÓÅȱ ÁÎÄ ×Å 
ÃÁÎ ÃÈÏÏÓÅ ÔÈÅ Ȱ.Å× 2ÅÌÅÁÓÅȱ ÆÒÏÍ ÔÈÅ ÍÅÎÕ ÏÒ ÒÉÇÈÔ ÃÌÉÃË ÏÎ ÔÈÅ ÒÏÏÔ ÆÏÌÄÅÒ ÁÎÄ ÃÈÏÏÓÅ 
Ȱ.Å× 2ÅÌÅÁÓÅȱ ÏÒ ÃÈÏÏÓÅ #ÔÒÌϹ2Ȣ %ÎÔÅÒ ÔÈÅ .ÁÍÅȢ  As we can see, a start date and end date are 
the required fields. There is a description box where we can enter any text and then we can 
upload any supporting documents under attachments. Enter the information as required and 
click OK. 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Release-Cycle-1.jpg
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Release-Cycle-2.jpg
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Enter release deta ils  

 
Step #5: The release gets added. 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Release-Cycle-3.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Release-Cycle-4.jpg
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New Release folder name Ą Release name -ĄCycles 
Project Name -Ą Release version ĄCycles 
Policy Magic -Ą May Release Ą Cycles(1,2&3) 
Step #6: Adding cycles: The next step is to add cycles. Under the newly added release, the 
options to add a new release folder or release are disabled. We have options in the menu to 
add new cycle activated or the right click menu has the option or Ctrl+Y keys can be used. 
Use one of these and choose to add a new cycle. Again name, start date and end date are 
mandatory items. Enter the same and click OK. 
 

 
 
Enter cycle details:  

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Release-Cycle-5.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Release-Cycle-6.jpg
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Step #7: The cycle will now get added under the cycle. This is how the May and June release 
information from our table is going to look once it is all added to ALM. 

 
Step #8: There are some validations for entering the cycle dates. They have to fall within the 
range of the release dates under which the cycle is created. If not, a validation message gets 

displayed. 

 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Release-Cycle-7.jpg
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Release-Cycle-8.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Release-Cycle-9.jpg
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Step #9: /ÎÃÅ ÉÔ ÉÓ ÃÒÅÁÔÅÄȢ #ÈÏÏÓÅ ÔÈÅ Ȱ-ÁÙ ÒÅÌÅÁÓÅȱ ÁÎÄ ÏÂÓÅÒÖÅ ÉÔÓ ÄÁÔÁȢ The master plan 
tab will display the time line for the release with its cycle information: 

 
 
Step #10: The Status attachment displays the progress of the release: 

 
 
Requirements: The Requirements module enables us to specify our testing requirements. 
This includes Defining Requirements, Creating Requirement tree and requirement Coverage. 
 

Steps to Create requirements:  

Step #1: 'Ï ÔÏ Ȱ2ÅÑÕÉÒÅÍÅÎÔÓ-Є2ÅÑÕÉÒÅÍÅÎÔÓȱ ÏÐÔÉÏÎ ÆÒÏÍ ÔÈÅ !,- ÓÉÄÅÂÁÒȢ 
Step #2: Create new requirement folder. We can create a new requirement folder in 3 
×ÁÙÓȢρȢ"Ù ÃÌÉÃËÉÎÇ Ϲ ÉÃÏÎ ÄÉÒÅÃÔÌÙ ÏÒ ÃÈÏÏÓÅ ÔÈÅ Ȱ.Å× ÒÅÑÕÉÒÅÍÅÎÔ ÆÏÌÄÅÒȱ ÆÒÏÍ ÔÈÅ ÍÅÎÕ ÏÒ  
2ÉÇÈÔ ÃÌÉÃË ÏÎ ÔÈÅ Ȱ2ÅÑÕÉÒÅÍÅÎÔÓȰÒÏÏÔ ÆÏÌÄÅÒ ÁÎÄ ÃÈÏÏÓÅ Ȱ.Å× ÒÅÑÕÉÒÅÍÅÎÔ ÆÏÌÄÅÒȱȢ %ÎÔÅÒ ÔÈÅ 
name and click ok. The folder gets added to the hierarchical structure under Requirements. 
In this way we can add folder structure as per release module. 
New requirement folder Ą Release name Ą new requirement name. 
 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Release-Cycle-10.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Release-Cycle-11.jpg
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Step #3: Once created, we can choose in the tree folder structure and add additional 
properties. 

 
Step #4: Adding Requirements: .Ï× ×Å ÃÁÎ ÁÄÄ ÏÎÅ ÎÅ× ÒÅÑÕÉÒÅÍÅÎÔȟ ÔÏ ÃÌÉÃË ÏÎ Ȱ.Å× 
2ÅÑÕÉÒÅÍÅÎÔȱ ÉÃÏÎ ÆÒÏÍ ÔÈÅ ÍÅÎÕ ÕÎÄÅÒ  ÆÏÌÄÅÒ ×ÈÉÃÈ ×Å ×ÁÎÔ ÔÏ ÁÄÄ ÔÈÅ ÒÅÑÕÉÒÅÍÅÎÔ ÏÒ 
Right click on the folder  which we want to adÄ  ÔÈÅÎ ÃÈÏÏÓÅ Ȱ.Å× 2ÅÑÕÉÒÅÍÅÎÔȱ 4ÈÅ ÁÕÔÈÏÒ 
name gets auto-populated. Enter the name and choose the relevant requirement type from 
ÔÈÅ ÄÒÏÐ ÄÏ×ÎȢ ) ÁÍ ÇÏÉÎÇ ÔÏ ÃÈÏÏÓÅ Ȱ4ÅÓÔÉÎÇȱȢ 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Create-Requirement.jpg
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Create-Requirement-1.jpg
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Step #5: Link the requirement to a cycle and release:  Once you have added the requirement 
name and other details, we can now link it to any release and cycles as desired. We can do 
ÔÈÁÔ ÂÙ ÃÌÉÃËÉÎÇ ÏÎ ÔÈÅ Ȱ4ÁÒÇÅÔ 2ÅÌÅÁÓÅȱ ÄÒÏÐ ÄÏ×Î ÁÎÄ ÓÅÌÅÃÔÉÎÇ ÔÈÅ ÒÅÌÅÁÓÅ ÉÎÆÏÒÍÁÔÉÏÎȢ 
Since in our example this belong to the may release I am going to choose the same from the 
dropdown. 
Note: You can associate a requirement with more than one release. 

 

 
 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Create-Requirement-2.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Create-Requirement-3.jpg
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Step #6: 4Ï ÃÈÏÏÓÅ ÔÈÅ #ÙÃÌÅȢ #ÌÉÃË ÏÎ Ȱ4ÁÒÇÅÔ #ÙÃÌÅȱ ÄÒÏÐ ÄÏ×Î ÁÎÄ ÃÈÏÏÓÅ ÔÈÅ ÒÅÑÕÉÒÅÄ 
Cycle. Since our login is a crucial function, I would like to perform it in every cycle. So I am 
going to map it to all 3 cycles under the May release. Here is how I do it. 
 

 
 
Step #7: we can then assign additional details like the priority, provide attachments and 

other details before you Submit. The requirement gets added. 

 
 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Create-Requirement-4.jpg
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Create-Requirement-5.jpg
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Step #8: If we need to modify or update the requirement we can do so, by double clicking 
from the tree view. The following window opens up: 

 
 
Step #9: &ÏÒ ÅÖÅÒÙ ÒÅÑÕÉÒÅÍÅÎÔ Á Ȭ2ÅÑȢ )$ȱ ÇÅÔÓ ÁÕÔÏ ÇÅÎÅÒÁÔÅÄȢ )Î ÔÈÉÓ ÃÁÓÅȟ ÉÔ ÉÓ ȰχȱȢ 
Step #10: Also there are other features like requirement traceability, test coverage, etc in the 
ÓÉÄÅ ÂÁÒ ÏÆ ÔÈÅ Ȱ2ÅÑÕÉÒÅÍÅÎÔ $ÅÔÁÉÌÓȱ ÄÉÁÌÏÇȢ 7Å ×ÉÌÌ ÄÉÓÃÕÓÓ ÁÌÌ ÔÈÁÔ ÉÎ ÄÅÔÁÉÌÓ ÏÎÃÅ ×Å ÆÉÎÉÓÈ 
understanding the end to end flow from releases/cycles-requirements-tests-test sets-defects. 
 
Requirements and Release Statistics:  
Now that we created one requirement and linked it with a Release and Cycle, let us see how 
ÔÈÉÓ ÌÉÎËÉÎÇ ÅÆÆÅÃÔ ÔÈÅ Ȱ2ÅÌÅÁÓÅȱ ÁÎÄ Ȱ#ÙÃÌÅȱ ÐÒÏÐÅÒÔÉÅÓ ÆÏÒ ÔÈÅ ÏÎÅÓ ×Å ÃÒÅÁÔÅÄ ÅÁÒÌÉÅÒȢ 
1) Navigate ÂÁÃË ÔÏ Ȱ-ÁÎÁÇÅÍÅÎÔ-Є2ÅÌÅÁÓÅÓȱ ÆÒÏÍ ÔÈÅ ÓÉÄÅÂÁÒȢ 
2) Select one of the cycles we added earlier. Notice the properties: 
 

 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Create-Requirement-6.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/QC-requirements.jpg
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4ÉÐȡ )Æ ÔÈÅ ÓÔÁÔÉÓÔÉÃÓ ÄÏÎȭÔ ÒÅÆÌÅÃÔ ÙÏÕÒ ÃÈÁÎÇÅÓ ÁÓ ÓÏÏÎ ÁÓ ÙÏÕ ÁÃÃÅÓÓ ÔÈÉÓ ÐÁÇÅȟ ÈÉÔ ÔÈÅ ÒÅÆÒÅÓÈ 
button in the menu. 
1) Notice the statÉÓÔÉÃÓ ÓÅÃÔÉÏÎȠ ÉÔ ÓÈÏ×Ó Ȱρȱ ÆÏÒ ÔÈÅ Ȱ2ÅÑÕÉÒÅÍÅÎÔÓ ÁÓÓÉÇÎÅÄ ÔÏ ÃÙÃÌÅȱȢ )Ô ÎÏ× 

clearly indicates how many requirements are associated to this cycle. 
4) Same thing with the Release. Hit the refresh button if tÈÅ ÓÔÁÔÉÓÔÉÃÓ ÄÏÎȭÔ ÇÅÔ ÕÐÄÁÔÅÄ 
immediately. 

 
Remember, that ALM does not mandate that a requirement created be mapped back to a 
release or cycle. It is merely a best practice to do so and when done, you can completely 
leverage the ALM features to your benefit. The same thing applies with Tests. Once you 
ÃÒÅÁÔÅ ÔÈÅ ÔÅÓÔÓ ÙÏÕ ÄÏÎȭÔ ÎÅÃÅÓÓÁÒÉÌÙ ÈÁÖÅ ÔÏ ÌÉÎË ÔÈÅÍ ÂÁÃË ÔÏ ÒÅÑÕÉÒÅÍÅÎÔ ÁÎÄȾÏÒ ÒÅÌÅÁÓÅȢ 

"ÕÔ ÔÈÅÎȟ ÙÏÕ ×ÉÌÌ ÎÏÔ ÂÅ ÕÔÉÌÉÚÉÎÇ ÔÈÅ ÔÏÏÌ ÉÔÓ ρππϷ ÉÆ ÙÏÕ ÄÏÎȭÔȢ 
 
 
Observations:  
 
1) In real time projects, all the data i.e. the requirements and tests are created in either excel 
sheets or word documents instead of directly creating them in ALM. This is not a tool 
imposed pre-requisite but testing teams across different companies find this more 
comfortable. One of the reasons for this is that you can keep local copies of the data on your 
machine thus reducing the network overhead. 
2) You can import the data (requirements or tests) into ALM from Microsoft Word or Excel. 

To do so, you will need HP ALM Microsoft Word Add-in or HP ALM Microsoft Excel Add-in 
respectively. 
3) You can also integrate ALM with an email server to make sure automatic email alerts can 
be sent to concerned parties based on certain conditions. For example, when a new defect is 
logged in or there has been a status change of the defect etc. 
4) While creating folders, releases and cycles make sure that you choose the right parent 
node. 
5) ALM organizes and stores data in a Grid or tree form. 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/QC-requirements-1.jpg
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Test Plan: The Test Plan module enables us to develop test cases based on testing 
requirements.  
 
ü How to create test cases in Quality Center 
ü How to link test cases to requirements 
ü Creating test suites in Quality Center 

Creating Test  Cases in HP ALM/Quality Center 

Gmail features in the May release: 

1) Login ɀ with correct credentials 

a) Launch Gmail, Enter correct user name, enter correct password and click login 
b) Launch Gmail, Enter correct user name, enter correct password, select Ȱ3ÔÁÙ ÓÉÇÎÅÄ 
ÉÎȱ ÁÎÄ ÃÌÉÃË ÌÏÇÉÎ 

 
2) Login ɀ incorrect credentials 

a) Launch Gmail, Enter correct username, incorrect password and click Login 
b) Launch Gmail, Enter incorrect username, correct password and click Login 
c) Launch Gmail, enter incorrect username, incorrect password and click Login. 

 

 
 
 
 
Example for writing test case for login with correct credentials.  
Test  
Case
# 

Test Case  
Description 

Step 
# 

Steps to 
perform 

Test Data Expected Result Actual 
Result 

Comm
ents 

 
 
 
 
 

1.a 

 
 
 
 
1.Loing with 
valid 
credentials 

1 Open 
browser and 
enter valid 
url  

url: 
www.gm
ail.com 

Gmail home page 
should be displayed 

  

2 Enter valid 
User Name 

Usernam
e : 
krishna 

The username should 
be entered into the 
username filed. 

  

3 Enter valid 
password 

Password 
: 
qtp@123
4 

The password should 
be entered into the 
password field and 
characters are hidden 
as dots 

  

http://www.softwaretestinghelp.com/web-testing-example-test-cases/
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4 Click sign in 
button 

 The user logged into 
gmail.com page and 
inbox page should be 
displayed 

  

  
Steps to create test cases under Test Plan tab: 
Step #1: Login to ALM into the right project. Create the release, cycles and requirements as 
described in the previous tutorials. 
Step #2: 'Ï ÔÏ ÔÈÅ 4ÅÓÔ 0ÌÁÎ ÔÁÂ ÂÙ ÃÈÏÏÓÉÎÇ ȰTesting->Test Planȱ ÆÒÏÍ ÔÈÅ ÓÉÄÅ ÂÁÒȢ 
 
Step #3: #ÈÏÏÓÅ Ȱ3ÕÂÊÅÃÔȱ ÁÓ ÙÏÕÒ ÈÏÍÅ ÆÏÌÄÅÒ ÁÎÄ ÃÒÅÁÔÅ Á ÓÕÂ ÆÏÌÄÅÒ Ȱ!,- ÔÒÁÉÎÉÎÇȱ ÕÎÄÅÒ 

ÉÔȢ ) ÁÍ ÇÏÉÎÇ ÔÏ ÃÒÅÁÔÅ Ȱ-ÁÙ 2ÅÌÅÁÓÅȱ ÁÎÄ Ȱ*ÕÎÅ 2ÅÌÅÁÓÅȱ 3ÕÂ Folders under it. 

 
 
Step #4: Go to May Release folder and choose the option to create a new test. 

 
 
Step #5: %ÎÔÅÒ ÎÁÍÅ ÁÎÄ ÔÈÅÎ ÃÈÏÏÓÅ ÔÈÅ ȰÔÙÐÅȱȢ #ÈÏÏÓÅ ȰÍÁÎÕÁÌȱ ÆÏÒ ÏÕÒ ÔÕÔÏÒÉÁÌȢ 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Test-Plan-tab-in-Quality-Center.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Test-Plan-tab-in-Quality-Center-1.jpg
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Step #6: Enter the other details. The designer name will be auto populated based on your 
login credentials.  Click OK. The test gets added. 
 

 
Step #7: .Ï× ÙÏÕ ÃÁÎ ÁÄÄ ÙÏÕÒ ÓÔÅÐÓȢ #ÌÉÃË ÏÎ ÔÈÅ Ȱ$ÅÓÉÇÎ 3ÔÅÐÓȱ ÔÁÂȢ #ÌÉÃË ÏÎ Ȱ.Å× 3ÔÅÐȱ 
icon. 

 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Test-Plan-tab-in-Quality-Center-2.jpg
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Test-Plan-tab-in-Quality-Center-3.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Test-Plan-tab-in-Quality-Center-4.jpg
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Step #8: Enter the step details. The description and Expected Results fields come up 
complete text editing features that are self explanatory. 

 
 
 
 

 
 
 
 
 
Step #9: I am going to create all the steps as shows above. This is how the completed test 
case looks like: 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Test-Plan-tab-in-Quality-Center-5.jpg
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This completes the process of adding test cases and steps to them. 
 
Step #10: Under May release I am going to add some more test cases. 

 
Linking Test Cases to Requirements:  
Steps to link test cases and requirements: 
1) Select a test case created and click on it. All the properties get displayed in the right hand 
ÓÉÄÅ ÔÁÂȢ 'Ï ÔÏ Ȱ2ÅÑ ÃÏÖÅÒÁÇÅȱ ÔÁÂ ÁÎÄ ÃÌÉÃË ÏÎ Ȱ3ÅÌÅÃÔ 2ÅÑȱ 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Test-Plan-tab-in-Quality-Center-6.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Test-Plan-tab-in-Quality-Center-7.jpg
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2) The requirements tree gets displayed on the side. Expand the tree and select the needed 
requirements. 
 

 
3) Once done, close the requirement tree. You can link a test case to as many requirements as 

you would like. This is how the added requirement looks. 

 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Linking-Test-Cases-to-Requirements.jpg
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Linking-Test-Cases-to-Requirements-2.jpg
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4) Let us now check, how this mapping effects the requirement. Go to Requirements tab from 
the side bar. DÏÕÂÌÅ ÃÌÉÃË ÏÎ ÔÈÅ ÒÅÑÕÉÒÅÍÅÎÔ ÔÈÁÔ ÙÏÕ ÊÕÓÔ ÍÁÐÐÅÄ ÁÎÄ ÎÏÔÉÃÅ ÔÈÅ Ȱ4ÅÓÔ 
#ÏÖÅÒÁÇÅȱ ÄÅÔÁÉÌÓȡ 

 
9ÏÕ ÓÅÅ ÈÏ× ÔÈÅ ÔÅÓÔ ÄÅÔÁÉÌÓ ÁÎÄ ÉÔȭÓ ÔÈÅ ÔÅÓÔȭÓ ÓÔÁÔÕÓ ÉÓ ÄÉÓÐÌÁÙÅÄȢ 3ÉÎÃÅ ÔÈÉÓ ÔÅÓÔ ×ÁÓ ÊÕÓÔ 
ÃÒÅÁÔÅÄ ÁÎÄ ÎÅÖÅÒ ÒÕÎȟ ÔÈÅ ÃÏÖÅÒÁÇÅ ÓÔÁÔÕÓ ÓÈÏ×Ó ÁÓ Ȱ.Ï 2ÕÎȱȢ ,ÅÔ Õs now move on in our 
tutorial and learn how to run a test. 

Ȱ4ÅÓÔ ,ÁÂȱ ÔÁÂ ÉÎ !,-ȡ 
Test Lab: The Test Lab module enables us To run tests on the application and analyze the 
results. 
 
Imagine we have just begun the May release testing phase. The first cycle is Smoke test. We 
are not going to execute all the test cases we have. 
¶ Briefly, a smoke test is a high level test performed by the QA team on an AUT as soon 

as the code is deployed to make sure the application did not break. So we are only 
going to execute test cases 1-a and 2-c. 

¶ Similarly for sanity testing, which is checking the key functionality of the AUT? We 
will execute 1-a, 1-b and 2-e 

¶ Functional testing is everything. 
Test lab tab will help us create test sets that contain the test cases that we need to execute in 

ÅÁÃÈ ÐÈÁÓÅȢ 4ÈÉÓ ÉÓ ×ÈÅÒÅ ÔÈÅ ÔÅÓÔÅÒ ÃÁÎ ÅØÅÃÕÔÅ ÔÈÅ ÔÅÓÔÓ ÁÎÄ ÒÅÃÏÒÄ ÔÈÅ ÔÅÓÔ ÒÅÓÕÌÔÓȢ ,ÅÔȭÓ ÓÅÅ 
how. 

Steps to create test suites in Quality Center:  
Step #1: Go to Test lab tab by navigating from the side bar. Create the folders as shown 
below: 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Linking-Test-Cases-to-Requirements-3.jpg
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Step #2: Under May release, choose the option to create a new test set 

 
 
Step #3: Enter the test set name. Click OK. 

 
 
 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Create-test-suites.jpg
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Create-test-suites-1.jpg
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Create-test-suites-2.jpg
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Step #4: /ÎÃÅ ÉÔ ÉÓ ÃÒÅÁÔÅÄȢ #ÌÉÃË ÏÎ Ȱ3ÅÌÅÃÔ 4ÅÓÔÓȱ ÆÒÏÍ ÔÈÅ ÍÅÎÕ 

 
Step #5: Select the tests as required 

 
 
Step #6: AlternÁÔÅÌÙ ÉÆ ÙÏÕ ÃÈÏÏÓÅ ÔÈÅ Ȱ2ÅÑÕÉÒÅÍÅÎÔÓ 4ÒÅÅȱ ÔÁÂȟ ÙÏÕ ÃÁÎ ÃÈÏÏÓÅ ÒÅÑÕÉÒÅÍÅÎÔ 

and all the tests that are linked to it get added to your test set. 

 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Create-test-suites-3.jpg
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Create-test-suites-4.jpg
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QUALITY THOUGHT                                                       MANUAL TESTING  
 

QUALITY THOUGHT            *         www. facebook.com/qthought           *      www.qualitythought.in      
PH NO: 9963486280, 040-4002 5423                        136                     Email Id: 

info@qualitythought.in  

 
Step #7: Go ahead and create all the test sets. As you can see from the above screen shot I 
have created a test set each for each cycle. 
Step #8: Tip: You can choose to add the same test multiple times in a test case. In that case, 
the second instance of the test will appear with a prefix [2]. 
 
Points to Note:  
 
1) If you observe, we have created our releases, requirements, tests etc all under the parent 
ÆÏÌÄÅÒ Ȱ!,- ÔÒÁÉÎÉÎÇȱȢ 4ÈÅÒÅ ÉÓ ÎÏ ÒÕÌÅ ÔÈÁÔ ÙÏÕ ÓÈÏÕÌÄ ÄÏ ÔÈÁÔȢ 9ÏÕ ÃÁÎ ÃÈÏÏÓÅ Á ÄÉÆÆÅÒÅÎÔ 
name for your folder in each section. But as you have seen, it makes so much sense to use the 
same folder name.  For a real time project that you are working on and trying to use ALM for, 

try to come up with a name that you would want to consistently use across as the first step 
for your test management process. 
 
2) The columns in the test plan tab or any other tabs can be cuÓÔÏÍÉÚÅÄ ÂÙ ÙÏÕÒ ÐÒÏÊÅÃÔȭÓ 
ALM admin. 

How to Execute Test Cases Using ALM/QC 

Step #1: In the Test lab tab, choose the test set that you would like to run and click on 
Ȱ2ÕÎ 4ÅÓÔȱ ÏÒ Ȱ2ÕÎ 4ÅÓÔ 3ÅÔȱȢ 2ÕÎ 4ÅÓÔ- will execute the ÔÅÓÔ ÓÅÔ ÓÅÌÅÃÔÅÄ ÁÎÄ ÔÈÅ Ȱ2ÕÎ Ôest 
ÓÅÔȱ ×ÉÌÌ ÒÕÎ ÔÈÅ ÅÎÔÉÒÅ ÓÅÔ ÏÎÅ ÔÅÓÔ ÁÆÔÅÒ ÔÈÅ ÏÔÈÅÒ ÕÎÔÉÌ ÔÈÅ ÅÎÄȢ  #ÌÉÃË ÏÎ Ȱ"ÅÉÎÇ 2ÕÎȱȢ  

 
 
 
 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Test-Execution.jpg
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Step #2: If it is an automation test and the tool is integrated, then it launches and runs it in 
the testing tool. In that case it auto populates the test result. 

 
 
Step #3: Since ours is a manual test, we will have to execute the steps manually on our AUT 
and set the results. Go to the test status field and click on it to set it to a certain value. You can 
also enter the actual result in the space provided. 

 
 
 
 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Test-Execution-1.jpg
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Test-Execution-2.jpg
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Step #4: ) ÁÍ ÇÏÉÎÇ ÔÏ ÃÈÏÏÓÅ Ȱ0ÁÓÓÅÄȱȢ !ÎÄ ÁÍ ÇÏÉÎÇ ÔÏ ÄÏ ÔÈÅ ÓÁÍÅ ÆÏÒ ÁÌÌ ÔÈÅ ÓÔÅÐÓȢ 

 
 
Step #5: When done, click on the cross button to the dialog. The following confirmation 
message is displayed. Click Yes 

 
 
Step #6: Now you see, the status of the test is marked as passed. 

 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Test-Execution-3.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Test-Execution-4.jpg
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Step #7: Let us execute the next test in the list.  I will follow the same steps and fail just one 
of the steps. The status of the test goes to failed if any one of the steps fail. 

 
Tip: You can change this status any time you wish by clicking on the status column and 
setting the desired value. 

Check the execution status in the Test Plan tab:  
Once you have executed the test case, go back to the test plan tab and open the 
corresponding test case. Go to Test Configurations tab and the following is how the execution 
status gets reflected. 

 

Check the execution status in the Requirements tab:  
!Ó ÙÏÕ ÃÁÎ ÓÅÅȟ ÔÈÅ ÃÏÒÒÅÓÐÏÎÄÉÎÇ ÒÅÑÕÉÒÅÍÅÎÔȭÓ ÄÉÒÅÃÔ ÃÏÖÅÒ ÓÔÁÔÕÓ ÈÁÓ ÃÈÁÎÇÅÄ ÔÏ Ȱ0ÁÓÓÅÄȱȢ 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Test-Execution-6.jpg
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Double click on the requirement and go to Ȱ4ÅÓÔ #ÏÖÅÒÁÇÅ 3ÔÁÔÕÓȱ 

 
 
Points to note:  
1) The different states of a test case execution can also be customized by the Admin. 
2) You can choose to parameterize a manual test by adding parameters to it. When the test is 

run, the actual test data can be entered. 
3) At every step in your ALM you can send email through it. To do so, find this icon in your 
ALM window and click on it. For example, in the test plan tab I am clicking on it. 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Test-Execution-8.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/Quality-Center-Test-Execution-9.jpg
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Once you click on it, the following dialog opens. You can enter the required details and send 
an email. 

 
 
Conclusion:  

In previous and this tutorials we learned ɀ how we create tests, add steps to the tests, link 
the tests to requirements, create test sets, adding tests to test sets, Executing the tests and 
finally back tracking our way to see how each activity effects the statistics each time. 

Defects: The Defects module enables us to add defects, determine repair priorities, repair 
open defects, and analyze the Data 

Defects can be: 
1. Variation in expected and actual results 
2. Documentation errors 
3. Un-testable requirements that you want to report and track 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/ALM-email-sending.jpg
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/ALM-email-sending-1.jpg
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4. Environment failures that prevent you from testing 
QC has a wonderful mechanism that lets we create and track any kind of defects. In the 
following steps, we will see how to manage defects through ALM. 
 

How to add a defect to ALM: 

Step #1: ,ÏÇÉÎ ÔÏ !,- ÔÏ ÔÈÅ ÒÉÇÈÔ ÐÒÏÊÅÃÔ ÁÎÄ ÇÏ ÔÏ Ȱ$ÅÆÅÃÔÓȱ ÔÁÂ ÂÙ ÎÁÖÉÇÁÔÉÎÇ ÆÒÏÍ ÔÈÅ 
sidebar. The lists of defects under the project are displayed in a list here. 
Step #2: #ÌÉÃË ÏÎ Ȱ.Å× $ÅÆÅÃÔȱȢ  Enter the required details. As you can see all the fields in red 
are mandatory to enter.  

 
 
Step #3: Choose defect type 

 
 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/add-defect-ALM.jpg
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Step #4: Choose severity 

 
 
Step #5: %ÎÔÅÒ ÏÔÈÅÒ ÄÅÔÁÉÌÓ ÁÎÄ ÄÅÓÃÒÉÂÅ ÔÈÅ ÄÅÆÅÃÔ ÉÎ ÔÈÅ Ȱ$ÅÓÃÒÉÐÔÉÏÎȱ ÂÏØȢ 9ÏÕ ÃÁÎ ÐÒÏÖÉÄÅ 
attachments. The other tabs in this dialog are for additional details. Again, project specific. 

 
Step #6: This defect will now appear in the list. It has a unique ID to be identified with. 

 
 
 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/add-defect-ALM-2.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/add-defect-ALM-3.jpg
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Step #7: You can now change its status. 

 
 
Step #8: Assign it to another user: 

 
 
Step #9: /Ò ÉÆ ÔÈÉÓ ÄÅÆÅÃÔ ÉÓ ÌÉÎËÅÄ ÔÏ ÁÎÙ ÏÔÈÅÒ ÄÅÆÅÃÔ ÏÒ ÙÏÕ ÃÁÎ ÄÏ ÓÏȟ ÂÙ ÃÈÏÏÓÉÎÇ Ȱ,ÉÎËÅÄ 
%ÎÔÉÔÉÅÓȱ ÆÒÏÍ ÔÈÅ ÌÅÆÔ ÓÉÄÅ ÂÁÒ ÁÎÄ ÃÈÏÏÓÅ ÔÈÅ ÏÔÈÅÒ ÄÅÆÅÃÔ ÔÈÁÔ ÉÓ ÃÁÕÓÉÎÇ ÏÒ ÅÆÆÅÃÔÉÎÇ ÔÈÉÓ 
defect. 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/add-defect-ALM-5.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/add-defect-ALM-6.jpg
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How to link the defect to a test case:  

Step #1: Go to Test lab tab and choose the test that failed and the defect is related to that 
failure. 

 
Step #2: #ÌÉÃË ÏÎ Ȱ,ÉÎËÅÄ $ÅÆÅÃÔÓȱȢ (ÅÒÅ ÙÏÕ ÃÁÎ ÅÉÔÈÅÒ ÁÄÄ Á ÎÅ× ÄÅÆÅÃÔ ÁÎÄ ÌÉÎË ÉÔ ÂÙ ÃÌÉÃË 

on this icon: . If you do so, follow the steps that you did in the above section and the 

defect created will get linked. 
Step #3: I am going to choose the icon:   To link already created defect 

 

http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/add-defect-ALM-7.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/link-defect-in-ALM.jpg
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Step #4: %ÎÔÅÒ ÔÈÅ )$ ÁÎÄ #ÌÉÃË Ȱ,ÉÎËȱȢ 4ÈÅ ÄÅÆÅÃÔ ÇÅÔÓ ÌÉÎËÅÄȢ 
 

 
 
Step #5: The linked defect can be seen in the test plan as well as requirements. 

 
 

 
That finishes our end to end flow from Release to defects. 

Tip: Please take a moment and try to see all the field values in the defect details. This 
will help you get excellent insights into how QC has a field for everything you can ever think 
of to add to the description to make it completely complete. I specially emphasize on the 

http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/link-defect-in-ALM-4.jpg
http://cdn2.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/link-defect-in-ALM-5.jpg
http://cdn.softwaretestinghelp.com/wp-content/qa/uploads/2013/06/link-defect-in-ALM-6.jpg
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Ȱ3ÔÁÔÕÓȱ ÆÉÅÌÄȢ 4ÈÉÓ ×ÉÌÌ ÓÈÏ× ÈÏ× 1# ÉÓ ÎÏÔ ÊÕÓÔ Á ÔÏÏÌ ÔÏ ÐÌÁÃÅ ÁÌÌ ÙÏÕÒ ÄÅÆÅÃÔÓ ÁÔ ÏÎÅ ÐÌÁÃÅ 
but it actually is at the crux of the defect management process. All the states that you would 
ÆÉÎÄ ÉÎ Á ÄÅÆÅÃÔ ÌÉÆÅ ÃÙÃÌÅ ÃÁÎ ÂÅ ÓÅÔ ÔÈÒÏÕÇÈ ÔÈÅ Ȱ3ÔÁÔÕÓȱ ÆÉÅÌÄȢ ) ÆÉÎÄ ÔÈÁÔ ÉÔȭÓ ÍÏÓÔ ×ÏÎÄÅÒÆÕÌ 
feature. 
Points to note: 
1)  We have worked with adding a new cycle under a release in the tutorial number 3 and it is 
ÍÁÉÎÌÙ Á ÔÅÓÔÉÎÇ ÒÅÌÁÔÅÄ ÁÃÔÉÖÉÔÙȢ 3ÉÍÉÌÁÒÌÙȟ ÙÏÕ ÃÁÎ ÁÄÄ Á Ȱ.Å× -ÉÌÅÓÔÏÎÅȱ ÓÉÇÎÉÆÙÉÎÇ Á ÃÅÒÔÁÉÎ 
step in your Project Management Activities. 
2)  Even though ALM is test management tool, the development and other support teams also 
have access to it. One of the reasons is to update the defect status. 
3)  The attachments for a defect are not mandatory but always provide a screenshot of the 
error in the attachment whenever applicable and possible. 

4)  The mandatory fields to be entered during the creation of a defect are defined by your 
Admin and may differ from project to project. 
5)  The other drop-down values are also defined by your admin. 
 
Conclusion:  
Now you are equipped with everything you needed to know on how to use QC for all 
your test management  activities.   All we need to know now, is how to use its analysis 
features to make the test reporting and metric collection activities an integral part of your QA 
process. 
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JIRA TOOL: 

 

Introduction:  

JIRA is an issue tracking software product developed by Atlassian for bug tracking, 

development tasks, test case management and project management. Project teams choose 

JIRA to manage and organize tasks, assign work to team members, and follow team activities. 

This Material helps to understand JIRA Agile Project Management, test case management 

activities, and defect management activities. 

JIRA as test management tool: 

V Create, view, edit and clone tests  

V Link to stories, tasks, requirements etc.  

V New Agile integration with Test Boards  

V Plan test execution cycles  

V Execute tests  

V Link defects  

V Project-centric navigation  

V Execution Navigator with basic/advanced search and pre-defined/saved filters  

V Two-way end-to-end traceability reports  

V Track quality metrics  

V Zephyr Query Language (ZQL) for advanced searching  

 

Agenda of the Session: 

V Understanding JIRA-Test Process 
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V Explore the User Interface 

V Writing Tests 

o Create Tests 

o Import  

o View and Modify Tests 

o Organize Tests 

o Search Tests 

o Delete Tests 

V Planning Test Cycles 

o Creating and cloning Test cycles 

o Adding Tests 

o Exporting Tests 

V Executing Tests 

o Adhoc Executions 

o Executing in Test Cycles 

o Quick Execute 

V Tracking Test Progress 

o Test Metrics 

o Test Metrics Gadgets 

o Trecability 

Test Process 

This Tool supports Test Process followed by well-established project and even It supports 

test process followed in Startup companies (Simple Test Process) 

Simple Test Process: 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Explore+the+User+Interface?src=contextnavpagetreemode
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Starting with a Simple Test Process allows you to create or clone an existing test, 

immediately execute it, file a bug and check out the metrics gadget to keep track of your 

testing. This is the simplest way of using this application and no prior planning is needed. 

 

Test Process with Basic Execution Planning  

A Test Process with Basic Execution Planning essentially lets you group your test executions 

into Test Cycles so that you can keep track of what has been tested, what is passing/failing, 

how much is left etc. It involves very basic planning in setting up Test Cycle(s) in a Version 

and then making sure that every test execution is recorded against those Test Cycle(s). 

Test Process with Structured Execution Planning  

The next level is a Test Process with Structured Execution Planning. This involves setting up 

Test Cycle(s) and also getting into a process of creating/modifying a large number of tests, 

adding them to the appropriate Test Cycle(s) for future execution and then executing them 

during the dedicated execution stages of your project. 

Structured Test Process  

A Structured Test Process, as the name implies, allows for distinct phases of organization, 

planning, execution and tracking of all your testing efforts.  

During the organization phase, tests are imported, reused, modified, cloned or created. They 

are linked to requirements, stories, epics or other issue-types. They are organized by 

Versions, Components and Labels. During the planning phase, various Test Cycles are set up 

and tests that need to be executed are added to these cycles. This kind of grouping allows for 

easy progress tracking.  

The execution phase is all business, with users methodically executing tests within the 

various Test Cycles, linking to existing bugs or filing new ones, tracking progress etc.  

Tracking happens continually with metrics showing in the Test Metrics keeping track of the 

organized tests, Test Cycle summaries showing progress of the execution, execution metrics 

keeping track of the quality of the software and detailed reports in various formats available 

for consumption by a varied audience. 
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Exploring User Interface in JIRA TOOL:  

Main Navigation Bar  

On logging into JIRA, you will see a top-level navigation bar with "Dashboard", "Projects" and 

"Issues" among other items. A "Tests" item is also present if you have Zephyr for JIRA 

Cloud, and it looks like this: 
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V Search Tests: This opens the Issue Navigator to allow searching for tests 

V Create a Test: Allows you to create a brand new test under the current project. The 

issue type is "Test" and is indicated by this icon:  

V Plan Test Cycle: This takes you to the "Test Cycles" tab on the left, to let you create 

and view various test cycles based on version 

V Execute Tests: Allows the tester to access any test cycle for that project and start 

executing tests. Note: a test can also be executed directly while viewing it  

V Test Metrics : Opens the Test Dashboard with testing metrics gadgets displayed 

V Welcome : This page educates and provides access to a variety of resources such as 

Support, Buying/Upgrading etc. 

V Zephyr  Help : Online Help documentation (probably what you are reading right now!) 

V About Zephyr : Version and license information 

Test Summary  

The Test Summary page is accessed either via clicking on the top-level "Tests" in the 

navigation bar or by selecting the "Test Summary" tab on the left side. 
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This page provides a comprehensive view of all the tests that belong to a particular project, 

summarized based on overall totals, Versions, Components and Labels. Clicking on any of 

these links will take you to the Issue Navigator and display a list of those tests. 

 

Test Cycles 

The Test Cycles page is accessed either via clicking on "Plan Test Cycle" or "Execute Tests" in 

the top-level "Tests". This can also be selected by clicking on the "Test Cycles" tab on the left 

side. 
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This page allows you to view test cycles that have been created for a particular version of a 

project, create new ones, and drill-down into the list of tests for execution. Selecting a 

different version will change the view and display the test cycles for that selected version. A 

summary of the execution status is also displayed on the right and hovering over it provides 

additional stats. 

Create and View a Test 

A test can be created in any one of the ways that any issue type can be created in JIRA. For 

example, clicking on the "Create Issue" link or "Create Test" link will bring up the following 

screen: 
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A test can be viewed in its entirety in the following "View Issue" page (click to enlarge): 

 

On this screen, you'll find a toolbar that will allow you to access various features associated 

with editing and executing a test: 

V Comment: This allows users to add comments to the test 
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V Add to Test Cycle(s): Allows this test to be added to a specific test cycle of a version 

for test execution 

V Attach Files : Allows files to be attached to this test 

V More Actions : 

o Link:  This brings up the "Link Issue" dialog that allows this test to be linked to 

any other issue (Task, Improvement, Story, Epic etc.) 

o Clone: A test can be very easily and quickly cloned 

o Attach Screenshot : Allows screenshots to be attached to this test 

V Execute: This allows for this test to be executed - either in an ad hoc manner (i.e. not 

associated with any particular test cycle and/or version) or as part of a test cycle 

Execute Test 

This screen allows you to execute a test by changing its status, filing a new bug or associating 

an existing one, adding attachments and comments. You can then save and return to the test 

or the test cycle from where you had come. 

 

Create Tests 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Create+Tests
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You need to have the "Create Issue" permission in the relevant project to be able to create a 

test. If you do not have this permission, please contact your JIRA administrator. 

To create a new test:  

1. Do one of the following to open the Create Issue dialog. 

V Keyboard shortcut: 'c' . 

V In the top navigation bar, click the Create button. 

V From the "Tests" menu, click on "Create a Test" 

2. In the displayed Create Issue dialog, enter the details for the test. 

3. Optional: If you want to create a series of test with similar details, you can select 

the Create another  check box. 

4. When you select this option, a new issue dialog will appear after your test is created, 

automatically pre-populated with your previous test details, while leaving the 

'Summary' field blank. 

5. Click the Create button to create the test. 

 

http://confluence.atlassian.com/display/JIRA/Using+Keyboard+Shortcuts
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Once the test has been created, a confirmation is displayed with the new test ID. You can then 

go to that test to enter next level details such as Test Details and Attachments. 

 Note that only the Fix Version/s field is used for tests. All tests that have a Fix Version 

populated will be organized accordingly. If that field is left blank, then they will belong to an 

"Unscheduled" version. See Organize Tests for more details. 

How to Import Test Cases to JIRA Tool from excl? 

Zephyr for JIRA Importer Utility  

This guide will cover how to import tests into Zephyr for JIRA (both Server/DataCenter and 

Cloud versions) using the Importer Utility; this includes: 

1. Downloading the Importer Utility  

2. Launching the Importer Utility 

3. Configuring fields necessary for importing 

4. JIRA results of an import 

Pre Requisite:  

Java ɀ Please make sure you have the latest version of Java installed. You can acquire it 

from http://java.com  if you do not have it already. API Access & Secret Keys (only 

for Zephyr  for JIRA Cloud) ɀ ÙÏÕȭÌÌ ÎÅÅÄ ÙÏÕÒ :ÅÐÈÙÒ ÆÏÒ *)2! !0) ÁÃÃÅÓÓ ÁÎÄ ÓÅÃÒÅÔ ËÅÙ ÉÎ 

order to make a connection. You can find them by logging into your JIRA Cloud instance, 

browse to Tests (top menu bar) > Importer > API Keys. 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Organize+Tests
http://java.com/
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Selecting "API Keys", the Zephyr API Key view will be displayed which contains an Access 

Key and Secret Key unique to your JIRA user. Also on this view are three options in the top 

right hand corner: 

V Copy to clipboard which copies both Keys to your system clipboard 

V Delete which removes the current generated Key pair 

V Regenerate which regenerates the Key pair. Note that once the Keys are regenerated 

the previous Keys can no longer be used with the Importer Utility. 

Selecting "API Keys", the Zephyr API Key view will be displayed which contains an Access 

Key and Secret Key unique to your JIRA user. Also on this view are three options in the top 

right hand corner: 

V Copy to clipboard which copies both Keys to your system clipboard 

V Delete which removes the current generated Key pair 
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V Regenerate which regenerates the Key pair. Note that once the Keys are regenerated 

the previous Keys can no longer be used with the Importer Utility. 

 

se the Copy to Clipboard option to save this Key pair to your system clipboard. You will 

require it before starting the import process in the Importer Utility. 

Note the following:  

1. The use of the Access and Secret Keys is required only for Zephyr for JIRA Cloud users. 

This option in the Test menu is not available in Zephyr for JIRA Server/DataCenter. 

2. For security purposes, do not share this Key pair. Each user that needs to use the 

Importer Utility should use the steps above to generate their unique Key pair. 

3. This Key pair does not expire so users can use their unique Key pair every time they 

use the Importer Utility. 

4. Copying to the clipboard copies both Access Key and Secret Key in below format. 

Paste it to a notepad. Copy each key individually and paste it in its appropriate box in 

the importer. 
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5. Ȱ8888888ȱ ÉÎ !ÃÃÅÓÓ +ÅÙ ɉ&ÉÒÓÔ ÂÏØɊ ÁÎÄ Ȱ9999999ȱ ÉÎ 3ÅÃÒÅÔ +ÅÙ ɉ3ÅÃÏÎÄ ÂÏØɊ of the 

importer.  

{"accessKey":"XXXXXXXX","secretKey":"YYYYYYYYY"} 

Downloading the Importer  

The Zephyr for JIRA Importer Utility is available on BitBucket. The direct link for it 

is https://bitbucket.org/zfjdeveloper/zfj -importer/downloads . This location provides 

download of the Importer Utility software. Download the Utility software to the system from 

which imports to Zephyr for JIRA will be run. 

Using the Importer  

Launching the Import er  

To launch the utility double click on the downloaded jar file or run through the command 

prompt as: java -jar <importer file which will result in opening a window as shown below. 

Importing from Excel  

 

V Enter the URL for your JIRA Server or Cloud instance. If importing to Zephyr for JIRA 

Cloud, make sure the Cloud checkbox is checked. Enter your JIRA username and 

password. Zephyr for JIRA Server version users, proceed to Step 3. 

https://bitbucket.org/zfjdeveloper/zfj-importer/downloads
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V For Zephyr for JIRA Cloud users only:  The "ZFJ URL" field is a read-only field and is 

pre-entered. Enter your API Access and Secret keys (view the "Requirements" section 

of this document to see how to access this Key pair). 

 

V Click Connect. 

V Select the project and issue type desired (supported: Test, Bug, Improvement, Task, 

New Feature) 

-

>  

V Select a Discriminator and enter Starting Row value. 
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The Discriminator field is used by the Importer Utility to determine the end of one test case 

and the beginning of the next test case. It allows one of four options for selection: 

V By Sheet: use this when a test case is listed per excel sheet 

V By Empty Row: use this when an empty row separates consecutive test cases 

V By ID change: use this when a unique test ID exists for each test case to be imported 

V By Test Case Name change: use this when each test case has a unique test case name 

Note: to properly determine the Starting row value, reference the excel file to be imported. 

The Starting row will be the first row in the excel spreadsheet containing a test case. For 

example, if the first two rows of the excel sheet are headers and the third row is where the 

first test case is listed, then the Starting row value should be set to 3. 

V Map your Excel spreadsheet columns to your JIRA and Zephyr for JIRA fields. Use the 

column letters instead of any headers you might have to reference the data. For 

example: if test case name is in Column B of the excel sheet, enter "B" against the JIRA 

ÆÉÅÌÄ Ȱ.ÁÍÅȱ  
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¶  

If your Excel file has multiple sheets and you wish to import them all, check Import All 

Sheets. 

V Select the Excel file to be imported by choosing either Pick Import File  or Pick 

Import Folder .  

 

Click Start Import . The results of the import will appear in the log window below. Any 

errors that occur will be displayed here. 

Viewing and Modifying Tests  

A test can be viewed and modified just like any other issue in JIRA. If you know the issue key 

of the test, you can enter that in any search field or search through the Issue Navigator. 

The view test screen shows the following: 
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V Header : This displays the project to which this test belongs, the issue key of the test 

and its one-line Summary 

V Toolbar : This toolbar allows you to access often used functionality 

V Edit: This button takes you to the edit mode of a test where many of the fields can be 

edited. This is very similar to creating an issue. Please note that Test Details have to 

be edited from this View Issue screen. 

V Comment: Adding a comment to a test is a useful way to record additional details 

about a test, and collaborate with team members. Comments are shown in 

the Comments tab of the Activity  section. 

V Attach Files: You can attach one or more files to a test (Note: Your JIRA Administrator 

must have enabled file attachments. You will also need "Create Attachments" 

permission in the appropriate projects). 

V Attach Screenshot: You can attach a screenshot to a test if your Administrator has 

configured JIRA and your permissions correctly. 

V Clone: 'Cloning' (copying) a test allows you to quickly create a duplicate of the test 

within the same project. The clone test is a replica of the original test, containing the 

same information stored in the original testɂ 

e.g. Summary, Labels, Components, Test Details, etc. except forTest Execution details. 

A clone issue is a separate entity from the original issue. Operations on the original 

issue have no effect on the clone issue and vice versa. 

V Link: Allows you to link another issue or a web link to this test, typically a 

requirement or a story or an epic. 

V Execute: This button allows you to immediately execute this test, either in an ad 

hoc manner or as part of a Test Cycle. 

V Add to Test Cycle(s): This allows you to add this test to an existing Test Cycle. That 

then also shows in the Test Executions  section below. 

V Details : This section is almost exactly like the one for any other issue-type but note 

the following:  

V Fix Version/s: This field is the one that is used to organize tests i.e. make it belong to a 

Version. 

V Status: This field is not used. 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Ad+hoc+Executions
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Ad+hoc+Executions
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Ad+hoc+Executions
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Executing+in+Test+Cycles
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Planning+Test+Cycles
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1. Resolution: This field is not used. 

2. Description : This section is exactly like the one for any other issue-type and can be 

useful for adding a high level description or pre-conditions for the test. 

3. Test Details : This section allows you to enter detailed test steps, any accompanying 

test data and expected results. Test steps can be reordered, cloned or deleted. 

4. Test Executions : This section shows the details of all scheduled and previous 

executions of this test. It also allows you to execute a test. 

5. Attachments : This section is exactly like the one for any other issue-type 

6. Issue Links : This section is exactly like the one for any other issue-type 

 

 

Clicking on the preview icon shows this: 
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Click on the "?" icon to get a list of available markup options. 

 

Cloning Test Steps 
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To speed up the test creation process, test steps can be easily cloned. Selecting the step to be 

cloned and clicking on the gear icon on the right of it, shows a drop-down with "Clone" and 

"Delete" options. 

 

 

 Search Tests 
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JIRA has a very powerful issue search facility and since a test is an issue-type, all the different 

mechanisms that you can use to search for issues, apply to tests too. On selecting the "Search 

Tests" menu option, you are taken to JIRA's Issue Navigator with the "Test" issue-type pre-

selected thereby allowing you to search for tests 

If you frequently run the same search, you can save the search criteria as a filter. This saves 

you from having to manually redefine the search criteria every time. JIRA applications also 

include a number of predefined system filters for common queries, such as 'My Open Issues', 

'Reported by Me', 'Recently Viewed', and 'All Issues'. 

To save your search as a filter:  On the search results page, click Save as and enter a name 

for the filter. Your new filter will be shown in the left panel with your other favorite filters, 

filters shared with you, and the system filters. To run a filter, just click it. 

Read the following related topics: 

V Quick searching 

V Basic searching 

V Advanced searching 

V Saving your search as a filter 

V Working with search results 

 

 

https://confluence.atlassian.com/jiracoreserver071/advanced-searching-802172562.html
https://confluence.atlassian.com/jiracoreserver071/saving-your-search-as-a-filter-802172577.html
https://confluence.atlassian.com/jiracoreserver071/working-with-search-results-802172637.html
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Working with the search results 

You've got the search results displaying the way that you want. Now you can work with the 

actual issues in the search results. The issue navigator lets you action individual issues, as 

well as the entire set of issues returned by your search. 

Individual issues: 

V View the issue:  Click the issue key or name. 

V Action individual issues : Click the cog icon next to the issue row and select an 

option. 

V All issues in the search results: 

V Export the search results to different formats, like Excel and 

XML: Click Export  and select the desired format. 

V Share the search results:  Click Share, then enter the recipient's details. 

V Create an RSS feed: Click Export > RSS (Issues) or RSS (Comments). 

V Bulk modify i ssues in search results : Click Tools  and 

select all  <n> issue(s)  under Bulk Change. 

 Save your search 

If you frequently run the same search, you can save the search criteria as a filter. This saves 

you from having to manually redefine the search criteria every time. JIRA applications also 

include a number of predefined system filters for common queries, such as 'My Open Issues', 

'Reported by Me', 'Recently Viewed', and 'All Issues'. 

To save your search as a filter:  On the search results page, click Save as and enter a name 

for the filter. Your new filter will be shown in the left panel with your other favorite filters, 

filters shared with you, and the system filters. To run a filter, just click it. 
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Planning Test Cycles 

Overview 

Planning Test Cycles and executing tests as part of those cycles is very powerful yet easy to 

set up. 

Based on your Test Process, you could have a very simple flow where you could create and 

execute tests in an ad hoc manner, but if you have any basic execution planning in place or 

have a more elaborate structured test process, then planning your test execution ahead of 

time is important. Test Cycles are used to set up and execute tests in a structured manner. 

This allows tests to be grouped logically and executed in a structured fashion. It also allows 

for the tracking of progress and reporting of quality metrics. 

For a given project, the Test Cycles page can be accessed from the navigation tab on the left 

or from the "Plan Test Cycles" menu item in the top-level "Tests" menu. For each selected 

version, a list of scheduled test cycles are shown. The "Ad hoc" cycle is default in every 

version. If no version exists for the project, then it is listed as "Unscheduled", and will also 

have an "Ad hoc" cycle. 

The progress tracking status bar provides a quick view on how many tests have been 

executed, what % of the overall testing has been completed for a test cycle and on hovering 

over the different status colors, the # and % of tests in that status (e.g. PASSED, FAILED etc.) 

Clicking on any test cycle displays a list of tests for that cycle, which can then be executed or 

viewed. 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Planning+Test+Cycles
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Quick+Start
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Ad+hoc+Executions
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  Creating a Test Cycle 

A new test cycle can be created for a selected version by clicking on the "Create New Cycle" 

button that displays the following dialog: 

 

V Version : Shows the list of versions that exist for this project 

V Name: Name of the test cycle - this is mandatory 
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V Description : A description of the cycle 

V Build : This is informational only 

V Environment : This is informational only 

V From : The start date of this test cycle 

V To: The end date of this test cycle. The end date is not enforced (i.e. you can continue 

adding tests to the test cycle and executing them beyond this date) 

Once a test cycle has been created, it can be edited or deleted via menu items in the drop-

down list at the right of the progress bar for that cycle, as below. You can also add tests to it. 

 

Warning  

Use the "Delete Cycle" option carefully. Once deleted, all the test executions, comments, 

attachments and bug linkages are deleted. Test Execution metrics are affected too. This does 

not delete the actual tests. 

Viewing a Test Cycle and adding Tests 

Clicking on any test cycle displays a list of tests for that cycle that can then be executed or 

viewed. The Fixed Version/s field of a test does not automatically bring it into a test cycle for 

that version. It still has to be explicitly added to a test cycle  for execution. 

Once a test has been added to a cycle - either for future execution or as part of the execution - 

it is displayed under the cycle. It can be executed from there by clicking on the "E" button. 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Adding+Tests


QUALITY THOUGHT                                                       MANUAL TESTING  
 

QUALITY THOUGHT            *         www. facebook.com/qthought           *      www.qualitythought.in      
PH NO: 9963486280, 040-4002 5423                        174                     Email Id: 

info@qualitythought.in  

 

Cloning Test Cycles 

As the name implies, you can clone an existing test cycle and do so very easily. Cloning 

essentially copies an existing test cycle and all the tests that it contains. It zeroes out all 

execution status, comments, attachments and defects filed. This is a great way to very quickly 

set up a test cycle based on planning that was previously done and is a great time saver. 

From the drop-down menu at the right of the progress bar for that cycle, as above, select 

Ȱ#ÌÏÎÅ #ÙÃÌÅȱȢ 4ÈÉÓ ÃÌÏÎÅÓ ÔÈÁÔ ÅÎÔÉÒÅ ÔÅÓÔ ÃÙÃÌÅ ÆÏÒ ÔÈÅ ÃÕÒÒÅÎÔ ÖÅÒÓÉÏÎ ÙÏÕ ÁÒÅ ÉÎ ÁÎÄ ÇÉÖÅÓ 

you an opportunity to modify any of its details. 

 Adding a Test(s) to a Test Cycle 

There are many ways to add a test to a Test Cycle. 

1. When viewing a Test  

When you view a test, you can immediately add it to any Test Cycle. The Fixed Version/s field 

of a test does not automatically bring it into a test cycle for that version. It has to be explicitly 

added to an existing test cycle for that version to be executed. This can be done when viewing 

a test by selecting the "Add to Test Cycle(s)" item in the menu which then displays this 

dialog: 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/View+and+Modify+Tests
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/View+and+Modify+Tests
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/View+and+Modify+Tests
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The same test can be added to more than one test cycle by checking the box "Add to more 

Test Cycle(s)". These additions then show up in the Test Executions section of the page as 

well as in the Test Cycles page and it can then be executed from either place. 

2. When viewing a Test Cycle 

You can also add tests to a Test Cycle from the drop-down menu next to the cycle as below. 

 

There are 3 ways you can add tests to that cycle: 

A. Individually 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/View+and+Modify+Tests
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Planning+Test+Cycles
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Here you can add the ID of the test(s) and these then get added to the Test Cycle. If you do 

not know the issue ID, you can start typing keywords in that box and a list of possible 

matches will be shown, from which you can select your test(s). 

 

B. Via a saved search filter 

A quicker, easier and more powerful way to add tests to any Test Cycle is by using 

JIRA's native search filters. In the Issue Navigator, you can create and save your search filters. 

This list of favorite filters is now shown in a drop-down and on selecting that filter, all the 

tests found by running that search can now be easily added to this Test Cycle with just one 

click. Adding a particular filter again or adding multiple filters that reference the same test 

will not do any damage as a particular test can be only added once to a Test Cycle. Note that 

irrespective of all the issue-types that show up in your search result, only issues of type "test" 

will be added to the test cycle. 
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C. From another Test Cycle 

You can also add tests from another cycle. If you want to add ALL the tests from a previous 

cycle, you might be better off cloning it. If you want to copy a group of tests from a previous 

test cycle that meet certain criteria, then this dialog provides the options to allow you to do 

that. You can pick a test cycle from any version and add tests that meet the criteria you 

specify for Priority, Execution Status, Component and/or Label. You can add more than one 

value too.This makes it really easy to build test cycles off of previous ones, allowing you to 

refine your grouping, set up cycles for re-test, reuse certain portions of a cycle, re-run your 

failed tests etc. 

On top of that you can specify to bring over only the tests from a previous cycle that have 

linked defects to it and furthermore, specify what their resolution statuses are. For example, 

you can create a new cycle for regressing/re-testing just the tests that had failed in a 

previous cycle and had a defects filed against them but have now been fixed. 

Exporting  

Test Cycles can be exported to a CSV, HTML or XML file very easily. Select a Test Cycle by 

clicking on its name and from the gear icon on the right, pick the "Export Tests" item from 

the drop-down menu and the format you want the export in. 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Creating+and+Cloning+Test+Cycles
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Exporting
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The resulting CSV file can be opened in Microsoft Excel, HTML file in any browser and the 

XML file in any XML editor. 

 Ad hoc Executions 

If a test is being executed outside of a Test Cycle, then it is termed to be executed in an "Ad 

hoc" fashion. By default, every Version (or if one doesn't exist, "Unscheduled") will have an 

Ad hoc cycle. All tests executed in an Ad hoc fashion will have the results summary reported 

in the test cycle. 

 

Tests can be executed in an Ad hoc manner from the "Execute" button found in the toolbar of 

every issue. 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Ad+hoc+Executions
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This opens the "Execute Test" dialog as below where the "Execute Ad Hoc" option is selected 

by default. You could also select the "Add to Existing Test Cycle and Execute" option, pick a 

Version and pick the "Ad hoc" option - ensuring that the execution status gets recorded 

against that particular version albeit in an ad hoc manner  

Tests can be executed in a wide variety of ways: 

1. Using the "Execute" button while viewing a test 

2. From the "Test Execution" section of a test 

3. From the "Test Cycle Summary" page 

You can also view Execution Details for a test. 

There are 3 ways to execute tests that belong to a test cycle. 

1. Using the "Execute" button while viewing a test  

You can immediately execute a test while viewing it by clicking on the "Execute" button 

found in the toolbar. 

 

This opens the "Execute Test" dialog as below, where - just before you actually execute the 

test - you will want to add it to an existing test cycle. On selecting this option, you can pick 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Executing+in+Test+Cycles#ExecutinginTestCycles-execute_button
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Executing+in+Test+Cycles#ExecutinginTestCycles-execute_section
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Executing+in+Test+Cycles#ExecutinginTestCycles-cycle_summary
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Executing+in+Test+Cycles#ExecutinginTestCycles-execute
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the Version (this is the Fix Version/s) and the Test Cycle against which you want the 

execution results to count. If you cannot find the test cycle against which you want this 

execution to count, you may have to create a test cycle first. 

 

On clicking the "Execute" button above you can now enter execution details. 

2. From the "Test Execution" section of a test  

When a test has been added to a Test Cycle, it shows up in the Test Executions section of the 

test as you are viewing it. See an example below. You can click on the "E" button for any of 

these tests and enter execution details. You can also re-execute a test from here. Note that if 

you re-execute a test, the previous status is overwritten. 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Planning+Test+Cycles
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Planning+Test+Cycles
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Executing+in+Test+Cycles#ExecutinginTestCycles-execute
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/View+and+Modify+Tests
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Executing+in+Test+Cycles#ExecutinginTestCycles-execute
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3. From the "Test Cycle Summary" page  

For the more structured testing process  the Test Cycles Summary page is the starting point 

for executions. This page shows a list of all tests that have been grouped together by Test 

Cycle for a particular Version. Selecting the appropriate Version displays a list of Test Cycles 

that have been created for it. Clicking on any one of those Test Cycles shows the list of tests 

that are part of that cycle. A progress tracking bar on the right provides a quick breakdown 

of the status of that test cycle. 
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Tests are shown in groups of 10 and a navigation bar allows you to jump to the next 10 in the 

list. The following fields are sortable: ID, Status, Summary, Executed On and Executed By. The 

"E" button on each row allows for the test to be executed where you can enter execution 

details. 

Execution Details  

In all of the above scenarios, clicking on the "Execute" button will open the Execution page 

where details about the execution can be entered. 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Executing+in+Test+Cycles#ExecutinginTestCycles-execute
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Executing+in+Test+Cycles#ExecutinginTestCycles-execute
https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Executing+in+Test+Cycles#ExecutinginTestCycles-execute
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V Execution Status : Selecting this field, a drop-down list of options are shown. The 

default statuses are UNEXECUTED, PASS, FAIL, WIP (Work in Progress) and 

BLOCKED. These statuses can be customized by your JIRA Administrator. 

V Defects: A new defect can be created at the Test level and the Test step level by 

selecting the edit icon for the Defects field and selecting "Create New Issue". A new 

defect can also be created by clicking on the "Create" button in the main toolbar or by 

directly typing in text to get a list of possible matches. The drop down also lists 

existing issues that could be selected to associate with this execution. 

V Comment : Details about the test execution can be entered here. 

V Attachments : Files can be attached to this execution 

You can also do test step-level executions and change the status. You can also provide step 

level information like Comments, Attachments and link existing Defects at that level. 

 Note: The Execution Status  of the overall test is NOT automatically modified based on 

the status of the individual test steps. You will still have to set the Execution Status  of 

overall test manually. 

https://zephyrdocs.atlassian.net/wiki/display/ZFJCLOUD/Customize+Test+Execution+Status

